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Abstract: Advances in biometrics present the possibility of providing robust security and 

authentication methods compared to traditional password-oriented security measures. 

Biometric security technology relies on who you are rather than what you know, in 

contrast with knowledge-based security. While biometrics has the potential to increase 

security significantly, it also presents unique drawbacks. Addressing these potential 

problems and increasing the rate of user acceptance are key elements to its success. This 

research aims to discover the degree of acceptance of biometric security over a wide 

range of demographics. It considers acceptance levels and their relation to perceived 

usefulness and perceived ease of use. Additionally, it analyzes important acceptance 

factors such as social, organizational, and cost concerns. Finally, it presents conclusions 

on biometric security acceptance in general and as a primary authentication method 

relative to age, income and education level. 
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1. Introduction 

  Biometrics is automated methods of recognizing a person based on physiological or 

behavioral characteristics.  A among the features measured are faced, fingerprint, hand 

geometry, iris, retinal, signature, and voice.  Biometrics technologies are becoming the 

foundation of an extensive array of highly secure identification and personal verification 

solutions.  As the level of security breaches and transaction fraud increases, the need for 

highly secure identification and personal verification technologies is becoming apparent. 

Biometrics-based solutions are able to provide for confidential financial transactions 

and personal data privacy.  The need for biometrics can be found in federal, state and 

local governments, in the military and in commercial applications.   Enterprise wise 

network security infrastructure, government IDs secure electronic banking, investing and 

other transactions, retail sales, law enforcement and health and social services are already 

benefiting from these technologies.   Biometric technologies’ are on the rise enforcing an 

integration of biometrics into daily life, e.g.  Passports or door-locks, which often leave 

are citizens with no choice but to accept biometrics.  While majorities are convinced of 

need from improved authentication controls and biometrics are claimed to provide secure 

long-time solutions form and fundamental problems. 

Biometrics offers automated methods for identify verification and identification based 

on physiological, and morphological or behavioral characteristics.  By contrast with 

possession based (“what we own” such as a key) or knowledge-based (“what we know: 

such as a password), biometrics is based on “what we are” and “how we behave”.  Many 

biometrics systems have been proposed in the literature for last decade.  They are mainly 

used to manage the assess of physical and logical (e.g. - commerce) resources.  Evaluating 

biometrics systems constitutes one of the main challenges in this research field.   
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2. Need of the Study 

The study is an effort to investigate employee acceptance and satisfaction towards 

biometric system or educational institutions.  In light of this objective, an attempt was 

made to study biometric security light of this objective, an attempt was made to study 

biometric security system is installed in education institution purpose, performance, 

comparison between past traditional system and this biometric security system, overall 

satisfaction regarding appreciation of this system and impact of biometric security system 

on improving performance regard educational institution in the state of Tamil Nadu.  

Also, employee acceptance and satisfaction regarding the effectiveness of various security 

system strategies being used by the educational institution/companies to promote their bio 

metric security system was assessed.  Most of the works, done on evaluating biometric 

systems have focused on the performance aspect.  Hence it is necessary to assess the 

impact of biometric security systems on the education institutions in terms and service, 

performance awareness and satisfaction. 

In the study “a study on employees ‘acceptance and satisfaction towards biometric 

security system on educational institutions in Dharmapuri district” researcher seeks the 

impact of biometric security systems on improving the performance and to increase in the 

level of security in institutions.  In this study researcher’s main focus is on the comparison 

between traditional systems and biometric security systems. 

3. Statement of the Problem   

Biometrics is a sparkling word in the world of science and technology.  Since after 

9/11, biometrics is getting a titanic attention all over the world by the scientist, 

researchers and engineers.  Now a day everywhere in the world, especially in the western 

part o the world, security is given top priority to counter the possible there as from 

terrorists and hence biometrics and security are the synonyms.  Biometrics systems are 

spreading rapidly at all security prone areas such as airports, banks, offices also with 

documentation like passport, identify card, driving licenses, etc., it is important to 

remember that not all threats come from the outside, there is also crime which can affect 

your company from within and these losses can be some of the most serious ones.  These 

are many areas which are the dealt with, by the administrative staff and therefore the work 

pressure and load might hinder their efficiency and output.  Equipments like the biometric 

security system scan ease their work pressure as these are designed to keep a track record 

of all the employees in the organization and are known for their accuracy and efficiency.  

Thus, “increased security threats and tight work pressure, forces service industries to use 

biometric security systems to improve security level and security level and service 

delivery.” So, the researchers are trying to portrait the employees’ acceptance and 

satisfaction towards biometric security system on educational institution in Dharmapuri 

district.  The inferences drawn in this study will ultimately help all those, directly or their 

future road ahead. 

4. Objective of the Study  

[1] To study the various biometric systems currently used by educational institutions. 

[2] To study the application of biometrics security systems in terms of its purpose 

security, efficiency and effectiveness. 

[3] To study the impact of biometric system security on educational institutions. 

5. Sampling Method 

A sample of 130 was chosen in which 130 samples are related to educational institution 

employees. The questionnaire was designed keeping in view of the objectives of the 
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study. The questionnaire was designed such that it helps to edict the accurate information. 

The questionnaires were close ended for the respondents to answer easily.  

 Smple size                                                    -  130    

 Sampling method                                           -  Proportionate stratified sampling    

 Data collection tool used                              -   Questionnaire   

 Target audience                                              -   Educational institution employees 

Statistical Tools Used 

The data were analyzed with the help of the SPSS (statistical Package for the Social 

Sciences) package. The statistical tools used for data analysis included percentages 

analysis, Garrett ranking Technique and Friedman’s Chi- square test. 

6. Limitations of the Study 

Like most of the studies, the present study also suffers from some limitations. 

Limitations of the study are mentioned as below: 

[1] Some of respondents hesitated to responds. 

[2] The sample in the study is limited to Dharmapuri district only due to the limited time 

and nature of project. 

[3] The information obtained from the employees based on questionnaires was assumed 

to be factual. 

[4] The lack of awareness of the topic due to its newness was experienced as the biggest 

challenge in the survey.    

7. Data Analysis and Interpretation 

Table 1 Gender Wise Classification of the Respondents    

The gender wise classification of the respondent was presented in the above table. It 

can be seen that out of 130 respondents, 50.77 percent were females and 49.23 percent 

were males. So it has been inferred that females constitutes assize able chunk of the 

sample. 

Table 2 Marital Status of the Respondents 

From the above table, it is evident that out of 130 respondents 51.53 percent were 

unmarried and 48.47 percent were married. It was inferred from the above analysis that 

the majority of the respondents were unmarried. 

Table 3 Age of the Respondents 

 Gender Frequency Percent 

Male 64 49.23 

Female 66 50.77 

Total 130 100 

Marital Frequency Percent 

Married 63 48.47 

Unmarried 67 51.53 

Total 130 100.00 

Age Frequency Percent 
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It has been inferred from the above table that majority (43.07 percent) of respondents 

were in the age group of 26-35 years, followed by 33.84 percent of the respondents were 

in the age group of 18-25 years, 20.76 percent of the respondents were in the age group of 

36-45years and only 2.30percent of the respondents were in the age group of more the an 

46 years. So ,an inference could be drawn as majority of respondents were matured 

enough and they behave rationally in the system is more robust against attacks than 

youngest one for biometric security system. 

Table 4 Educational Qualification of the Respondents 

It has been inferred from the above table that majority (36.15 percent) of respondents 

were in others category, followed by 33.84 percent of the respondents were in the post 

graduates, 25.38 percent were in the doctorate and 4.61 percent were in the under 

graduate level. 

Table 4 Designations of the Responds 

Designation Frequency Percent 

Teaching staff 83 63.84 

Non teaching staff 47 36.14 

Total 130 100.0 

The above table indicated that respondents 83 representing a share of 63.84 percent 

were employed in teaching staff and 47 of the respondents (36.16 percent ) were engaged 

in Non- teaching staff it was inferred that majority of the respondents were employed in 

teaching staff category.  

Table 5 Monthly Income of the Respondents 

 The above table revealed that 80 respondents (61.53 percent) were earning income Rs. 

10,000- Rs. 19,999, 24 respondents (18.46 percent) p are earning the  income ranges 

between Rs. 5001 – 9999, 21 respondents (16.15 percent) are earning RS. 20,000 and 

above and 5 respondents (3.84 percent) are earning below Rs. 5,000. So,  it has been 

inferred that majority of the employee are earning income Rs. 10,000- Rs. 19,999           

Table 6 Types of Biometric Security System 

Security system Frequency Percent 

18-25 44 33.84 

26-35 56 43.07 

36-45 27 20.76 

Above 46 3 2.30 

Qualification Frequency Percent 

Under graduate 6 4.61 

Post graduate 44 33.84 

Doctorate 33 25.38 

Others 47 36.15 

Total 130 100.0 

Monthly income Frequency Percent 

<Rs5000 5 3.84 

Rs.5,001-9999 24 18.46 

10,000-19,999 80 61.53 

>=20,000 21 16.15 

Total 130 100.0 
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Fingerprint verification 130 100.00 

Voice recognition 0 0 

Facial analysis Hand written signature 0 0 

Palm vein authentication 
Vascular pattern recognition 

0 
0 
 

Total 130 100.0 

From the above frequency distribution table, it can be seen that out of 130 respondents 

for educational institutes, 100% respondents were responded  to type of BSS – fingerprint 

verification. Hence it can be conclude that fingerprint verification is the only type of 

biometric security system currently used in educational institutes( education Industry) .      

Table 7 Purpose of Biometric Security System 

Purpose Frequency Percent 

Time and attendance/ 

Payroll calculation 
130 100.0 

Identity checking/ verification 0 0 

Check-in and check-out 0  

Others 0 0 

Total 130 100 

From the above frequency distribution table, it can be seen that out of 130 respondents 

for educational institutes, 100% respondents were responded  to type of BSS   - time and 

attendance/ payroll calculation. Hence it can be concluded that time and attended /payroll 

calculation is the only purpose for which Biometric security system used in educational 

institutes (educational industry). 

Table 8 Educational Institution Been Using Biometric Security System 

Option Frequency Percent 

Below 1year 21 16.15 

Between 1-2 46 35.38 

Between 2-3 34 26.15 

Above 3 years 29 33.30 

Total 130 100.00 

From the above frequency distribution table, it can be seen that out of 130 respondents 

for educational institutes, 35.38% respondents were using BSS for 1-2 years, 26.15% 

were for 2-3 years, 22.30 were for above 3 years and remaining 16.15% were for below 1 

year educational institutes. The fin dings provides a strong indication that majority of the 

respondents were found to educational institutions been using biometric security systems ‘ 

between 1-2’ 

Table 9 Satisfaction Regarding Biometric Security System 

The results of Garrett ranking technique showed that there was performances of the 

biometric systems installed in educational institutions are accuracy’. The other factors like 

find verification’. ‘Ease of use’ and user acceptance ‘are also performance of the 

biometric security system level is not equally important, but there are not given much 

Recommended Frequency Pecent 

Highly satisfied 17 13.07 

Satisfied 75 56.92 

Neutral 26 20.00 

Dissatisfied 8 6.15 

Highly dissatisfied 5 3.84 

Total 100 100.00 
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consideration by the performance of the biometrics security systems installed in 

educational institutions. It is suffused that institutions should chooses the biometric 

security systems only in accordance with their extends of effectiveness of genuineness 

 

 

Table 10  

Rank Wise Distribution of the Comparison Between Past Traditional System And Biometric 
Security System 

STATEMENTS MEAN RANK RANK 

Purpose of implementation 4.01 XII 

Biometrics  reduces administration cost 4.12 XI 

User friendly systems 4.33 X 

Faster response to user / Accountability 5.49 V 

Easy enrolment of user / Easy and safe for use 4.52 IX 

Versatility  / Resourcefulness / originality 4.96 VIII 

Highly transparent 5.51 IV 

More identity generation 5.64 III 

Easy report generation 5.75 I 

Seamless integration 5.26 VI 

Time saving 5.02 VII 

High security 5.69 II 

 From the ranks table it can be seen that :easy Report Generation’ has Mean Rank of 

5.75,’ High security’ has mean Rank of 5.69,’ More identity generation; has Mean Rank 

of 5.64,’ Highly transparent’ has Mean Rank of %.51, ‘ Faster Response To User/ 

Accountability ‘ has Mean Rank of 5.49,’ Seamless Integration has Mean  Rank of 5.26,’ 

Time Saving ‘ has Mean Rank of 5.02,’ Versatility / Resource/ Originality’ has Mean 

Rank Of 4.96 ,’ Easy Enrolment of User / Easy Safe for Use’ has Mean Rank Of 4.52,’ 

User Friendly Systems ,’ has Mean Rank of 4.33,’ Biometrics’ reduces Administration 

Cost,’ has Mean Rank of 4.01. Hence it is concluded that the top five parameters where 

level of satisfaction Regarding Biometric security is higher are easy repost generation, 

High security, more of identity generation and highly Transparent. 

      Table 11 Rank Wise Distribution of the Impact Biometric Security System on Improving 
Performance in Educational Institutes 

  

STATEMENT 
MEAN 

RANK 
RANK 

Biometric system  has made  identity checking process more 

faster 
2.83 IV 

Biometric system  has made  identity checking process more 

transparent 
2.71 V 

Biometric system  has made   employees more punctual than 

before 
2.92 III 

Biometric  system  has increased the security level 3.26 I 

Biometric system  has made  security checking automatic 3.23 II 

From the ranks table it can be seen that ‘BSS has increased the security  level  has 

Mean Rank of 3.26,’ BSS has made security checking automatic ‘ has Mean Rank of 

3.23,’ Bss has made employees more up natural than before ‘ has Mean Rank of 2.92,’ 

Bss has identity checking process more  faster’ has Mean Rank of 2.83and ‘ BSS has 

made identity checking process more transparent’ has Mean  Rank of 2.71.  Hence it is 
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concluded that the top three parameters where impact of Biometric Security is higher are 

BSS has increased the security level, BSS has made security checking automatic and BSS 

has made employees more punctual than before. 

8. Suggestions 

[1] Biometric security system effectiveness’s totally dependent on how and where it is 

used. Each type of biometric security system has its own strengths and weakness that 

must be understood and evaluated in relation to the application before 

implementation. Key decision factors used for the selection include evaluating the 

environment, throughput needs, population size and demographics, interpretability 

with existing systems, user consideration, etc… the careful evaluation of the decision 

factors plays a crucial role in the successful implantation of the selected type of 

biometric security system. 

[2] After the selection of type biometric security system second step that educational 

institutions should follow is to give in detail training and instructions about the 

selected biometric system to its employees.  Even during training demonstrate them 

all biometric system types and each ones strengths, weaknesses and application areas 

so that more awareness about all biometric systems among end users would be 

created. 

[3] Before the implementation of biometric security system educational institutions 

should have back up plan every end user or employee has more than one fingers 

scanned so that these can be used if in case one fingers is cut or not being read 

properly 

[4] Once implementation or deployment of biometric security system is over educational 

institutions should appoint a team of personnel to do the maintenance of biometric 

system (hardware/ software) on regular aids and day-to-day management like 

enrollment of new user tanking backup , generating reports and handling queried or 

problems of employees. 

[5] It is strongly suggested that all colleges/educational institutions with 24 hours 

uninterrupted power supply and security for enabling easy access to employees for 

making attendance. 

[6] It is strongly suggested that proper training or awareness programs should be arranged 

for new employees or end user storage more awareness about biometric systems 

among them. 

[7] Employees have a right of access and correction with resects to their biometric 

information. Biometric information collected by intelligibly communicates to any 

correction. 

9. Conclusion 

Fingerprint biometrics provides a very robust and mature choice for a biometric 

technology. As such, there are many solutions on the market. The choice within the 

marketplace allows a company to pick the solution that is most right. With this maturity 

also comes familiarity. This familiarity has allowed attackers to study and try different 

types of attacks on fingerprint readers. A company therefore needs to evaluate its risk 

structure and fund the tradeoff between user conveniences and security. The security part 

of the tradeoff involves analyzing the level of effort needed to compromise the system 

and the possible loss of data or time. 

While biometric security systems can offer a high degree of security, they are far from 

perfect solutions. Sound principals of system engineering are still required to ensure a 

high level of security rather than an assurance of security coming simply from the 

inclusion of biometrics in some from. The risk of compromise of distributed database of 

biometrics used in security applications are high, particularly where the privacy of 
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individuals and, hence, non-repudiations and irrevocability are concerned. It is possible to 

removes the need for such distributed databases through the careful applications of 

biometric infrastructure without compromising security. The influences of biometric 

technology on society and the potential risks to privacy and threats to identity will require 

mediation through legislation. For much of the short history of biometrics, the 

technological development has been in advance of the ethical or legal ones. Careful 

consideration of the importance of biometric data and how they should be legally 

protected is now required on a wider scale. 
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