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ABSTRACT: 

Nowadays internet and network technology have been spread rapidly, cyber-attack increasing 

accordingly. Most of the existing intrusion detection and prevention systems rely heavily on 

human analysts to analyze system logs or network traffic to differentiate between intrusive 

and non-intrusive network traffic. With the increase in data of network traffic, involvement of 

human in the detection and prevention system is a non-trivial problem. IDPS’s ability to 

perform based on human expertise brings limitations to the system’s capability to perform 

autonomously over exponentially increasing data in the network. However, human expertise 

and their ability to analyze the system can be efficiently modelled using soft-computing 

techniques. Intrusion detection techniques based on machine learning and soft computing 

techniques enable autonomous packet detections. They have the potential to analyze the data 

packets, autonomously. In our research work, a network based Intrusion Detection and 

Prevention System (IDPS) which can detect many attack types that can prevent network 

systems from network attack. Our system is simple that can be used with several machine 

learning algorithms (Decision Tree C.4.5, Random Forest, Ripple Rule, Bayesian Network 

and Back Propagation Neural network). We test the IDPS using machine learning algorithm 

in online network environment. The result of the test shows that our IDPS can distinguish 

normal attack activities from main attack types.  

Keywords: Intrusion Detection and Prevention System (IDPS), Machine Learning 

Algorithms. 

I. INTRODUCTION 

Communication networks and information systems have become an essential factor in 

economic, social development and almost in every facet of our daily lives. But rapid 

development of internet services and communication networks, information systems are 

vulnerable to one or more types of cyber attacks. The security of communication networks 

and information systems and their availability in particular, is therefore an increasing concern 

for cyber security officers, network administrators and end-users. In general, cyber security 

threats are increasing rapidly, the incidents range from defaced websites to theft of large 

International Journal of Scientific Research and Review

Volume 7, Issue 10, 2018

ISSN NO: 2279-543X

Page No: 133

mailto:preethiraj2895@gmail.com
mailto:get2leela@rediff.com


volumes of intellectual property and money, to even Internet crimes, hence Intrusion 

Detection Prevention System IDPS plays an important role for detect of security violation. A 

robust IDSs system lays a foundation to build an efficient Intrusion Detection and Prevention 

System IDPS. 

An intrusion attempt or a threat is a deliberate and unauthorized attempt to (i) access 

information, (ii) manipulate information, or (iii) render a system unreliable or unusable. For 

example, (a) Denial of Service (DoS) is an attempt to make a machine or network resource 

unavailable to its intended users, which are needed to function correctly during processing; 

(b) Worms and viruses exploit other hosts through the network; and (c) Compromises obtains 

privileged access to a host by taking advantages of known vulnerabilities [1]. Every attack 

leaves its signature. A signature in the world of cyber-crime can be defined as signature is a 

set of rules that an IDS and an IPS use to detect typical intrusive activity, such as DoS 

attacks. Some of the methods that can be used to identify signature are: 

 Connection attempt from a reserved IP address. This is easily identified by 

checking the source address field in an IP header.   

 Packet with an illegal TCP flag combination. This can be found by comparing 

the flags set in a TCP header against known good or bad flag combinations.   

 Email containing a particular virus. The IDS can compare the subject of each 

email to the subject associated with the virus-laden email, or it can look for an 

attachment with a particular name.   

 DNS buffer overflow attempt contained in the payload of a query. By parsing 

the DNS fields and checking the length of each of them, the IDS can identify 

an attempt to perform a buffer overflow using a DNS field. A different method 

would be to look for exploit shell code sequences in the payload.   

 Denial of service attack on a POP3 server caused by issuing the same 

command thousands of times. One signature for this attack would be to keep 

track of how many times the command is issued and to alert when that number 

exceeds a certain threshold. 

 File access attack on an FTP server by issuing file and directory commands to 

it without first logging in. A state-tracking signature could be developed which 

would monitor FTP traffic for a successful login and would alert if certain 

commands were issued before the user had authenticated properly. 

A network-based Intrusion Detection and Prevention System (IDPS), which can 

detect network attacks and Internet Worms. Many algorithms have been proposed in the past 

to try to catch and stop the spread of Internet worms. Most research papers discuss efforts 

that are related to their research work. This article contains a survey and analysis of Internet 

worm, Intrusion Detection and Prevention System. Our research categorizes these systems 

based on the parameters used in each scheme. The Intrusion Detection and Prevention system 

(IDPS) consist of processing part, classification part and protection part. In the beginning 

system detect the packet from Ethernet and transfer packet data to pre-processing part for 

capturing important features to form a data record within a certain period of time. Then the 
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pre-processing data is sent to the next part which is classification part to determine type of 

attack after identifying the attack the result is sent to protection part. The protection part 

blocks network data packets by using IP table if network attacks are detected. 

The organization of this work is given as like follows: In this section, short 

introduction about the focus of this research is discussed. In section 2 discusses about various 

research methodologies. In section 3 performance evaluation that was conducted to know the 

better research methodology that can overcome the security issues considerably. In section 4, 

the findings of this overall research work is concluded shortly. 

II. A NETWORK-BASED INTRUSION DETECTION AND PREVENTION SYSTEM 

(IDPS) 

The Intrusion Detection and Prevention system (IDPS) consist of processing part, 

classification part and protection part. In the beginning system detect the packet from 

Ethernet and transfer packet data to pre-processing part for capturing important features to 

form a data record within a certain period of time. Then the pre-processing data is sent to the 

next part which is classification part to determine type of attack after identifying the attack 

the result is sent to protection part. The protection part blocks network data packets by using 

IP table if network attacks are detected. 

1. Pre-processing part: 

 The pre-processing part use the Jcap library of java language to get the packet 

information between source destination IP pair which includes IP header, TCP header, 

UDP header and ICMP header from the Ethernet interface card. 

2. Classification part : 

In classification part, it takes each pre-processed data in order to classify 

whether it is normal data or attacked data. The classification is done by machine 

learning algorithm written in Java. The result of the classification will be saved into 

log file and also sent to the protection part. 

3. Protection part: 

 If the network attacks are detected the network data packets will be blocked 

by using IPtable. The result from previous classification part used for making decision 

on which operation to be used. If the classification result is normal system does 

nothing. 

Denning (1986) Present a model of a real-time intrusion-detection expert system capable 

of detecting break-ins, penetrations, and other forms of computer abuse is described. The 

model is based on the hypothesis that security violations can be detected by monitoring a 

system's audit records for abnormal patterns of system usage. The model includes profiles for 

representing the behavior of subjects with respect to objects in terms of metrics and statistical 

models, and rules for acquiring knowledge about this behavior from audit records and for 

detecting anomalous behavior. The model is independent of any particular system, 

application environment, system vulnerability, or type of intrusion, thereby providing a 

framework for a general-purpose intrusion-detection expert system. 
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Eugene Schultz (2000) Proposed a intrusion detection by Rebecca Bace is an intriguing 

book that focuses on intrusion detection, yet covers a lot more than pure intrusion detection-

related issues. In a nutshell, this book covers what intrusion detection is, its history, why it is 

important, types of intrusion detection systems (IDSs) that have been developed over the 

years, ways to do it, how to make it work in the real world, and legal issues associated with it.  

Tim Crothers (2002) Proposed a Implementing Intrusion Detection Systems: A Hands-

On Guide for Securing the Network download and read implementing intrusion detection 

systems a hands on guide for securing the network manual genie z60 amazon implementing 

intrusion detection systems a hands on guide for securing the network tim crothers 

Implementing Intrusion Detection Systems: A Hands-On Guide for Securing the Network. 

Endorf  et al., (2003) Consider a intrusion detection and prevention guide to intrusion 

detection and prevention systems idps draft recommendations of the national institute of 

standards and technology karen scarfone zyxel idp service helps enterprises achieve timely 

security against known and zero day attacks while fully safeguarding a network environment 

by providing anomaly Intrusion Detection and Prevention. Intrusion detection and prevention 

systems host firewall intrusion prevention application control file integrity monitoring and 

encryption management epub attend managed intrusion detection systems ids and intrusion 

prevention systems ips offer near real time surveillance of the data flowing through your 

network pdf learn about important areas of ids and ips security and gain knowledge on 

intrusion detection and prevention systems including how they work troubleshooting guide to 

intrusion detection and prevention systems idps draft recommendations of the national 

institute of standards and technology karen scarfone. 

Bill McCarty (2003) Presented a Red Hat Linux expert and IT professor Bill McCarty 

begins by giving you a solid foundation in security technology and philosophy. You'll 

examine the importance of perimeter security and the central role packet-filtering firewalls 

play, understand the network traffic patterns associated with common Internet services, and 

explore ways to develop firewall policies that permit, prohibit, or restrict use. With this 

groundwork in place, you then discover how to cost-justify, design, implement, test, and 

operate packet-filtering firewalls constructed with Red Hat Linux. You'll also gain valuable 

information about related topics, such as implementing bastion hosts and detecting network 

intrusion. 

Sklavos & Koufopavlou (2003) Consider a summarizes key issues that should be solved 

for achieving the desirable performance in security implementations and focuses alternative 

integrations approaches for wireless communications security. It gives an overview of the 

current security layer of wireless protocols and presents the performance characteristics of 

implementations in both software and hardware. They also propose some efficient methods to 

implement security schemes in wireless protocols with high performance. The purpose of this 

paper is to provide the state-of-the-art and research trends on implementations of wireless 

protocols security for current and future wireless communications. 
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Puttini et al., (2003) Presented a new design of an anomaly IDS. Design and 

development of the IDS are considered in our 3 main stages: normal behavior construction, 

anomaly detection and model update. A parametrical mixture model is used for behavior 

modeling from reference data. The associated Bayesian classification leads to the detection 

algorithm. A continuous model parameter re-estimation is discussed as a possible heuristic 

for model update. Real-time requirements are presented. Detection and update algorithms for 

the special case of Gaussian parametrical model are designed and evaluated with respect to 

their real-time features in a PC-like platform without any special hardware requirements. 

Experiments validating the model are presented as well. 

Kreibich et al., (2003) Presented and describes a system for automated generation of 

attack signatures for network intrusion detection systems. The system applies pattern-

matching techniques and protocol conformance checks on multiple levels in the protocol 

hierarchy to network traffic captured a honey pot system. The present results of running the 

system on an unprotected cable modem connection for 24 hours. The system successfully 

created precise traffic signatures that otherwise would have required the skills and time of a 

security officer to inspect the traffic manually. 

Wang et al., (2003) Consider a new features of the PAYL anomalous payload detection 

sensor are demonstrated to accurately detect and generate signatures for zero-day worms. 

Experimental evidence demonstrates that site-specific packet content models are capable of 

detecting new worms with high accuracy in a collaborative security system. A new approach 

is proposed that correlates ingress/egress payload alerts to identify the worm’s initial 

propagation. The method also enables automatic signature generation that can be deployed 

immediately to network firewalls and content filters to proactively protect other hosts. It also 

propose a collaborative privacy-preserving security strategy whereby different hosts can 

exchange PAYL signatures to increase accuracy and mitigate against false positives. The 

important principle demonstrated is that correlating multiple alerts identifies true positives 

from the set of anomaly alerts and reduces incorrect decisions producing accurate mitigation. 

Hoogstraten (2003) Consider according to the Symantec Corporation, ―Blaster is an 

example of an increasingly dangerous type of computer virus known as a ―blended threat.‖ 

Blended threats combine the characteristics of viruses, worms, trojan horses, and other 

malicious code, taking advantage of vulnerabilities in operating systems and applications to 

initiate, transmit, and spread an attack. By combining multiple vectors and techniques, 

blended threats can spread rapidly and cause widespread damage. Effective protection from 

blended threats therefore requires a comprehensive security solution that contains multiple 

layers of defense and response mechanisms‖ W32/Blaster has become one of the fastest 

spreading viruses or worms to date, largely because of its blended threat design. I analyze the 

W32/Blaster worm and the underlying Microsoft MS03-026 RPC Buffer Overflow that is 

exploited to accomplish the goals of infection and propagation. While largely unaffected by 

recent virus and worm outbreaks, the company I work for was hit relatively hard by 

W32/Blaster. How a prepared for, detected and dealt with the W32/Blaster worm is 

documented, along with the lessons we learned and the changes that were made to our IT 

environment, policies and procedures as a result of the experience gained from this incident. 
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Kim & Karp (2004) Introduce a today's Internet intrusion detection systems (IDSes) 

monitor edge networks' DMZs to identify and/or filter malicious flows. Describe a 

Autograph, a system that automatically generates signatures for novel Internet worms that 

propagate using TCP transport. Autograph generates signatures by analyzing the prevalence 

of portions of flow payloads, and thus uses no knowledge of protocol semantics above the 

TCP level. It is designed to produce signatures that exhibit high sensitivity (high true 

positives) and high specificity (low false positives); our evaluation of the system on real 

DMZ traces validates that it achieves these goals. The extend Autograph to share port scan 

reports among distributed monitor instances, and using trace-driven simulation, demonstrate 

the value of this technique in speeding the generation of signatures for novel worms. Our 

results elucidate the fundamental trade-off between early generation of signatures for novel 

worms and the specificity of these generated signatures. 

Ferrie &Perriot (2004) Presented a LSASS vulnerability of Microsoft security bulletin 

MS04-011 affects Windows 2000 and XP, the two most widespread Microsoft operating 

systems today. It is a stack overflow, hence easily and reliably exploitable – and eEye was 

kind enough to provide the world with thorough documentation of the possible exploitation 

vectors. Following in the path of previous high-profile vulnerabilities, the LSASS bug was 

quickly targeted by proof-of-concept exploits, themselves reused in worms including 

W32/Sasser. A. Despite the publicity that surrounded Sasser due to its immediate success 

following its appearance (30 April 2004), this was not the first worm to make use of the 

vulnerability: some LSASS-exploiting Gaobot variants had surfaced about a week earlier. 

However, it was the automated infection of new systems that was the decisive factor in 

making Sasser more widespread. 

Levy & Arce (2004) consider a Pacific Standard Time (PST) an Internet worm began to 

spread, targeting a buffer overflow vulnerability in several Internet Security Systems (ISS) 

products, including its Real Secure Network, Real Secure Server Sensor, Real Secure 

Desktop, and Black ICE. The worm took advantage of a security flaw in these firewall 

applications that eEye Digital Security discovered earlier in March. Once the Witty worm - 

so called because its payload contained the phrase, "(^,^)insert witty message here (^,^)" - 

infects a computer, it deletes a randomly chosen section of the hard drive, which, over time, 

renders the machine unusable. I share a global view of the worm's spread, with particular 

attention to its features. 

Wang & Stolfo (2004) Present a payload-based anomaly detector, a call PAYL, for 

intrusion detection. PAYL models the normal application payload of network traffic in a fully 

automatic, unsupervised and very efficient fashion. The first compute during a training phase 

a profile byte frequency distribution and their standard deviation of the application payload 

flowing to a single host and port. Then use Mahalanobis distance during the detection phase 

to calculate the similarity of new data against the pre-computed profile. The detector 

compares this measure against a threshold and generates an alert when the distance of the 

new input exceeds this threshold. We demonstrate the surprising effectiveness of the method 

on the 1999 DARPA IDS dataset and a live dataset we collected on the Columbia CS 
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department network. In one case nearly 100% accuracy is achieved with 0.1% false positive 

rate for port 80 traffic. 

Amini, et al., (2005) Presented a growing rate of network attacks, intelligent methods for 

detecting new attacks have attracted increasing interest. The RT-UNNID system, capable of 

intelligent real-time intrusion detection using unsupervised neural networks. Unsupervised 

neural nets can improve their analysis of new data over time without retraining. In previous 

work, a evaluated Adaptive Resonance Theory (ART) and Self-Organizing Map (SOM) 

neural networks using offline data. In this paper, a present a real-time solution using 

unsupervised neural nets to detect known and new attacks in network traffic. The evaluated 

our approach using 27 types of attack, and observed 97% precision using ART nets, and 95% 

precision using SOM nets. 

Bard (2005) Introduce a code red worm and initial variants started off as a relatively 

harmless worm that just propagated a worm that performed a flood search on the 

198.137.240.91 address. Code Red II and it’s variants became more malicious by inserting 

backdoors using the relative shell path vulnerability to replace the explorer.exe program 

which causes compromised systems to require reformats instead of just cleaning the files that 

were originally affected to ensure that systems are clean. Code Red II variant d goes one step 

further by using %u encoding to bypass IDSs so that it can continue to attack after some of 

the initial updates to perimeter Network Intrusion Detection Systems (NIDS) and other IDS 

systems. Code Red II d is discussed in detail here as it is a worm that exploits three well-

known Microsoft vulnerabilities instead of just one and is more malicious and destructive 

than Code Red I. This variant, as well as with earlier ones, they have all used vulnerabilities 

that had just recently been published on well known security focus web sites. This trend is a 

positive trend in that it appears that the ―good guys‖ are starting to get enough of a network 

that they are starting to catch deficiencies in software and networking components either 

prior to or at the same time as the ―bad guys‖ instead of having to analyze and respond to 

attacks. 

Crandall et al., (2005) Present a honeypot technique based on an emulated environment 

of the Minos architecture and describe our experiences and observations capturing and 

analyzing attacks. The main advantage of a Minos-enabled honeypot is that exploits based on 

corrupting control data can be stopped at the critical point where control flow is hijacked 

from the legitimate program, facilitating a detailed analysis of the exploit. Although Minos 

hardware has not yet been implemented, we are able to deploy Minos systems with the Bochs 

full system Pentium emulator. The discuss complexities of the exploits Minos has caught that 

are not accounted for in the simple model of ―buffer overflow exploits‖ prevalent in the 

literature. The proposed Epsilon-Gamma-Pi model to describe control data attacks in a way 

that is useful towards understanding polymorphic techniques. This model can not only aim at 

the centers of the concepts of exploit vector (²), bogus control data (γ), and payload (π) but 

also give them shape. This paper will quantify the polymorphism available to an attacker for 

γ and π, while so characterizing ² is left for future work. 
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Newsome et al., (2005) consider a widely believed that content-signature-based intrusion 

detection systems (IDSes) are easily evaded by polymorphic worms, which vary their 

payload on every infection attempt. Polygraph, a signature generation system that 

successfully produces signatures that match polymorphic worms. Polygraph generates 

signatures that consist of multiple disjoint content substrings. In doing so, Polygraph 

leverages our insight that for a real-world exploit to function properly, multiple invariant 

substrings must often be present in all variants of a payload; these substrings typically 

correspond to protocol framing, return addresses, and in some cases, poorly obfuscated code. 

The contribute a definition of the polymorphic signature generation problem; propose classes 

of signature suited for matching polymorphic worm payloads; and present algorithms for 

automatic generation of signatures in these classes. The evaluation of these algorithms on a 

range of polymorphic worms demonstrates that Polygraph produces signatures for 

polymorphic worms that exhibit low false negatives and false positives. 

Richard Bejtlich (2005) Proposed a extrusion detection Security Monitoring for Internal 

Intrusions extrusion detection security monitoring for internal intrusions pdf download free 

download as pdf file pdf text file txt or read online for free read a review of the security book 

quot; extrusion detection security monitoring for internal intrusions quot.  

PeymanKabiri & Ghorbani (2005) Provides a review on current trends in intrusion 

detection together with a study on technologies implemented by some researchers in this 

research area. Honey pots are effective detection tools to sense attacks such as port or email 

scanning activities in the network. Some features and applications of honey pots are 

explained in this paper. 

Vera Marinova-Boncheva (2007) Introduce a cost of information processing and 

Internet accessibility falls, organizations are becoming increasingly vulnerable to potential 

cyber threats such as network intrusions. So, there exists a need to provide secure and safe 

transactions through the use of firewalls, Intrusion Detection Systems (IDSs), encryption, 

authentication, and other hardware and software solutions. Many IDS variants exist which 

allow security managers and engineers to identify attack network packets primarily through 

the use of signature detection; i.e., the IDS ―recognizes‖ attack packets due to their well-

known ―fingerprints‖ or signatures as those packets cross the network’s gateway threshold. 

On the other hand, anomaly based ID systems determine what is normal traffic within a 

network and reports abnormal traffic behavior. IDS are made so they can reliably detect 

Probe, DoS, U2R, R2L and data attacks against Solaris, Sun OS, Linux and Windows NT 

operating systems with low false alarm rates. However, for most systems, complete attack 

prevention is not realistically attainable due to system complexity, configuration and 

administration errors, and abuse by authorized users. For this reason, attack detection has 

been an important aspect of recent computer security efforts [2, 5]. 

Song et al., (2007) Proposed a Polymorphic malcode remains a troubling threat. The 

ability for malcode to automatically transform into semantically equivalent variants frustrates 

attempts to rapidly construct a single, simple, easily verifiable representation. The present a 

quantitative analysis of the strengths and limitations of shell code polymorphism and consider 
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its impact on current intrusion detection practice. The focus on the nature of shell code 

decoding routines. The empirical evidence we gather helps show that modeling the class of 

self–modifying code is likely intractable by known methods, including both statistical 

constructs and string signatures. In addition, we develop and present measures that provide 

insight into the capabilities, strengths, and weaknesses of polymorphic engines. In order to 

explore countermeasures to future polymorphic threats, a show how to improve polymorphic 

techniques and create a proof of-concept engine expressing these improvements. The results 

indicate that the class of polymorphic behavior is too greatly spread and varied to model 

effectively. Our analysis also supplies a novel way to understand the limitations of current 

signature–based techniques. The conclude that modeling normal content is ultimately a more 

promising defense mechanism than modeling malicious or abnormal content. 

Li & Su (2008) Presented a Self-duplicating, self-propagating malicious codes known as 

computer worms spread themselves without any human interaction and launch the most 

destructive attacks against computer networks. At the same time, being fully automated 

makes their behavior repetitious and predictable. This article presents a survey and 

comparison of Internet worm detection and containment schemes. The first identify worm 

characteristics through their behavior, and then classify worm detection algorithms based on 

the parameters used in the algorithms. Furthermore, an analyze and compare different 

detection algorithms with reference to the worm characteristics by identifying the type of 

worms that can and cannot be detected by these schemes. After detecting the existence of 

worms, the next step is to contain them. This article explores the current methods used to 

slow down or stop the spread of worms. The locations to implement detection and 

containment, as well as the scope of each of these systems/methods, are also explored in 

depth. Finally, this article points out the remaining challenges of worm detection and future 

research directions. 

Sarnsuwan et al., (2010) Provides a new approach to detect internet worm. They 

consider behaviors of internet worm that is different from the normal pattern of internet 

activities. They consider all network packets before they reach to the end-user by extracting a 

certain number of features of internet worm from these packets. The network features mainly 

consist of characteristics of IP address, port, protocol and some flags of packet header. These 

features are used to detect and classify behavior of internet worm by using 3 different data 

mining algorithms which are Bayesian Network, Decision Tree and Random Forest. In 

addition, our approach not only can classify internet worm apart from the normal data, but 

also can classify network attacks that have similar behaviors to the internet worm behaviors. 

Our approach provides good results with detection rate over 99.6 percent and false alarm rate 

is close to zero with Random forest algorithm. In addition, our model can classify behaviors 

of DoS and Port Scan attacks with detection rate higher than 98 percent and false alarm rate 

equal to zero. 

Karthikeyan & Indra (2010) Consider a various types and techniques of Intrusion 

Detection and the IDS tools that are employed to detect these attacks. It also present a 

description of types of security attacks possible in the OSI protocol stack, detection 
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techniques, features of various Intrusion Detection tools and what type of attacks can be dealt 

with using these tools and various feasible operating system platforms. 

Anita & Robert (2010) Presents a reviews the history of research in intrusion detection 

as performed in software in the context of operating systems for a single computer, a 

distributed system, or a network of computers. There are two basic approaches: anomaly 

detection and misuse detection. Both have been practiced since the 1980s. Both have 

naturally scaled to use in distributed systems and networks. 

Asmaa et al., (2011) Introduce a intruders computers, who are spread across the Internet 

have become a major threat in our world, The researchers proposed a number of techniques 

such as (firewall, encryption) to prevent such penetration and protect the infrastructure of 

computers, but with this, the intruders managed to penetrate the computers. IDS has taken 

much of the attention of researchers, IDS monitors the resources computer and sends reports 

on the activities of any anomaly or strange patterns The aim of this paper is to explain the 

stages of the evolution of the idea of IDS and its importance to researchers and research 

centres, security, military and to examine the importance of intrusion detection systems and 

categories, classifications, and where can put IDS to reduce the risk to the network. 

Yong et al., (2011) Proposed a new network-based signature generation (NSG) system-

PolyTree, to defend against polymorphic worms. We observe that signatures from worms and 

their variants are relevant and a tree structure can properly reflect their familial resemblance. 

Hence, in contrast to an isolated view of generated signatures in previous approaches, 

PolyTree organizes signatures extracted from worm samples into a tree structure, called 

signature tree, based on the formally defined "more specific‖ relation of simplified regular 

expression signatures. PolyTree is composed of two components, signature tree generator and 

signature selector. The signature tree generator implements an incremental signature tree 

generation algorithm from worm sample clustering, up-to-date signature refinement to 

efficient tree construction. The incremental signature tree construction gives insight on how 

the worm variants evolve over time and allows signature refinement upon a new worm 

sample arrival. The signature selector chooses a set of signatures for worm detection from a 

benign traffic pool and the current signature tree constructed by the signature tree generator. 

Experiments show that PolyTree cannot only generate accurate signatures for polymorphic 

worms with noise, but these signatures are well organized in the signature tree to reflect the 

inherent relations of worms and their variants. 

Sangkatsanee et al., (2011) Proposed a real-time intrusion detection approach using a 

supervised machine learning technique. This approach is simple and efficient, and can be 

used with many machine learning techniques. We applied different well-known machine 

learning techniques to evaluate the performance of our IDS approach. Our experimental 

results show that the Decision Tree technique can outperform the other techniques. Therefore, 

a further developed a real-time intrusion detection system (RT-IDS) using the Decision Tree 

technique to classify on-line network data as normal or attack data. It also identified 12 

essential features of network data which are relevant to detecting network attacks using the 

information gain as our feature selection criterions. The RT-IDS can distinguish normal 
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network activities from main attack types (Probe and Denial of Service (DoS)) with a 

detection rate higher than 98% within 2s. They also developed a new post-processing 

procedure to reduce the false-alarm rate as well as increase the reliability and detection 

accuracy of the intrusion detection system. 

Shankar et al., (2012) Presents a last few years, i have seen the fast development of 

wireless communication technologies and a mobile ad hoc network play a major role for 

wireless communication. A MANET is a self-determining collection of mobile nodes that 

communicate over comparatively bandwidth constrained wireless mediums. Since the nodes 

are mobile, the network topology may change rapidly and impulsively over time. Many 

critical applications are using the mobile ad hoc network; therefore, security issue has 

become one of the major concerns in MANETs. Due to some unique features and 

characteristics of MANETs, prevention methods alone are not sufficient to make them 

secure; therefore, detection should be added as another defense before an attacker can break 

the system. Intrusion detection is an important technology in business sector as well as an 

active area of research. It is an important tool for information security. An Intrusion 

Detection System is used to supervise networks for attacks or intrusions and report these 

intrusions to the administrator in order to take direct action. In this paper we have surveyed 

different types of intrusion detection techniques in MANETs and analyzed their 

effectiveness. 

Parag et al., (2012) Providing a security in a distributed system requires more than user 

authentication with passwords or digital certificates and confidentiality in data transmission. 

Distributed model of cloud makes it vulnerable and prone to sophisticated distributed 

intrusion attacks like Distributed Denial of Service (DDOS) and Cross Site Scripting (XSS). 

To handle large scale network access traffic and administrative control of data and 

application in cloud, a new multi-threaded distributed cloud IDS model has been proposed. 

The proposed cloud IDS handles large flow of data packets, analyze them and generate 

reports efficiently by integrating knowledge and behavior analysis to detect intrusions. 

Wattanapongsakorn et al., (2013) Presents a network-based Intrusion Detection and 

Prevention System (IDPS), which can detect network attacks and Internet Worms. The 

proposed system can immediately classify network attack types (i.e. DoS, Probe) and Internet 

worm from normal network traffic by using traffic classification technique and selected well-

known machine learning algorithms (i.e. Decision TreeC4.5, Random Forest, Ripple Rule, 

Bayesian Network, Back Propagation Neural Network) in both standalone mode and 

distributed mode. The proposed IDPS also allows system administrator to update existing 

rule sets or learn new trained data sets with a user-friendly graphic user interface. In our 

experiments, we can correctly detect and prevent network attacks with high accuracy, more 

than 99%. 

Iptables (http://www.netfilter.org/) Introduce a iptables is the user space command line 

program used to configure the Linux 2.4.x and later packet filtering rule set. It is targeted 

towards system administrators. Since Network Address Translation is also configured from 

International Journal of Scientific Research and Review

Volume 7, Issue 10, 2018

ISSN NO: 2279-543X

Page No: 143

http://www.netfilter.org/


the packet filter ruleset, iptables is used for this, too. The iptables package also 

includes ip6tables. ip6tables is used for configuring the IPv6 packet filter. 

Dependencies 

Iptables requires a kernel that features the ip_tables packet filter. This includes all 2.4.x and 

later kernel releases. 

Main Features 

 Listing the contents of the packet filter ruleset. 

 Adding/removing/modifying rules in the packet filter ruleset. 

 Listing/zeroing per-rule counters of the packet filter ruleset. 

Weka library (http://www.cs.waikat o.ac.nz/ml/weka/) Presented a weka is a collection 

of machine learning algorithms for data mining tasks. The algorithms can either be applied 

directly to a dataset or called from your own Java code. Weka contains tools for data pre-

processing, classification, regression, clustering, association rules, and visualization. It is also 

well-suited for developing new machine learning schemes. Found only on the islands of New 

Zealand, the Weka is a flightless bird with an inquisitive nature. The name is pronounced 

like this, and the bird sounds like this. Weka is open source software issued under the GNU 

General Public License. The have put together several free online courses that teach machine 

learning and data mining using Weka. Check out the website for the courses for details on 

when and how to enrol. The videos for the courses are available on Youtube. 

Cisco Intrusion Prevention System (http://www.cisco.com) Introduce a While it is 

common practice to defend against attacks by inspecting traffic at data centers and corporate 

headquarters, blocking malicious traffic at the branch office is also critical. Deploying router-

based threat control at the branch, small business, or home office enables those locations to 

drop offending traffic as needed, stopping attacks at their point of entry. Cisco IOS Intrusion 

Prevention System (IPS) is an inline, deep-packet inspection feature that effectively mitigates 

a wide range of network attacks. A component of the Cisco IOS Integrated Threat Control 

framework and complemented by Cisco IOS Flexible Packet Matching feature, Cisco IOS 

IPS provides your network with the intelligence to accurately identify, classify, and stop or 

block malicious traffic in real time. 

In (RFC 2529) Consider a memo specifies the frame format for transmission of IPv6 

(IPV6) packets and the method of forming IPv6 link-local addresses over IPv4 domains. It 

also specifies the content of the Source/Target Link-layer Address option used in the Router 

Solicitation, Router Advertisement, Neighbor Solicitation, and Neighbor Advertisement and 

Redirect messages, when those messages are transmitted on an IPv4 multicast network. 

[STANDARDS-TRACK]. 

 In (RFC2460) Presented a document specifies version 6 of the Internet Protocol (IPv6), 

also sometimes referred to as IP Next Generation or IPng. IP version 6 (IPv6) is a new 

version of the Internet Protocol, designed as the successor to IP version 4 (IPv4) [RFC-791].  
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TABLE I COMPARISON OF THE REVIEWED SCHEMES 

S.No. Machine Learning 

Techniques 

Advantages Disadvantages 

1. Neural Networks Ability to generalize from 

limited, noisy and 

incomplete data.  

Does not need expert 

knowledge and it can find 

unknown or novel 

intrusions. 

Slow training process so 

not suitable for real time 

detection.  

Over-fitting may happen 

during neural network 

training. 

2. Bayesian Network Encodes probabilistic 

relationships among the 

variables of interest.  

Ability to incorporate both 

Prior knowledge and data. 

Harder to handle 

continuous features. May 

not contain any good 

classifiers if prior 

knowledge is wrong. 

3. Decision Tree Decision Tree works well 

with huge data sets. High 

detection accuracy. 

Building a decision tree is 

computationally intensive 

task. 

4. Random Forest Accurate classifier, runs 

efficiently in large 

database.  

Complexity, much harder 

and time-consuming to 

construct than decision 

trees 

5. Ripple Rule reduce the false positive 

rates and increase classifi- 

cation accuracy 

Detect the weakness of 

IDPS 

6. Back-Prop NN Best accuracy and 

versatility 

Time consuming and 

complex 

 

III. EXPERIMENTAL ANALYSIS  

 

In our experiments, we created training dataset and testing dataset for network attacks and 

Internet worm data. We used training dataset to train the machine learning algorithms which 

are Decision Tree C.4.5, Random Forest, Ripple Rule, Bayesian Network and Back 

Propagation Neural network and then tested these algorithms with different testing datasets. 

We classify Internet traffic data into four classes which are normal, Probe, DoS and worm. In 

order to evaluate the performance of our IDPS, the following metrics are used.  

 The Total Detection Rate (TDR) is the percentage that the IDPS can correctly 

detect DoS attacks, Probe attacks, and normal network data. 

 The Normal Detection Rate (NDR) is the percentage that the IDPS can correctly 

detect the normal class. 

 The DoS Detection Rate (DDR) is the percentage that the IDPS can correctly 

detect the DoS attacks. 

 The Probe Detection Rate (PDR) is the percentage that the IDPS can correctly 

detect the Probe attacks. 
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 The Worm Detection Rate (WDR) is the percentage that the IDPS can correctly 

detect the Internet worm. 

In our experiments, there was no significant difference between standalone and 

distributed mode. The experimental results with distributed operations are shown in Table II. 

 

TABLE II EXPERIMENTAL RESULTS WITH DETECTION ALGORITHMS 

 
 

IDPS Algorithms TDR (%) NDR (%) DDR (%) PDR (%) WDR (%) 

C4.5 Decision Tree 99.99 99.99 99.98 100.0 100.0 

Random Forest 99.99 100.0 99.98 100.0 100.0 

Ripple Rule 99.98 99.99 99.97 100.0 100.0 

Bayesian Network 99.85 99.74 99.93 99.90 99.89 

Back-Prop NN 100.0 100.0 100.0 100.0 100.0 
 

 

 

 

 Fig.1 Analysis of Intrusion Detection and Prevention System Algorithms 

 

The network utilization on a victim computer is dropped down to 0% after using the 

IDPS. Therefore, our IDPS can effectively protect network services against the attacks and to 

be analysed with various machine learning algorithms show in above Fig.1. 

 

IV. CONCLUSION 

 

Machine learning for Intrusion Detection and Prevention System (IDPS) has received much 

attention in the computational intelligence community. In intrusion detection Prevention 

System, huge volumes of audit data must be analyzed in order to construct new detection 

rules for increasing number of novel attacks in high speed network. Intrusion detection 

Prevention System should consider the complex properties of attack behaviours to improve 
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the detection speed and detection accuracy. Analyze the large volume of network dataset and 

improve the performance of detection accuracy, intrusion detection and prevention become 

an important research field for machine learning. Advantage of machine learning-based 

detection and Prevention systems detect or categorize persistent features without any 

feedback from the environment. Disadvantages of learning-based detection systems are if a 

credible amount of normal traffic data is not available, the training of the techniques becomes 

very difficult. Each of the approaches to implement an intrusion detection Prevention system 

has its own advantages and disadvantages.  
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