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Abstract—A design methodology for incorporating 

Residue Number System (RNS) and Polynomial 

Residue Number System (PRNS) in Montgomery 

modular multiplication in GF(p) or GF(2n) 

respectively, as well as a VLSI architecture of a dual-

field residue arithmetic Montgomery multiplier are 

presented in this paper. An analysis of input/output 

conversions to/from residue representation, along with 

the proposed residue Montgomery multiplication 

algorithm, reveals common multiply-accumulate data 

paths both between the converters and between the 

two residue representations. A versatile architecture is 

derived that supports all operations of Montgomery 

multiplication in and, input/output conversions, Mixed 

Radix Conversion (MRC) for integers and 

polynomials, dual-field modular exponentiation and 

inversion in the same hardware. Detailed comparisons 

with stateof-the-art implementations prove the 

potential of residue arithmetic exploitation in dual-

field modular multiplication.   

I. INTRODUCTION  

A significant number of applications including 

cryptography, error correction coding, computer 

algebra, DSP, etc., rely on the efficient realization of 

arithmetic over finite fields of the form GF(2�), where 

n €  Z and n ≥ 1,or the form GF(p), where p a prime.  

Cryptographic applications form a special case, since, 

for security reasons, they require large integer 

operands.Efficient field multiplication with large 

operands is crucial for achieving a satisfying 

cryptosystem performance, since multiplication is the 

most time- and area-consuming operation. Therefore, 

there is a need for increasing the speed of 

cryptosystems employing modular arithmetic with the 

least possible area penalty. An obvious approach to 

achieve this would be through parallelization of their 

operations.  

In recent years, RNS and PRNS have enjoyed renewed 

scientific interest due to their ability to perform fast 

and parallel modular arithmetic.Using RNS/PRNS, a 

given path serving a large data range is replaced by 

parallel paths of smaller dynamic ranges, with no need 

for exchanging information between paths. As a result, 

the use of residue systems can offer reduced 

complexity and power consumption of arithmetic units 

with large word lengths. On the other hand, 

RNS/PRNS implementations bear the extra cost of 

input converters to translate numbers from a standard 

binary format into residues and output converters to 

translate from RNS/PRNS to binary representations. A 

new methodology for embedding residue arithmetic in 

a dual-field Montgomery modular multiplication 

algorithm for integers in GF(p) and for polynomials in 

GF(2�) is presented in this paper. Themathematical 

conditions that need to be satisfied for a valid 

RNS/PRNS incorporation are examined. The derived 

architecture is highly parallelizable and versatile, as it 

supports binary-toRNS/PRNS and RNS/PRNS-to-

binary conversions, Mixed Radix Conversion (MRC) 

for integers and polynomials, dualfield Montgomery 

multiplication, and dualfield modular exponentiation 

and inversion in the same hardware.    

II. PREVIOUSWORK  

Important progress has been reported lately regarding 

GF(2n) implementations. The Massey-Omura 

algorithm, the introduction of optimal normal bases 

and their software and hardware implementations, the 

Montgomery algorithm for multiplication in GF(2n), 

as well as PRNS application in GF(2n) multiplication, 

are, among others, important advances. PRNS 

incorporation in field multiplication, as proposed in, is 

based on a straight forward implementation of the 

Chinese Remainder Theorem (CRT) for polynomials 

which requires large storage resources and many pre-

computations. The multipliers proposed in, perform 
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multiplication in PRNS, but the result is converted 

back to polynomial representation.  

This limitation makes them inappropriate for 

cryptographic algorithms which require consecutive 

multiplications. Finally, an algorithm which employs 

trinomials for the modulus set and performs PRNS 

Montgomery multiplication has been proposed. 

However, there is no reference to  

conversion methods and the use of trinomials may 

issue limitations in the PRNS data range. 

implementations have also withstood great analysis, 

with the Montgomery algorithm being used in the 

majority of them. Montgomery multiplication designs 

fall into two categories. The first includes fixed-

precision input operand implementations, in which the 

multiplicand and modulus are processed in full word 

length, while the multiplier is handled bit-by-bit. 

These designs are optimized for certain word lengths 

and do not scale efficiently for departures from these 

word lengths. Their performance has been improved 

by high-radix algorithms and architectures. The 

second category includes scalable architectures for 

variable wordlength operands, based on algorithms, in 

which the multiplicand and modulus are processed 

word by word, while the multiplier is consumed bit by 

bit.  

Montgomery’s algorithm has also become a predicate 

for dual-field implementations. The Montgomery 

architectures perform well for RSA key word lengths, 

by processing word-size data, since RSA key sizes 

(512, 1024, 2048, etc.) are always multiples of word 

size. However, in ECC, key sizes are not integer 

multiples of word size, meaning that, if these 

architectures were to be used in ECC, they would 

require more clock cycles for their execution and thus 

more power consumption. An architecture configured 

at bit-level overcomes this problem. Finally, methods 

for embedding RNS in Montgomery multiplication.   

III IMPLEMENTATION 

A dual- field full-adder (DFA) cell (Fig. 1) is basically 

a full-adder (FA) cell, equipped with a field-select 

signal (fsel) that controls the operation mode . In the 

proposed implementation, 3-level, carrylookahead 

adders (CLA) with 4-bit carrylookahead generator 

groups (CLG) are employed. An example of a 4-bit 

dual- field CLA adder is shown in Fig. 2. The GAP 

modules generate the signals pi=xiAND yi ,gi=xi OR 

yi , , and AND gates along with a signal control 

whether to eliminate carries or not. The carry-

lookahead generator is an network based on 

 

 

 

Dual-fieldModular/NormalAddition/Subtraction:  

With trivial modifications of algorithms for modular 

addition/subtraction in , a dual- field modular 

adder/subtracter (DMAS) shown in Fig. 3 can be 

mechanized using CLA adders. When fsel=0, the 

circuit is in GF(2n) mode and the output is derived 

directly from the top adder which performs a GF(2n) 
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addition. When , the circuit may operate either as a 

normal (2r+log2L) -bit adder/subtracter 

(conv_mode=0) or as a modular adder/subtracter 

(conv_mode=1).  

In the first case, the output is the concatenation of the 

outputs of the two adders. This is required during 

residue-tobinary conversion, since  indictates that L, 

2r-bit quantities need to be added recursively via a 

normal adder.  

Dual-field Multiplication  

A parallel tree multiplier, which is suitable for high-

speed arithmetic, and requires little modi fication to 

support both fields, isconsidered in the proposed 

architecture. Regarding input operands, either integers 

or polynomials, partial product generation is common 

for both fields, i.e., an operation among all operand 

bits. Consequently, the addition tree that sums the 

partial products must support both formats. In  mode 

GF(2n)  , if  DFA cells are  used , all carries are 

eliminated and only operations are performed among 

partial products. In G(P) mode, the multiplier acts as a 

conventional tree multiplier. A 4 4-bit example of the 

proposed dual- field multiplier (DM) with output in 

carry-save format is depicted in Fig. 4. 

 

Dual-field Modular Multiplication:  

A final modular reduction by each RNS/PRNS 

modulus is required, for each multiplication outcome, 

ithin each MAC unit.From several modular reduction 

strategies, a method based on careful modulus 

selection is utilized, since, not only it offers efficient 

implementations but also provides the best unification 

potential at a low area penalty.  

Assume a 2r-bit product c that needs to be reduced 

modulo an integer modulus pi.By selecting pi of the 

form 2�-µi , where the h-bit µ<<2�, the modular 

reduction process can be simplified.  

The same decomposition can be applied to 

polynomials and consequently, if dual- field adders 

and dual- field multipliers are employed, a dual- field 

modular reduction (DMR) unit can be mechanized as 

shown in Fig. 5. The word length of can be limited to 

a maximum of 10 bits for a base with 66 elements.    
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MAC Unit  

                       The circuit organization of the proposed 

MAC. Its operation is analyzed below in three steps, 

corresponding to the three phases of the calculations 

handles, i.e., binary-to-residue conversion, 

RNS/PRNS Montgomery multiplication, and residue-

tobinary conversion.  

IV CONCLUSION  

The mathematical framework and a flexible, dual- 

field, residue arithmetic architecture for Montgomery 

multiplication in and is developed and the necessary 

conditions for the system parameters (number of 

moduli channels, modulus word length) are derived. 

The proposed DRAMM architecture supports all 

operations of Montgomery multiplication in and , 

residue 

to-binary and binary-to-residue conversions, MRC for 

integers and polynomials, dual- field modular 

exponentiation and inversion, in the same hardware. 

Generic complexity and real performance 

comparisons with state-of-the-art works prove the 
potential of residue arithmetic exploitation in 

Montgomery multiplication.  
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