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ABSTRACT: 

A palm-print refers to an image acquired of the palm region of the hand. It can be either online image or offline 

image. Palm-print contains the information such as texture, and marks which can be used when comparing to one 

palm to another. Palm-print with larger inner surface of hand contains many features such as principle lines, ridges and 

textures. Palm-print can be used for person identification and commercial applications with high confidence. 3D palm- 

print method is used in palm-print identification. Although two-dimensional palm-print identification is accurate, the 

2D palm-print images do not have much depth information about the image. The results of three-dimensional palm- 

print technique have high recognition performance. The three-dimensional palm-print recognition has the capability of 

avoiding replicas and it is more robust to variations by illumination. The 3D feature is binary and more efficiently 

computed. It encodes the 3D shape of palm-print to either convex or concave. The 3D palm-print matching used a 

method for encoding 3D palm-print feature. The state-of -art method is used for online palm-print identification. 3D 

palm-print uses a new method of feature extraction and Matching. The experimental results are available from 

contactless and contact-based 3D palm-print databases. Further, this project is enhanced by decreasing the 

computational time. Further, this project is enhanced by compressing the original raw image using Haar type wavelet 

transforms. 
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INTRODUCTION: 

SECURING information and ensuring the privacy of 

personal identities is a growing concern in today’s 

society. Traditional authentication schemes primarily 

utilize tokens or depend on some secret knowledge 

possessed by the user for verifying his or her identity. 

While these techniques are very popular, they have 

several limitations. Both token and knowledge-based 

approaches cannot differentiate between an authorized 

user and a person having access to the tokens or 

passwords. In case of knowledge-based authentication 

systems, managing multiple passwords (i.e., identities) 

presents usability problems. Biometrics-based 

authentication schemes using fingerprints, face 

recognition, etc., overcome these limitations while 

offering usability advantages and are therefore rapidly 

extending  traditional  authentication  schemes. 

However, despite its obvious advantages, the use of 

biometrics raises several security and privacy concerns 

as outlined below: 

1. Biometrics is authentic but not secret: Unlike 

passwords and cryptographic keys that are known only 

to the user, biometrics such as voice, face, signature, 

and even fingerprints can be easily recorded. 

 
2. Biometrics cannot be revoked or canceled: 

Passwords, PINs, etc., can be reset if compromised. 

Tokens such as credit cards and badges can be 

replaced if stolen. However, biometrics are 

permanently associated with the user and cannot be 

revoked or replaced if compromised. While a user 

can successively enroll different fingerprints, there is 

still a limited choice of fingers to choose from. This 

choice does not exist for other biometric modalities. 

3.  If  a  biometric  is  lost  once,  it  is  compromised 

forever:     Biometrics  provides  usability  advantages 

since it obviates the need to remember and manage 

multiple   passwords/identities.   However,   this   also 

means that if a biometric is compromised in one 

application, essentially all applications where the 

particular biometric is used are compromised. 

4.  Cross-matching can  be  used  to  track individuals 

without their consent: Since the same biometric might 

be used for various applications and locations, the user 

can potentially be tracked if organizations collude and 

share their respective biometric databases. With 

traditional authentication schemes, the user can 

maintain different identities/passwords to prevent this.
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The fact that a biometric remains the same presents a 

privacy concern. The techniques that can meet these 

requirements  are  also  called  cancelable  biometrics. 

The topic of this paper, noninvertible (cancelable) 

transforms,  was  one  of  the  original  solutions  to 

privacy-preserving biometric authentication. Instead of 

storing the original biometric, it is transformed using a 

one-way function. The transformed biometric and the 

transformation  are  stored  either  distributed  on  a 

smart-card or centrally in a database. The 

transformation can be performed either in the signal 

Domain or in the feature domain. Instead of storing 

the original minutiae features, the minutiae location 

and orientations that are stored are transformed 

irreversibly. In biometrics and forensic science, 

minutiae are major features of a fingerprint, using 

which comparisons of one print with another can be 

made. Minutia features The major Minutia features of 

fingerprint ridges are: ridge ending, bifurcation, and 

short ridge (or dot). The ridge ending is the point at 

which a ridge terminates. Bifurcations are points at 

which a single ridge splits into two ridges. Short ridges 

(or dots) are ridges which are significantly shorter than 

the average ridge length on the fingerprint. Minutiae 

and patterns are very important in the analysis of 

fingerprints since no two fingers have been shown to 

be identical. Automated personal identification using 

biometrics characteristics is one of the most critical 

and challenging tasks  to  meet  growing demand for 

stringent security. There is ever growing need to 

develop more accurate and efficient biometrics 

matching technologies, especially for applications like 

those in national ID programs such as UIDAI [21] 

and  HANIS  [24].  Therefore  our  objective  in  this 

paper has been to design, develop and evaluate more 

accurate, compact and faster matching algorithms for 

the palmprint identification. In the context of 

advancements in the matching of matching 2D and 3D 

palmprints, this  work  introduces new  algorithms to 

further advance feature extraction and matching 

techniques in this area.   A  palm-print refers to an 

image acquired of the palm region of the hand. It can 

be either an online image or offline image. The palm 

itself consisting of principal lines, wrinkles and ridges. 

It differs to a finger print in that it also contains other 

information such as texture and marks which can be 

used for comparing one palm to another. Palm-prints 

can be used for criminal, forensic or commercial 

applications. A   Biometrics refers to metrics related to 

human characteristics and traits. Biometrics 

authentication is used in computer science as a form 

of identification and access control. It is also used to 

identify individuals in groups. It is wide acceptance in 

network society due to its security, reliability and 

uniqueness. The great challenge to biometrics is thus 

to improve recognition performance in terms of both 

accuracy and efficiency and be maximally resistant to 

illusory practices. The characteristics of biometrics are 

distinguished into two main categories such as 

physiological and behavioral. The physical biometrics 

is   fingerprint,   palm   print,   face,   iris   etc.   The 

behavioural biometrics is voice, gesture, signature etc. 

A  palm  is  the  inner  region  between wrist  and  the 

fingers. Palmprint recognition, a relatively novel but 

promising biometric technology, has received 

considerable research interests in the current decade. 

Like finger prints, palms of the human needless 

comprise unique pattern of elevations and valleys. 

The one to one matching strategy is used in this 

method. Since the feature is binary representation, the 

Hamming distance is the matching distance between 

two features. 

3D  palm-print  recognition  is  more  convenient  to 

collect and user friendly. After the 3D depth 

information of palm is obtained, a sub-area called the 

Region of Interest (ROI) of the 3D palm-print image 

is extracted. Initially the image is captured by infrared 

sensor which senses the hand. When the hand is 

detected multiple light patterns are projected to the 

palm  surface. The  system use computer controlled 

LCD projector to generate arbitrary strip pattern. In 

order to distinguish between strips they are coded with 

different brightness. Pre-processing is very important 

for the performance of character segmentation. These 

two methods can also be unified in our general palm- 

print identification framework. For surface code, one 

intermediate pre-template related to curvature is firstly 

generated. The classification strategy is applied on the 

intermediate result to generate the final feature code. 

Orientation-feature is exactly same as the Comp Code 

which introduce in previous section. A unified 

framework for the palm-print identification and use 

this framework to argue that (a) one-to-one matching 

strategy and (b) binary representation of features is 

more accurate and effective strategies for the palm- 

print identification. This also provides theoretical 

justification for the effectiveness of binary features to 

support the second argument. These two arguments 

are used to develop a new approach for 2D palm-print 

matching (referred as to fast matching). 

The experimental results also demonstrate other key 

advantages in addition to improving the matching 

accuracy, which lies in significantly reduced template 

size, significantly reduced feature extraction time and 

the matching time, making it most suitable palm-print 

matching approach to-date, especially for large scale 

and online applications. These two arguments are 

evaluated for the 3D palm-print matching and used to 

propose a new method of 3D palm-print feature 

extraction and matching.
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We can classify 3D palmprint features investigated in 

the literature into two categories. The first one is based 

on the SI (shape index) [12]. The SI has been widely 

employed   to  detect the  feature point on  3D  face 

surface [13], [17], [19].Kanhangad et al. [1], [2] 

introduced  this  approach  for  the  3D     palmprint 

surface  matching  and  developed  the  surface  code. 

They firstly estimated the curvature from the depth 

image.  The  surface  code  is  the  classification result 

according to  the  SI  feature.  The  matching strategy 

employed by this method is essentially one-to-one 

matching. Another 3D palmprint feature has been 

explored by  Li et al. [8], [16] which is named as the 

orientation-feature.   They   firstly   preprocessed   the 

depth image to generate MCI (mean curvature image). 

Then the  feature extraction method, similar to  the 

CompCode, is employed on the MCI to extract the 

orientation-feature.  Their  matching  strategy  is  also 

one-toone  strategy.  In  their  paper,  fused  matching 

score  between  linefeature  and  orientation-feature is 

used for the final matching. In our analysis and 

experiment, only the orientation-feature is used for the 

fair comparison mainly for three reasons: 1) The 

performance using only line-feature is very poor; 2) 

similar fusion strategy can be applied between line- 

feature and surface code or our feature; 3) line-feature 

is  quite  different  from    orientation-feature, surface 

code and our feature proposed in this paper. These 

two methods can also be unified in our general 

palmprint identification framework. For surface code, 

one intermediate pre-template related to curvature is 

firstly generated. The classification strategy is applied 

on the intermediate result to generate the final feature 

code. Orientation-feature is exactly same as the 

CompCode which introduce in previous section. One- 

to-one matching strategy is employed on both of these 

methods. Table presents key parameters and feature 

of these two methods using framework shown in above 

figure. 

 
RESULT:
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CONCLUSION: 

The paper presented a general framework for 2D and 

3D palm-print recognition. Several state-of-art 2D and 

3D palm-print identification methods can be unified 

into this framework. This framework is used to 

introduce two arguments for palm-print matching. The 

statistical model analysis and the experimental results 

on several publicly available 2D palm-print databases 

have been employed to support these two arguments. 

Our  proposed methods  not  only  achieves superior 

performance but also results in significantly reduced 

template size, the feature extraction time and the 

matching   time.   These   also   validate   these   two 

arguments for  the 3D  palm-print database and use 

them to develop a novel 3D palm-print feature 

representation. The experimental results on two 

publicly available contactless and contact-based 

databases suggest the proposed method is significantly 

faster, more accurate and results in the least template 

size. However it is not difficult to observe that our 

method of 3D palm-print identification is more 

accurate and also significantly faster which is primarily 

due to the simplicity of the feature extractor. One-to- 

one matching strategy is employed on both of these 

methods. 
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