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Abstract - Data deduplication is one of important data compression techniques for eliminating duplicate 

copies of repeating data, and has been widely used in cloud storage to reduce the amount of storage 

space and save bandwidth. To protect the confidentiality of sensitive data while supporting deduplication, 

the convergent encryption technique has been proposed to encrypt the data before outsourcing. 

Convergent encryption has been proposed to enforce data confidentiality while making deduplication 

feasible. It encrypts/decrypts a data copy with a convergent key, which is obtained by computing the 

cryptographic hash value of the content of the data copy. After key generation and data encryption, users 

retain the keys and send the ciphertext to the cloud. Since the encryption operation is  deterministic and is 

derived from the data content, identical data copies will generate the same convergent key and hence the 

same ciphertext. To prevent unauthorized access, a secure proof of ownership protocol is also needed to 

provide the proof that the user indeed owns the same file when a duplicate is found. 

  

I. INTRODUCTION 

The advent of cloud storage motivates enterprises and organizations to outsource data storage to third-

party cloud providers, as evidenced by many real-life case studies. One critical challenge of today‟s cloud 

storage services is the management of the ever-increasing volume of data. To make data management 

scalable, deduplication has been a well-known technique to reduce storage space and upload bandwidth in 

cloud storage. Instead of keeping multiple data copies with the same content, deduplication eliminates 

redundant data by keeping only one physical copy and referring other redundant data to that copy. Each 
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such copy can be defined based on different granularities: it may refer to either a whole file (i.e., file level 

deduplication), or a more fine-grained fixed-size or variable-size data block (i.e., block-level 

deduplication). 

 

Today‟s commercial cloud storage services, such as Dropbox, Mozy, and Memopal, have been applying 

deduplication to user data to save maintenance cost. From a user‟s perspective, data outsourcing raises 

security and privacy concerns. We must trust third-party cloud providers to properly  enforce 

confidentiality, integrity checking, and access control mechanisms against any insider and outsider 

attacks.  

 

However, deduplication, while improving storage and bandwidth efficiency, is incompatible with 

traditional encryption. Specifically, traditional encryption requires different users to encrypt their data 

with their own keys. Thus, identical data copies of different users will lead to different ciphertexts, 

making deduplication impossible. 

 

Convergent encryption provides a viable option to enforce data confidentiality while realizing 

deduplication. It encrypts/decrypts a data copy with a convergent key, which is derived by computing the 

cryptographic hash value of the content of the data copy itself. After key generation and data encryption, 

users retain the keys and send the ciphertext to the cloud. Since encryption is deterministic, identical data 

copies will generate the same convergent key and the same ciphertext. This allows the cloud to perform 

deduplication on the ciphertexts. The ciphertexts can only be decrypted by the corresponding data owners 

with their convergent keys. To understand how convergent encryption can be realized, we consider a 

baseline approach that implements convergent encryption based on a layered approach. That is, the 

original data copy is first encrypted with a convergent key derived by the data copy itself, and the 

convergent key is then encrypted by a master key that will be kept locally and securely by each user. The 

encrypted convergent keys are then stored, along with the corresponding encrypted data copies, in cloud 

storage. The master key can be used to recover the encrypted keys and hence the encrypted files. In this 

way, each user only needs to keep the master key and the metadata about the outsourced data. 

 

1.1 OBECTIVE 

Data management through cloud is being viewed as a technique that can save the cost for data sharing and 

management. A key concept for remote data storage is client-side deduplication, in which the server 

stores only a single copy of each file, regardless of how many clients need to store that file. That is only 

the first client needs to upload the file to the server. This design will save both the communication 
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bandwidth as well as the storage capacity. Data deduplication is a technique for eliminating duplicate 

copies of data, and has been widely used in cloud storage to reduce storage space and upload bandwidth. 

 

2. LITERATURE SURVEY 

2.1 REVOCATION AND SECURITY BASED OWNERSHIP DEDUPLICATION OF 

CONVERGENT KEY CREATING IN CLOUD 

Cloud Storage is a service [1] where data is fully handled, managed, and backed up. It allows the user to 

store files so that the user can access them from any location. The provider company makes them 

available to the users online by keeping the upload the files on an external server. This gives companies 

using cloud storage services ease and convenience, but it can be costly. Users should also be aware that 

backing up their data is still required when using cloud storage services, because recovering data from 

cloud is much slower than local backup. From a user‟s perspective, data outsourcing raises security and 

privacy affair. We must trust third-party cloud providers to properly enforce confidentiality, integrity 

checking, and access control mechanisms against any insider and outsider attacks. However, 

deduplication, while increasing storage and bandwidth proficiency, is incompatible with traditional 

encryption. Specifically, traditional encryption needs different users to encrypt their data with their own 

keys. Thus, identical data copies of various users will lead to different cipher texts, making deduplication 

impossible. 

 

Convergent encrypt allowed one cloud storage provider to claim „many storage‟ in addition to “security”. 

Convergent encryption is an interesting concern between efficiency and privacy. Convergent encryptions 

include a viable option to enforce data confidentiality reliability while realizing deduplication. It encrypts 

and decrypts a data copy with a convergent key, which is derived by the cryptographic hash value of the 

content of the data copy itself. After key generation and data encryption, users maintain the keys and send 

the ciphertext to the cloud service. Since encryption is deterministic, equivalent data copies will generate 

the same convergent key and the same ciphertext. 

 

To understand how convergent encryption can be accomplished, we consider a baseline approach that 

implements convergent encryption based on a layered approach. That is, the real data copy is first 

encrypted with a convergent key which are derived by the data copy, and the convergent key is then 

encrypted by a master key that will be kept locally and securely by each user. The encrypted convergent 

keys are stored, long with the parallel encrypted data copies, in cloud storage services. The master key 

can be used to recover the encrypted keys and hence the encrypted files. In this way, each user only needs 

to store the master key and the metadata about the outsourced data. 
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A new construction Deckey is proposed to provide efficient and reliable convergent key management 

through convergent key deduplication and secret sharing. Deckey supports both file-level and block-level 

deduplication. Security analysis demonstrates that Deckey is secure in terms of the definitions specified in 

the proposed security model. In particular, Deckey remains secure even the adversary controls a limited 

number of key  servers. 

 

We implement Deckey using the Ramp secret sharing scheme that enables the key management to adapt 

to different reliability and confidentiality levels. Our evaluation demonstrates that Deckey incurs limited 

overhead in normal upload/download operations in realistic cloud environments. 

 

2.1.1 CONVERGENT ENCRYPTION 

Convergent encryption ensures data privacy in deduplication. formalize this primitive as a message-

locked encryption, and analyze its application in space-efficient secure outsourced storage. There are also 

several implementations of different convergent encryption variants for secure deduplication. It is known 

that some commercial cloud storage providers, such as Bitcasa, also deploy convergent encryption. 

However, as stated before, convergent encryption leads to a significant number of convergent keys.  

 

2.1.2 PROOF OF OWNERSHIP 

Propose proofs of ownership (PoW) for deduplication systems, such that a client can efficiently prove to 

the cloud storage server that he/she owns a file without uploading the file. Several PoW constructions 

based on the Merkle Hash Tree are implemented to enable client-side deduplication, which include the 

bounded leakage setting. Pietro and Sorniotti propose various efficient PoW scheme by choosing the 

projection of a file onto some independently selected bit-positions as the file proof. Note that all the above 

schemes do not consider data. 

 

2.2 A HYBRID CLOUD APPROACH FOR SECURE AUTHORIZED DEDUPLICATION 

In computing, data deduplication is a specialized data compression technique for eliminating duplicate 

copies of repeating data. Related and somewhat synonymous terms are intelligent (data) compression and 

single-instance (data) storage. This technique is used to improve storage utilization and can also be 

applied to network data transfers to reduce the number of bytes that must be sent. In the deduplication 

process, unique chunks of data, or byte patterns, are identified and stored during a process of analysis. As 

the analysis continues, other chunks are compared to the stored copy and whenever a match occurs, the 

redundant chunk is replaced with a small reference that points to the stored chunk. Given that the same 
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byte pattern may occur dozens, hundreds, or even thousands of times (the match frequency is dependent 

on the chunk size), the amount of data that must be stored or transferred can be greatly reduced. 

 

A Hybrid Cloud is a combined form of private clouds and public clouds in which some critical data 

resides in the enterprise‟s private cloud while other data is stored in and accessible from a public cloud. 

Hybrid clouds seek to deliver the advantages of scalability, reliability, rapid deployment and potential 

cost savings of public clouds with the security and increased control and management of private clouds. 

As cloud computing becomes famous, an increasing amount of data is being stored in the cloud and used 

by users with specified privileges, which define the access rights of the stored data. 

 

The critical challenge of cloud storage or cloud computing is the management of the continuously 

increasing volume of data. Data deduplication or Single Instancing essentially refers to the elimination of 

redundant data. In the deduplication process, duplicate data is deleted, leaving only one copy (single 

instance) of the data to be stored. However, indexing of all data is still retained should that data ever be 

required. In general the data deduplication eliminates the duplicate copies of repeating data. The data is 

encrypted before outsourcing it on the cloud or network.  

 

This encryption requires more time and space requirements to encode data. In case of large data storage 

the encryption becomes even more complex and critical. By using the data deduplication inside a hybrid 

cloud, the encryption will become simpler. As we all know that the network is consist of abundant 

amount of data, which is being shared by users and nodes in the network. Many large scale network uses 

the data cloud to store and share their data on the network. The node or user, which is present in the 

network have full rights to upload or download data over the network. But many times different user 

uploads the same data on the network. Which will create a duplication inside the cloud. If the user wants 

to retrieve the data or download the data from cloud, every time he has to use the two encrypted files of 

same data. The cloud will do same operation on the two copies of data files. Due to this the data 

confidentiality and the security of the cloud get violated. It creates the burden on the operation of cloud to 

avoid this duplication of data and to maintain the confidentiality in the cloud we using the concept of 

Hybrid cloud. It is a combination of public and private cloud. Hybrid cloud storage combines the 

advantages of scalability, reliability, rapid deployment and potential cost savings of public cloud storage 

with the security and full control of private cloud storage. 
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In previous deduplication systems cannot support differential authorization duplicate check, which is 

important in many applications. In such an authorized deduplication system, each user is issued a set of 

privileges during system initialization. The overview of the cloud deduplication is as follow: 

 

2.2.1 POST-PROCESS DEDUPLICATION 

With post-process deduplication, new data is first stored on the storage device and then a process at a later 

time will analyse the data looking for duplication. The benefit is that there is no need to wait for the hash 

calculations and lookup to be completed before storing the data thereby ensuring that store performance is 

not degraded. Implementations offering policy-based operation can give users the ability to defer 

optimization on "active" files, or to process files based on type and location. One potential drawback is 

that you may unnecessarily store duplicate data for a short time which is an issue if the storage system is 

near full capacity. 

 

2.2.2 IN-LINE DEDUPLICATION 

This is the process where the deduplication hash calculations are created on the target device as the data 

enters the device in real time. If the device spots a block that it already stored on the system it does not 

store the new block, just references to the existing block. The benefit of in-line deduplication over post-

process deduplication is that it requires less storage as data is not duplicated. On the negative side, it is 

frequently argued that because hash calculations and lookups takes so long, it can mean that the data 

ingestion can be slower thereby reducing the backup throughput of the device. However, certain vendors 

with in-line deduplication have demonstrated equipment with similar performance to their post-process 

deduplication counterparts. Post-process and in-line deduplication methods are often heavily Debated. 

 

2.2.3 SOURCE VERSUS TARGET DEDUPLICATION 

Another way to think about data deduplication is by where it occurs. When the deduplication occurs close 

to where data is created, it is often referred to as "source deduplication." When it occurs near where the 

data is stored, it is commonly called "target deduplication." Source deduplication ensures that data on the 

data source is deduplicated. This generally takes place directly within a file system. The file system will 

periodically scan new files creating hashes and compare them to hashes of existing files. 

 

When files with same hashes are found then the file copy is removed and the new file points to the old 

file. Unlike hard links however, duplicated files are considered to be separate entities and if one of the 

duplicated files is later modified, then using a system called Copy-on-write a copy of that file or changed 

block is created. The deduplication process is transparent to the users and backup applications. Backing 
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up a deduplicated file system will often cause duplication to occur resulting in the backups being bigger 

than the source data. 

 

Target deduplication is the process of removing duplicates of data in the secondary store. Generally this 

will be a backup store such as a data repository or a virtual tape library. One of the most common forms 

of data deduplication implementations works by comparing chunks of data to detect duplicates. For that to 

happen, each chunk of data is assigned an identification, calculated by the software, typically using 

cryptographic hash functions.  

 

In many implementations, the assumption is made that if the identification is identical, the data is 

identical, even though this cannot be true in all cases due to the pigeonhole principle; other 

implementations do not assume that two blocks of data with the same identifier are identical, but actually 

verify that data with the same identification is identical. If the software either assumes that a given 

identification already exists in the deduplication namespace or actually verifies the identity of the two 

blocks of data, depending on the implementation, then it will replace that duplicate chunk with a link. 

Once the data has been deduplicated, upon read back of the file, wherever a link is found, the system 

simply replaces that link with the referenced data chunk. The deduplication process is intended to be 

transparent to end users and applications. 

 

2.3 PROOFS OF OWNERSHIP IN REMOTE STORAGE SYSTEMS 

Cloud computing provides a low-cost, scalable, location-independent infrastructure for data management 

and storage. The rapid adoption of Cloud services is accompanied by increasing volumes of data stored at 

remote servers, so techniques for saving disk space and network bandwidth are needed. A central up and 

coming concept in this context is deduplication, where the server stores only a single copy of each file, 

regardless of how many clients asked to store that file. All clients that store the file merely use links to the 

single copy of the file stored at the server. Moreover, if the server already has a copy of the file, then 

clients do not even need to upload it again to the server, thus saving bandwidth as well as storage (this is 

termed client-side deduplication). Reportedly, business applications can achieve deduplication ratios from 

1:10 to as much as 1:500, resulting in disk and bandwidth savings of more 90%. Deduplication can be 

applied at the file level or at the block level, and this paper focuses on file-level deduplication. (Block-

level deduplication is discussed briefly in Section 6.)  

 

In a typical storage system with deduplication, a client first sends to the server only a hash of the file and 

the server checks if that hash value already exists in its database. If the hash is not in the database then the 
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server asks for the entire file. Otherwise, since the file already exists at the server (potentially uploaded by 

someone else), it tells the client that there is no need to send the file itself. Either way the server marks the 

client as an owner of that file, and from that point on there is no difference between the client and the 

original party who has uploaded the file. The client can therefore ask to restore the file, regardless of 

whether he was asked to upload the file or not. We consider a few different formal formulations of the 

intuitive requirement above and associated protocols that realize them. The first solution is the most 

stringent in terms of security, but lacks in efficiency (mainly of computation time and memory 

requirements). The next solutions two solutions each improve on these aspects at the cost of relaxations 

on the security guarantees. A general solution.  

 

Our most stringent security requirement says that as long as the min-entropy in the original file minus the 

number of bits sent to the adversary by the accomplices is more than the security parameter, the adversary 

should not be able to convince the server that it has the file (except with insignificant probability). This 

notion can be achieved by adopting the Merkle-tree-based proof- of-retrievability protocol. Namely, we 

first encode the file using an erasure code, such that it is possible to recover the whole file from any (say) 

90% of the encoded bits. We then build a Merkle tree over the encoded file, and have the server ask for a 

super-logarithmic number of leaves, chosen at random. From the properties of the erasure code, if the 

adversary is missing any of the file then there are at least 10% of the leaves that it does not know. 

Moreover, if the file has high min-entropy from the adversary‟s perspective then it cannot even guess the 

value of these 10% leaves with any noticeable chance for success. Hence, it will be caught with 

overwhelming probability.3 This solution is described in Section 3. 

 

A more efficient solution using universal hashing. The above solution is not as efficient for the client as 

we would like. First, computing the erasure code requires random access to bits of the file, hence for large 

files that do not fit in RAM it entails too many disk accesses. Also, the server must ask for a number of 

leaves which is super-logarithmic in the security parameter, which means that the communication 

complexity of the proof protocol is ω(k log k log n) for an n-leaf tree and security parameter k. We 

therefore seek more efficient protocols, even at the price of settling for a somewhat weaker form of 

security. Specifically, we relax our security requirement by having an upper-threshold T such that if the 

attacker gets T bits from its accomplices then it is allowed to convince the prover (even if T is much 

smaller than the entropy of the file). This allows us to have a mechanism in which the client only needs 

O(T ) bits of internal memory in order to process the file, even if the file itself is much larger, and the 

communication in the protocol depends (polylogarithmically) on T and not on the size of the file. In 

realistic scenarios, we may get adequate security by setting T to be a rather large value (but not huge), 
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e.g., 64 MByte. With this relaxation, a good solution would be to use universal hashing to hash the 

potentially large file into a reduction buffer of size at most 64MByte, and then implement the Merkle-tree 

protocol on the hashed values. This solution is described in Section 4. 

 

A streaming scheme and implementation The more efficient solution can be implemented with reasonable 

memory, but universal hashing with such large output size is very expensive to compute. We, thus, 

optimize for a more practical solution for which we can still offer meaningful security analysis, albeit 

under some restrictions. We may argue that in realistic settings the input distribution (from the attacker‟s 

perspective) is not arbitrary, but rather is taken from a specific class of distributions. Specifically, these 

distributions capture cases in which there are parts of the file that the attacker may know and other parts 

that are essentially random. We formulate this condition (which is a generalization of “block-fixing” 

distributions), and describe a protocol that can be proved secure for this class of input distributions. 

Roughly speaking, for these common input distributions we can replace the universal hashing with a 

procedure that generates a good erasure code over the reduction buffer. We stress that it is impossible to 

verify experimentally the assumption about the input distribution, since it is an assumption about the view 

of an attacker. Still it seems a reasonable assumption to make in many settings (e.g., even files in a known 

format contain some file specific information that is essentially random, see examples in Section 2.2.1). 

We also stress that we do not know of any efficiently computable input distributions under which there is 

an attack on our streaming scheme. It is interesting to either prove that no such distributions exist (maybe 

in the random-oracle model) or to exhibit one. 

 

We implemented this streaming scheme and measured its expected effect on performance of the system 

(see details of the implementation and test results in Section 5.3). For large files (over 2GByte) the 

overhead of our protocol above reading the file and computing its SHA256, is less than 50%, and this 

figure drops as the file grows. The overhead for smaller files is larger, yet it is still very beneficially to run 

the protocol when considering the saved data transfer times. When considering an average 5Mbps 

network, the protocol takes no more than 4% of the time it would have taken to transfer the file via the 

network (and less than 1% for large files). Even with a fast 100Mbps network, client-side deduplication 

with our protocol beats sending the entire file to the server already for files as small as 125KByte. 

 

3. EXISTING SYSTEM  

Conventional cryptosystem to encrypt its files, then two identical files encrypted with different users keys 

would have different encrypted  representations, and the DFC subsystem could neither recognize that the 
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files are identical nor coalesce the encrypted files into the space of a single file, unless it had access to the 

users‟ private keys, which would be a  significant security violation. 

 

4. PROPOSED SYSTEM  

We have developed a cryptosystem called convergent encryption that produces identical ciphertext files 

from identical   plaintext files, irrespective of their encryption keys. To encrypt a file using convergent 

encryption, a clientfirst computes a cryptographically strong hash of the file content. The file is then 

encrypted using this hash value as a key. The hash value is then encrypted using the public keys of all 

authorized readers of the file, and these encrypted values are attached to the file as metadata. 

 

Convergent encryption deliberately leaks a controlled amount of information, namely whether or not the 

plaintexts of two encrypted messages are identical. In this subsection, we prove a theorem stating that we 

are not accidentally leaking more information than we intend. To obtain a general result regarding our 

construction, not a result specific to any realization using particular encryption or hash functions, our 

proof is based on the random oracle model of cryptographic primitives.  

 

Dekey is designed to efficiently and reliably maintain convergent keys. Its idea is to enable deduplication 

in convergent keys and distribute the convergent keys across multiple KM-CSPs. Instead of encrypting 

the convergent keys on a per-user basis, Dekey constructs secret shares on the original convergent keys 

(that are in plain) and distributes the shares across multiple KM-CSPs. If multiple users share the same 

block, they can access the same corresponding convergent key. This significantly reduces the storage 

overhead for convergent keys.  

 

4.1 CLOUD SERVER 

The cloud server provides data storage and sharing services to data owners and data users. After verify the 

member connection under signature, member can able to access the particular owner‟s data with respect 

to owner‟s private key and identity (IDdata). So the cloud verifies whether the request member is in the 

revoke list which is send by group manager under signature if so, it provide permission to access the data 

else throw unauthorized member request. So the revoke list is updated once member leave or join the 

group by cloud. 

 

4.2 USER 

An entity, which has large data files to be stored in the cloud and relies on the cloud for data maintenance 

and computation, can be either individual consumers or organizations. User first chose a random 
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parameter to construct the public and the private keys then he\she will sign the data using the private key 

to be uploaded to the cloud, then he\she send the signed data to the cloud server and deletes its local copy. 

4.3 CONVERGENT ENCRYPTION 

Convergent encrypt allowed one cloud storage provider to claim „infinite storage‟ in addition to 

„security‟. For another storage provider it resulted in controversy when some of the weaknesses became 

apparent. Convergent encryption is an interesting trade-off between efficiency and privacy. At the 

epicenter is an interesting question: Can a file provide the entropy for its own key? In this article I will 

explain the situation both practically and technically. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Step 2: Where HA and HB are cryptographic hash 

functions of length lA and lB respectively and E and 

D are symmetric. encryption and decryption 

functions with key length lK. This implies that 

 

 

Step1: First we need some ingredients. Take the 

cryptographic primitives. 

 
HAHBED::::{0,1}∗{0,1}∗{0,1}lK×{0,1}∗{0,1}lK

×{0,1}∗→{0,1}lA→{0,1}lB→{0,1}∗→{0,1}∗ 

 

HA(X1)HB(X2)D(K1,E(K2,X))=HA(X2)=HB(X2)

=X⇔⇔⇔X1X1K1=X2=X2=K2 

 
Step 3: Where the implications in the leftward direction 

are exact but in the rightward implications are only 

with cryptographic confidence. This will be important 

later in the security analysis. For permanent storage, 

we will use an associative array with interface 

 

  

 

StoreRetrieve::{0,1}lB×{0,1}∗{0,1}lB→∅→{0,1}

∗ 

 Step 4: The convergent encryption store will have 

the interface 

 
PutGet::{0,1}∗{0,1}lB×{0,1}lA→{0,1}lB×{0,1}l

A→{0,1}∗ 

 

Step 5: The Put operation takes a piece of information 

and stores it encrypted in the associative array. It is 

implemented as 

 

Put(X)KX′H≕(H,K)=HA(X)=E(K,X)=HB(X′) 

Store(H,X′) 

 
Step 6: The Get operation is simply the inverse operation 

Get(H,K)X′X≕X=Retrieve(H)=D(K,X′) 

 

Step 7: The Get operation can optionally verify 

the integrity of the data by checking K=HA(X) 

and/or H=HA(X′).  

 

The later has an advantage we will show 

below. 

The implementation given above requires 

three passes through the data. The passes have 

data dependencies so they cannot be parallelized.  

It is possible to develop a two-pass system. The 

hash H of the output stream X′ can be calculated 

while the output stream is being produced. This 

is similar to authenticated encryption but differs 

in the use of a hash instead of a message 

authentication code. But it is not possible to 

construct a one-pass system that deduplicates 

and has at least the security of convergent 

encryption. 

In a one-pass system, the first couple of 

bytes cannot rely on all the remaining bytes. But 

this is necessary to have a key with the entropy 

of the entire file. 
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4.4 DEKEY 

Dekey is designed to efficiently and reliably maintain convergent keys. Its idea is to enable deduplication 

in convergent keys and distribute the convergent keys across multiple KM-CSPs. Instead of encrypting 

the convergent keys on a per-user basis, Dekey constructs secret shares on the original convergent keys 

(that are in plain) and distributes the shares across multiple KM-CSPs. If multiple users share the same 

block, they can access the same corresponding convergent key. This significantly reduces the storage 

overhead for convergent keys. In addition, this approach provides fault tolerance and allows the 

convergent keys to remain accessible even if any subset of KM- CSPs fails.   

 

5. CONCLUSIONS 

We propose Dekey, an efficient and reliable convergent key management scheme for secure 

deduplication. Dekey applies deduplication among convergent keys and distributes convergent key shares 

across multiple key servers, while preserving semantic security of convergent keys and confidentiality of 

outsourced data. We implement Dekey using the Ramp secret sharing scheme and demonstrate that it 

incurs small encoding/decoding overhead compared to the network transmission overhead in the regular 

upload/download operations. 

 

6. FUTURE ENHANCMENT 

Convergent encryption enables identical encrypted files to be recognized as identical, but there remains 

the problem of performing this identification across a large number of machines in a robust and 

decentralized manner. We solve this problem by storing file location and content information in a 

distributed data structure called a SALAD: a Self-Arranging, Lossy, Associative Database. For 

scalability, the file information is partitioned and dispersed among all machines in the system; and for 

fault-tolerance, each item of information is stored redundantly on multiple machines. Rather than using 

central coordination to orchestrate this partitioning, dispersal, and redundancy, SALAD employs simple 

statistical techniques, which have the unintended effect of making the database lossy. 
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