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Abstract— A Mobile Ad hoc network (MANET) is a self configurable network connected by wireless links. This type of network is 

only suitable for temporary communication links as it is infrastructure-less and has no centralized control. Maintaining integrity and 

security of network is a challenging task in this type of network due to dynamic topology and limited resources. The main aim of this 

chapter is to study various issues which affect the integrity and security of MANET. This contains various existing swarm based QoS 

aware routing protocols and also relevance of graph has been studied with respect to connectivity, scalability, routing, energy 

efficiency, topology control and security in MANET. Moreover, this chapter also studies how graph can be used to analyze, simulate 

the behavior of routing protocols for MANETs and also modeling of MANET. As “Big data” era has already begins and managing 

huge complex network becomes a necessity, this chapter studies graph theory along with nature inspired swarm intelligence and its 

future research directions. 

Keywords— Mobile ad hoc network, Integrity, Security, Quality of service, Swarm Intelligence, Graph, Routing. 

I. INTRODUCTION 

A wireless mobile ad hoc network (MANET) is a collection of mobile nodes having no pre-established infrastructure. In this 

type of network nodes having wireless interface, communicate with each other by radio wave and in a shared medium. Laptops, 

PDA‘s are that communicate with each other directly are some examples of mobile ad hoc networks. Nodes in the ad hoc 

network are often mobile but also consist of stationary nodes, such as access point to the internet. Ad hoc network uses no 

centralized control and his is to be sure that the whole network will not collapse just because of one not moves away from 

transmitting range of other nodes. Here the nodes should be able move freely. As the transmission range of each node is limited, 

so here communication occurs through multi-hop nodes. Every node willing to join in the ad hoc network must be able to 

participate in routing data packets. Thus, here nodes act as both hosts and router.  A router is an entity, which among the other 

things runs a routing protocol. A mobile host is simply an IP addressable host or entity. In Ad hoc networks are also able to 

handle the dynamic topology change and malfunctioning of nodes. If a link breakage occurs then effected nodes can easily able 

to find a new route in finite time. This will slightly increase the delay but the network will be still operational. Fig. 1 shows the 

simple wireless multi-hop ad hoc network with seven nodes. Here the dotted line represents the nodes which are in transmission 

range of each other. 

 Swarm Intelligence (SI) is an artificial intelligence technique based around on the study of collective behavior in 

decentralized, self-organized systems. The term ―swarm intelligence‖ was introduced by Beni & Wang in 1989, in the context 

of cellular robotic systems. SI systems are typically made up of a population of simple agents interacting locally with one 

another and also with their environment. Usually there is no centralized control structure dictating how the individual agents 

should behave, but local interactions between such agents often lead to the emergence of a global behavior. Examples of 

systems like this can be found in nature, including ant colonies, Intelligent Water Drop, bird flocking, bee swarming, animal 

herding, bacteria molding and fish schooling. 

 Many real world problems can be formulated in terms of graph by taking it as a mathematical tool such that solving the 

later problem can give a suitable solution to the former one. For instance, the psychologist Lewin proposed that the ―life space‖ 

of a person can be modeled by a planar graph, in which the faces represent the different environments [1]. As observed by D.E. 

Knuth [2], graph theoretical terminology and graph theorist are numerically comparable at this time. The field graph theory 

started its journey from the problem of Koinsberg bridge in 1735 [3]. For mathematical analysis, MANET is represented by a 

connected undirected graph. Let G (V, E) represents the mobile ad hoc network. Here ‗V‘ denotes the set of network nodes and 

‗E‘ denotes the set of bidirectional links. As graph can be used to model network mathematically, Author is concern about how 

graph theory can be used in the field of wireless mobile ad hoc network.  

The organization of the chapter is as follows: Section II depicts integrity of MANET. Section III of this chapter contains QoS 

provisioning in MANET. Section IV contains various swarm Intelligence techniques. Section V contains some related works on 

MANET routing algorithm based on swarm intelligence. In Section VI depicts MANET security and some related works on 

MANET security based on graph has been given in section VII. Section VIII contains concluding remarks and future direction. 
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Fig.1. Example of a multi-hop Ad hoc network 

 

II. INTEGRITY IN MOBILE AD HOC NETWORK 

Integrity of networking infrastructure is crucial in ensuring that the core network services are giving reliable and effective 

functionality. Network Integrity is defined as the ability of a network to provide the desired quality of services QoS to the 

services not only in normal (i.e. failure free) network conditions, but also when network congestion or network failure occurs [4, 

5]. So, broadly integrity can be defined as the ability of a network to retain its specified attributes in terms of performance and 

functionality.  

Integrity of MANET is very low due to rapid link or node failure and node mobility. Various graph parameters like 

connectivity, tenacity, integrity, toughness, binding number and more [6] are there to measure the vulnerability of 

communication networks. As main purpose of MANET is to exchange information between nodes without any interruption, 

connectivity of network plays a very important role. Attack or jamming can make some links or nodes fail which can destroy 

the connectivity of network. Clearly the network is more vulnerable or integrity is low if fewer link failures disconnect the 

network. There are various existing works related to connectivity of MANET. Some graph theoretic parameters like graph 

spanners [7], proximity graphs [8, 9, 10], connectivity index [11], spectral graph theory [12] has been used to study the 

connectivity issue. Next important issue regarding connectivity is scalability which is the study of network stability. Addition of 

nodes in the network due to node mobility may produce disconnected network. So, topology control is necessary. Various 

works based on graph partitioning, graph clustering, and graph evolution [12] has been proposed to provide topology control. 

Next issue is mobility model or network modeling. The mobility model is designed to describe the movement pattern of mobile 

users, and how their location, velocity and acceleration change over time. Mobility patterns play an important role in protocol 

performance. There exists various mobility models and the lists of them are given in fig 2. Details about the models can be 

found in [13, 14, 15]. 

Routing is the act of moving information across the network from source to destination. The communication occurs in single 

hop and multi-hop paths but in case of MANET routing is very difficult due to dynamic topology, limited resources, limited 

energy of nodes, different QoS requirements. Due to explosive growth of mobile devices, the user‘s desires for real time 

applications are increasing day by day providing the new challenges in the design of protocols for mobile ad hoc networks. 

Support for quality of service (QoS) like delay, bandwidth, energy, hop-count etc. are necessary to face the challenges and to 

enabling real time applications for Mobile Ad hoc network. In particular, it is important that the routing protocols incorporate 

the QoS metrics in route finding and maintenance to support the end-to-end QoS. Designing routing protocols with QoS 

provisioning can increase the connectivity of network as well as integrity of MANET. In next section swarm intelligence based 

QoS aware routing in MANET has been discussed. 
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Fig. 2. Graph based mobility models 

III. QUALITY OF SERVICE PROVISIONING IN MANET 

Quality of service is the set of service requirements made by the network during transmission of packets from source to 

destination. It is the performance level of a service offered by the network to the user. The goal of QoS provisioning is to 

achieve a more deterministic network behavior such that information carried out by the network can be better delivered and 

network resources can be better utilized. 

When the user receives a service request, the first task is to find a suitable loop-free path from the source to the destination 

that will have the necessary resources available to meet the QoS requirements of the desired service. This process is known as 

QoS routing. After finding a suitable path, a resource reservation protocol is employed to reserve necessary resources along that 

path. QoS guarantees can be provided only with appropriate resource reservation techniques. In Fig.3, the attributes of each link 

are shown in a tuple <BW, D>, where BW and D represent available bandwidth and delay of the link. 

Suppose a packet-flow from node A to node G requires a bandwidth guarantee of 4 Mbps. QoS routing searches for a path 

that has sufficient bandwidth to meet the bandwidth requirement of the flow. Here, 6 paths are available between nodes A and G. 

QoS routing selects path A-> B->C->F->G, because, out of the available paths, this path only meets the bandwidth constraint of 

4 Mbps for the flow. The end-to-end bandwidth of a path is equal to the bandwidth of the bottleneck link (i.e., link having 

minimum bandwidth among all the links of a path). The end-to-end delay of a path is equal to the sum of delays of all the links 

of a path. Clearly the above path is not optimal in terms of hop count or end-to-end delay parameters. Hence, QoS routing has to 

select a suitable path that meets the QoS constraints specified in the service request made by the user. 

 

 
 

Fig.3. An example of QoS routing in Ad hoc network 

Mobility Models 
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IV. QUALITY OF SERVICE METRICS 

For multimedia and real time applications QoS plays a very important role. The demand of quality of services (QoS) of 

network has been increased with the growth of internet and real time, multimedia applications. Along with this demand of QoS-

aware routing is also increased in case of mobile ad hoc networks. The aim of QoS-aware routing strategy is to compute paths 

suitable for different type of traffic generated by various applications by maximizing the network resources utility. But finding 

multi-constrained path has high computational complexity. Thus it is necessary to build some routing algorithms that will take 

care of these difficulties. The topology information can be maintained at the nodes for successful QoS routing operation. But, 

by sending link state update message the topology information needs to be refreshed frequently, otherwise the dynamically 

varying network topology may cause the topology information to become imprecise. This procedure consumes precious 

network resources such as bandwidth, battery power etc. These trade off affects the QoS routing protocol. QoS-aware routing 

has some major objectives. They are:-i) finding path from source to destination satisfying user‘s requirement. ii) network 

resource usage optimization and iii) re-computing the valid path quickly in case of path break or link failure or any unwanted 

scenario (e.g. congestion), without degrading the throughput of network. As the search space changes over time, QoS routing in 

MANET is a dynamic optimization problem. The routing policy is defined as the rule that specifies what node to take next at 

each decision node to reach the destination node. As in case of MANET network topology changes dynamically and randomly, 

traditional routing techniques such as distance-vector and link-state algorithms that are used in fixed networks, cannot be 

directly applied to mobile Ad hoc networks. Centralized algorithms have scalability problems, static algorithms have trouble 

keeping up-to-date with network changes, and other distributed and dynamic algorithms have oscillations and stability problems. 

So in this scenario swarm intelligence based routing algorithm is mostly suitable. 

 To achieve the better efficiency some attributes called end-to-end performance, such as delay, bandwidth, probability 

of packet loss, energy and jitter are necessary to taken into account for routing in MANET and uninterrupted communication 

between source and the destination. These are called QoS metrics. Fig. 4 lists many of the metrics commonly employed by 

routing protocols for path evaluation and path selection in order to improve QoS or to meet the specific requirements of 

application data sessions. 

 

 

Fig. 4. QoS Metrics 

 

Theorem 1: Finding a path through a graph satisfying multiple constraints is NP-Complete [16]. 

 

      In case of QoS aware routing main aim is to find a path through a network (modeled as graph) satisfying multiple QoS 

constraints. From Theorem 1 it can be concluded that, the problem also NP-Complete.   
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A. QOS SUPPORT IN MANETS ISSUES AND DIFFICULTIES 

There are many difficulties with MANET QoS-aware routing. These issues are itemized as follows. 

i. Unpredictable and Unreliable wireless channel: MANET is unpredictable as well as unreliable. Here packet collision can 

occur. Signal can be fade, interference can occur and multipath cancellation may exits. This makes the measurements of 

delay, bandwidth unpredictable. A node in the path may malicious in MANET. Finding malicious nodes in the MANET is 

very difficult problem. So MANET is also unreliable. 

ii. Lack of centralized control: The ad-hoc network can be formed spontaneously at anywhere any time and the topology can 

be change dynamically. For this, it has no centralized control mechanism. It operates in completely distributed manner. It 

increases the algorithm‘s overhead and complexity as QoS requirements have to be considered for the real time and 

multimedia applications. 

iii. Node mobility: Node mobility creates dynamic topology. When two nodes come in their transmission range, then the link 

forms. Again, when they move out of range the link is broken. So, the nodes move independently and randomly and the 

topology information is not fixed. So, the topology has limited lifetime. It must be updated frequently to allow the proper 

delivery of data packets to the destination. 

iv. Heterogeneous nature of MANET: The data rate of links in MANET is not same. So, congestion can be occurs with limited 

number of resources and throughput via a given route depending on the minimum data rate of the links. If a node with high 

data rate forwards more traffic to a node with low data rate, then there is chance of collision, which leads to queuing delay 

in routers. So, hop by hop congestion control is necessary. 

v. Channel contention: The nodes in the MANET communicate with each other in a common or shared channel. So, there 

exists a contention or interference problem. So, this problem has to take care of. 

vi. Limited battery life: Mobile devices have finite battery sources. So, the QoS routing must consider the battery power and 

the rate of battery consumption as a QoS constrain and all the QoS routing must be power-aware and power-efficient. 

vii. Hidden and Exposed Terminal Problems: In MAC layer with Carrier Sense Multiple Access (CSMA), multi-hop routing 

introduces the problem of hidden and exposed terminal. In hidden terminal problem if node1 and node2 are out of range of 

each other, signal of two nodes can collide at a common receiver node3. With the same configuration the exposed terminal 

problem is, node2 attempts to transmit data (to someone other than node1 or node3), while node3 transmitting to node1. So, 

in that case node2 is exposed to the transmission range of node3 and thus defers in transmission even though it does not 

interfere with the reception of node1. This also introduces bandwidth reservation problem.  

viii. Route maintenance: As node moves more frequently due to the node mobility, the link in the MANET can break any time. 

So, at that time route maintenance is necessary for reconstruction of a path to the destination with minimal delay and 

overhead and which satisfies the minimum requirements. So, with the changes in the topology the intermediate nodes also 

changes and new path created. 

ix. Security: Security is very important attribute in case of MANET. Without security many unauthorized access can be occur 

and may violate QoS negotiation. Flooding in MANET mainly introduces problem of security. So a security-aware routing 

algorithm is needed for MANET.   

B. Swarm Intelligent Techniques 

In this dissertation mainly QoS aware routing in MANET is done basically considering two popular swarm intelligent 

techniques. (a) Ant Colony Optimization (b) Intelligent Water Drop (IWD). These techniques are depicted below. 

 

Ant Colony Optimization 

 

Ant colony provides a number of advantages [17] due to the use of mobile agents and stigmergy (a form of indirect 

communication used by ants in nature to coordinate their problem-solving activities). It provides scalability, i.e. the population 

of the agents can be adapted according to the network size. It is Fault tolerant, i.e. it does not rely on a centralized control 

mechanism. Therefore, loss of a few nodes of links does not result in catastrophic failure. Besides this, it provides adaptation, 

where agents can change, die or reproduce according to the network changes. Speed is achieved, because change in network can 

be propagated very fast. Agent acts independently of other network layers, so it gives modularity. Also, little or no human 

supervision is required. So it provides Autonomy. Lastly, it provides parallelism, i.e. agents operate inherently in parallel. These 

properties make Ant Colony very attractive for MANET. However, one of the biggest difficulties with ant colony algorithms 

applied in network routing area is that multiple constraints often make the routing problem intractable [18].  

The ant colony optimization (ACO) meta-heuristic is a generic problem representation and it is based on the behavior of ants. 

It adopts real ant‘s foraging behavior. Ants initially start random walk when multiple paths exist between nests to food. They 

lay a chemical substance called pheromone during their food searching trip as well as their return trip to the nest. Pheromone 

serves as route mark, which the ants follow. Newer ants will take that path which has higher pheromone concentration and also 

the pheromone concentration of that path will increase by the time. This is an autocatalytic effect and this helps the solution to 

be emerging quickly [17]. 
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Pi,j = 

Some properties characterizes ACO instances for routing problems, they are 

In a network where the topology changes dynamically, highly adaptive routing is necessary. Also, in the network without any 

centralized control, due to node mobility the link can be broken any time and the communication may be lost. If multiple paths 

exist between source and the destination, one path lost cannot effect the communication, because anyone of the existing paths 

can be used for routing. ACO provides both the traffic-adaptive and the multipath routing. 

It is necessary to choose a path for routing which satisfies both the required constraints for routing, for this some previous 

information are needed and based on the newer and the previous information the path is chosen. In ACO, both the passive and 

active information are gathered and monitored.   

ACO uses the stochastic components for routing. 

ACO does not allow local search estimates to have global impact for the required solution. In ACO no routing information 

have to transmitted to neighbor or all the nodes. 

ACO does not set paths like other greedy shortest path schemes, at the time of path set up it also taken care of load balancing. 

So, it taken care of the link quality also.   

Another important aspect is parameter setting. It is done by ACO in less sensitive way [17]. 

Figure 5 illustrates the behavior of ants. A set of ants moves along a straight line from their nest S to a food source D (Figure 

5a). At a given moment, an obstacle is put across this way so that side (A) is longer than side (B) (Figure 5b). Now, the ants 

have to decide which direction they will take: either A or B. The first ones will choose a random direction and will deposit 

pheromone along their way. The ants taking the way SBD (or DBS), will arrive at the end of the obstacle (depositing more 

pheromone on their way) before those that take the way SAD (or DAS). So, pheromone intensity of route SBD becomes greater 

than that of route SAD. So, the ants choose the path SBD (Figure 5c). The ants will then find the shortest way between their 

nest and the food source.    

 

                                                               
                                                                          (a)               (b)                   (c) 

 

Fig.5. Behavior of ants for searching the food from S to D 

In most cases, an artificial ant will deposit a quantity of pheromone represented by Δτi,j only after completing their route and 

not  in an incremental way during their advancement. This quantity of pheromone is a function of the found route quality.   

Pheromone is a volatile substance. An ant changes the amount of pheromone on the path ( i, j) when moving from node  i  to 

node j  as follows:  

    τi,j = σ.τi,j + Δτ i,j       (4.1) 

 

Where σ is the pheromone evaporation factor. It must be lower than 1 to avoid pheromone accumulation and premature 

convergence.  

At one point i , an ant chooses the point  j  (i.e. to follow the path ( i, j)) according to the following probability: 

  

                                         (4.2) 

Where,  

τi,j: is the pheromone intensity on path ( i, j).  

ηi,j: is the ant‘s visibility field on path ( i, j)(an ant assumes that there is food at the end of this path).  

α and β : are the parameters which control the relative importance of the pheromone intensity compared to ant‘s visibility 

field.  

C: represents the set of possible paths starting from point i (( i,k ) is a path of C). 

Like real pheromone the artifitial pheromone decreases over time for fast convergence of pheromone on the edges. This 

happen in ACO according to the following formula: 

  τi,j = (1-q). τi,j                          q (0,1]  (4.3)  
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The ACO meta-heuristic: Procedure 

ACOmetaheuristic 

ScheduleActivities 

ManageAntsActivity() 

EvaporatePheromone() 

DaemonActions()  {Optional} 

end ScheduleActivities 
end ACOmetaheuristic 

 

Fig. 6. The ACOmetaheuristic pseudo-code. Comments are enclosed in braces. The procedure DaemonActions() is optional and refers to centralized actions 

executed by a daemon possessing global knowledge. 

At each iteration a number of solutions are constructed by the ants. They move by applying a stochastic local search policy 

that makes use of pheromone trails and heuristic information. By moving, ants incrementally build solutions to the optimization 

problem. Once an ant has built the solution, the ants evaluate the (partial) solution and deposits pheromone trails on the 

components and connection it used. This pheromone information will direct the search of the future ants. 

Besides ants‘ activity, an ACO algorithm includes two procedures: pheromone trail evaporation and deamon action (this last 

component being optional). 

Pheromone evaporation is the process by means of which the pheromone trail intensity on the components decreases over 

time. From a practical point of view, pheromone evaporation is needed to avoid a too rapid convergence of the algorithm 

towards a sub-optimal region. 

Deamon actions can be used to implement centralized actions which cannot be performed by single ants. A practical example 

is, the deamon can observe the path found by each ant in the colony and choose to deposit extra pheromone on the components 

used by the ant that built the best solution. Pheromone updates performed by the deamon are call off-line pheromone updates. 

In Fig. 6, the ACOmetaheuristic behaviors described in pseudo-code. The main procedure of the ACOmetaheuristic manages 

via the ScheduleActivities construct, the scheduling of the three above discussed components of ACO algorithms: (i) 

managementofants‘activity, (ii) pheromoneevaporation, and (iii) daemonactions. The ScheduleActivities construct does not 

specify how these three activities are scheduled and synchronized. 

MANET Routing Using ACO 

MANET routing is a difficult problem because the network topology and the traffic load may vary time to time. So, the 

distributed nature of ACO algorithms can be matched with the multi agent nature of ACO algorithms. The MANET can be 

represented as the construction graph where the vertices represented as a set of routers and the links corresponds to the 

connectivity of routers in the network. Now, QoS-aware routing problem is to find the path that satisfies the minimum QoS 

requirements and it can be done easily with the ant algorithms.  

 

Procedure ACOmetaheuristicMANET 

ScheduleActivities 

Route discovery phase () 

Route maintenance phase () 

Route failure handling () 

end ScheduleActivities 
end ACOmetaheuristicMANET 

 

Fig. 7. The ACOmetaheuristicMANET pseudo-code. 

From Fig. 7, ACO has three phases. They are described below: 

  

Route discovery phase 

 

In this phase, feasible multiple paths between source and the destination are established. In the first step, source discovers its 

neighbors with periodic HELLO message. Each node contains routing tables with probabilities; this indicates the probability the 

neighbors of forwarding a packet to a given destination. A Forward Ant (FANT) is generated by the source and flooded towards 

the neighbors. If an intermediate node has the path to the destination or the node which is destination itself, generate a 

Backward Ant (BANT) and this ants follows the path of their respective FANT, but in reverse direction and routing table of 

each node is updated when BANT is received. In this way the path towards the destination is established. The algorithm uses 

sequence numbers to avoid duplicate packets. Only the sequence number which is greater than the previous, is taken into 

account, otherwise it is dropped [19]. 
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Fig. 8. Route discovery phase (a) A FANT (F) is sent from source (s) to destination (D). (b)  Destination sent BANT (B) to the source. (c)  Route established 

between source and the destination to forward data packets. 

 

Route Maintenance Phase 

 

This phase improves the route during communication. In this phase subsequent data packets are used to maintain the path. 

When data packets choose the next node, the pheromone value for the destination on the link increases and when a node get 

data packet, it increases pheromone value of that link for source node. Pheromone evaporation process is going on with the 

links which is less used by the ants; otherwise there may be some invalid paths [20]. 

Route failure handling 

This phase is responsible for generating alternating routes at the time of route failure. Due to node mobility the 

communication link can be break any time. In that case the node which have the path to destination and whose link with the 

destination is broken, at first buffer all the received packets then starts a local repair procedure for finding alternative route and 

at the same time a notification ant is sent to the source to let it know about the changes in route. If such path found it delivers all 

the buffered packets to the destination. All the intermediate nodes update their routing table when notification ant received. The 

source will replace path information according to the notification ant and communication continues with that path. If such path 

does not found then error ant will be sent to the source and after receiving the error ant , if source still wants to communicate 

with that destination, it initiate the route discovery phase again to find a new route to that destination [21]. This algorithm 

maintains the optimal paths, so if one path fails the next best path can choose for routing. So, network never breaks down due to 

failure of the link. 

 

Intelligent Water Drops (IWD) 

 

The IWD algorithm was first introduced by Shah-Hosseini in 2007.The IWD [22] possesses same functionality as natural 

water drops flows in the beds of rivers. This intelligent water drop, IWD for short has two important properties:  

The amount of soil it carries, soil (IWD). 

The velocity it possesses, velocity (IWD).  

For each IWD, both property values (i.e. soil (IWD), velocity (IWD)) values may change as the IWD flows in the 

environment.   

It is assumed that the environment where the IWD flows is discrete. The environment is represented by a graph (N, E), where 

N is the number of nodes and E is the number of edges in the graph. Every node in the network is linked by an edge which 

holds an amount of soil. Based on the conditions of the IWD flowing in the network, the soil of each edge may be increased or 

decreased. 

Suppose, an IWD is in node S at time t and it wants to move to the next node K in the network. The amount of soil on the 

edge between these nodes denoted by soil (S, K) used for updating the velocity of IWD denoted by:  

  (4.4) 
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Here,    is the nonlinearly proportionality. One  possible  formula, according  to [10] is  given in eq. (4.2) in which  the  

velocity  of  the  IWD  denoted  by is updated by the amount of soil, soil(S, K), between the two locations S and K: 

  vel 
IWD_Req 

(t+1)
  
 = vel 

IWD_Req 
(t) + 

  
(4.5)

 
 

Here, av, bv, cv and α are constant velocity updating parameters that are set for a given problem. The updated velocity  of  the  

IWD, vel
IWD

(t+1) after  reaching  node j will be  equivalent to vel
IWD

(t) + vel
IWD

(t). 

The amount of soil carried by IWD, soil (IWD) is increased over time by removing some soil from the path joining nodes S 

and K. The amount of amount of soil added to IWD,  (IWD) and the soil removed from the path,  (S, K) is 

inversely and nonlinearly proportional to time needed for IWD to travel from S to K, time (S, K; IWD). 

  (IWD) =  (S, K)  (4.6) 

According to [10] time (S, K; vel
IWD

) is the time taken for the IWD with velocity vel
IWD

 to move from node S to K,  (S, 

K) is the soil added to the IWD. 

 Soil (S, K) = 
    

(4.7)
 

Here as, bs, cs and  are user-selected positive parameters. 

The time duration for the IWD is calculated by the simple laws of physics for nonlinear motion. So, the time taken for the 

IWD to move from node S to K is inversely proportional to the velocity of IWD, velocity (IWD) as well as distance between 

two positions, d(S, K). 

     (4.8) 

One example according to [10] is given in equation below with which the time taken for the IWD to move from S to K with 

 can be calculated. 

 time (S, K; IWD) =     (4.9) 

Here, HUD (.,.) is the local heuristic function defined for a given problem and it is used to measure undesirability of an IWD 

to move from one location to another location.   

So, the amount of soil that has been removed from the path by the IWDs is totally dependent on the velocity of moving IWD. 

Velocity is inversely proportional to the time taken to travel. Thus, the amount of soil removed is inversely proportional to the 

time IWD needs to pass from one node to another node. So, fast IWD will pick up more soil than the slower one. 

Soil removed from the visited path between node S and K. The updated soil (S, K), is proportional to the amount of soil on 

the path joining S to K. Soil (S, K) = Soil (IWD), specifically 

   Soil (S, K)  Soil (IWD)   (4.10) 

According to [10], the updated soil on the path between S to K can be denoted by the following formula: 

  Soil (S, K) = Soil (S, K) - Soil (S, K) (4.11) 

Where and  are offer positive numbers between zero and one. In [22] = 1- . 

The soil of the IWD denoted by soil (IWD) is represented by: 

 Soil 
IWD 

= Soil 
IWD 

+ Soil (S, K).   (4.12) 

 

V. EXISTING SWARM INTELLIGENCE BASED ROUTING ALGORITHMS 

Swarm intelligence is defined as the collective behavior of decentralized and self organized group. Here simple agents 

interact with the environment (called stigmergy) and between each other. The agents follow simple routes and possess 

themselves limited capabilities. They don‘t follow the centralized control for each individual and interact locally and randomly 

with each other. In global point of view, their collective behavior emerges towards an intelligent routing. The nature of swarms 

highly resembles the mobile ad hoc networks and thus the ideas from them are used to design many intelligent routing 

algorithms. There are many swarm based routing algorithms exists. Some of them are described briefly.  

D. Sensarma et al. proposed AMTR: The Ant based QoS aware Multipath Temporally Ordered Routing Algorithm for 

MANETs [23] which is a QoS aware multipath on-demand routing algorithm. The advantage of AMTR is that, it supports 

energy efficient multipath routing and as well as takes care of the QoS constraints-delay, bandwidth, energy and drain rate 

which is very essential for multimedia applications. It is an adaptive routing algorithm. So, it is suitable for the network where 

node mobility is higher and no centralized control exists. It takes the advantages of both TORA and Ant Colony Optimization 

International Journal of Scientific Research and Review

Volume 8, Issue 6, 2019

ISSN NO: 2279-543X

Page No: 484



technique. It is a distributed routing algorithm and each router works autonomously and in ACO no routing table is transmitted 

to neighbor or all other nodes. So, this decreases the routing overhead. The other advantages are i) This algorithm finds multiple 

paths between source and the destination. Again, ACO always not find shortest path rather at the time of path set up it also 

taken care of the QoS requirements and for this, link quality is improved. Besides this, if multiple paths exits and as, ant store 

paths which satisfies the QoS requirements, losing any one path cannot effect the communication, which is very necessary for 

the real time and multimedia communication. Use of multi path routing also increases the packet delivery ratio, decreases the 

packet loss rate. It also utilizes the bandwidth properly and for this, throughput and network stability or lifetime increase. ii) 

AMTR‘s design is aimed at minimizing the aggregate bandwidth by minimizing the control packets. It also minimizes the 

communication overhead by localizing algorithmic reaction to topological changes. Especially in case of link failure, the 

number of nodes that must participate in the reaction is minimized in comparison with the other routing algorithms. In the first 

phase of route maintenance of AMTR, if link failure occurs and that time a downstream link exists then only the route with 

valid QoS requirements are selected for routing. So, it minimizes the number of control packets and available bandwidth 

utilized properly. iii) This algorithm performs better in case of dense network. Because, in that case more number of paths are 

generated and stored in then cache, which also increases reliability by increasing packet delivery ratio. iv) Here, QoS constraints 

energy of individual nodes and the drain rate of each node are taken into account. Hence, nodes which satisfy the minimum 

energy requirements participate in the routing. It decreases the packet loss and obviously network becomes more stable. v) It is 

a loop free routing, which reduces the end to end delay and packet loss. Packet delivery ratio automatically increases and so as 

the throughput. 

Next, D. Sensarma et al. proposed another routing algorithm namely HAQR: The Hierarchical Ant Based QoS Aware on-

demand Routing for MANETs [24] where clustering technique is used to organize mobile nodes in small cluster to provide a 

hierarchical network structure of heterogeneous mobile nodes in MANET. This algorithm takes advantages of Ant Colony 

Optimization (ACO). It uses ACO technique for selecting cluster heads. Also intra-cluster routing is done by ACO. It also 

provides QoS provisioning in each level of hierarchy for efficient and scalable QoS aware route discovery and maintenance. 

This proposed routing scheme decreases the overhead and improves the overall performance of MANET. It is a hierarchical Ant 

based routing algorithm. It is suitable for the heterogeneous network where nods have difference transmission power and 

different characteristics and with no centralized control. It takes the advantages of both clustering and Ant Colony Optimization 

technique. Here three level hierarchical structures are used. Algorithm requires less flooding. In case of intra and inter cluster 

routing flooding is required only one time to find a route to the desired destination. Besides this, for communication with the 

node which is not in the same cluster, control packets only propagate to limited number of clusters. So, here selective flooding 

is and flooding whole network is not necessary for find route with satisfying QoS constraints. It reduces the control overhead as 

well as routing overhead. As, information of whole network is not required for routing, routing information to be stored in the 

routing table is less and in this reason, routing table size is small which reduces the overhead of router. Also, number of routing 

packets is very less which leads to low congestion and normalized routing load. Low congestion increases packet delivery ratio 

which also increases network throughput and routing becomes more efficient. As here three layers are based on node‘s 

transmission power and nature of the node, communication between the nodes which is in different region is become easy. 

Source node of different region can be connected with a destination node of different region through the level-1 and level-2 

cluster heads. So, less number of flooding is required and also congestion, routing overhead decreases. Also, intra cluster 

routing or routing in same region is very fast, because route discovery with QoS requirements initiated only one time, which 

increases throughput and is very efficient for real time communication. Here cluster heads are selected based upon the node 

connectivity, node mobility, battery power and distance factor to provide a stable network which helps in increase of routing 

stability among heterogeneous nature of nodes. It is very essential for real time applications. Besides this, scalability also 

increased. As, every time route discovery is not initiated with increasing number of nodes. Only when node with greater power 

comes or weight value of a cluster head in a cluster becomes lower than the specified threshold, that time a new cluster head 

selection procedure started. Here Ant colony optimization is used, so no routing table is transmitted to neighbors. Thus it 

decreases the routing overhead. Here, in route discovery phase both intra cluster and inter cluster routing is considered with the 

QoS metrics: delay, bandwidth, energy, link expiration time and hop count. So, it is a power aware routing. Here, also 

maintenance is each layer is considered separately to provide better network throughput. 

IWDRA: An Intelligent Water Drop based QoS-aware Routing Algorithm for MANETs [25] has been proposed by D. 

Sensarma et.al.  which is a new QoS aware routing protocol based on the dynamic of river systems, actions and reactions which 

occurs among the water drops in river. The natural water drops are used to develop Intelligent Water Drop (IWD) and a better 

solution of the problem is reached with the cooperation of each IWDs. This algorithm is mainly a population-based constructive 

optimization algorithm. Here, each packet has the IWD properties and it takes the QoS metrics energy, buffer space to increase 

the network stability and packet delivery rate respectively. Besides this, delay, bandwidth is also considered to reduce the end to 

end delay and utilize the link capacity properly. The main feature of IWD is its velocity. The link which has better quality, the 

IWD packet of travelling through that link will gain more velocity than the other IWDs and will reach its goal faster than other 

IWDs. This helps in quick convergence to the better solution. Thus this protocol can find better route in less amount of time. 

Also, here an efficient route failure management technique is used to increase network throughput and lifetime of network 
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which is very important for real time and multimedia applications. This is an adaptive routing algorithm and suitable for the 

network where mobility is high. Furthermore, this algorithm finds multiple paths from source to destination which will satisfy 

QoS constraints delay, bandwidth, energy, buffer space and hop count. Here, energy and buffer space of individual nodes are 

considered as QoS metrics which will increase the network lifetime and packet delivery rate respectively. In this routing if a 

node does not satisfies the QoS constraints, then IWD_Rep packet is not forwarded further and thus it reduces the number of 

control packets that helps to utilize the bandwidth properly. Also power utilized properly. The best feature of IWD is its 

velocity. The convergence of optimal path with satisfying QoS constraints can be found in finite and less amount of time as the 

velocity of IWD of the path with better path preference probability will be high and it will reach faster to the source node by 

making quick convergence to the better route. The problem of stale cache does not exists because all routes status in the cache 

are updated time to time, so not invalid and unexpired route can exists in the node cache. In this routing, IWD_Update packet is 

used to continuous monitoring the quality of the active route an whenever a change occur it can detect quickly. If the quality is 

degrading it can use another path with next better path preference probability for routing which will reduce the packet loss 

rate.When route failure occurs the IWD_Update packet will not reach to the source node in time and the timer expires, so 

quickly the source node can select another better path for routing without waiting for the Error packet. It increases network 

lifetime and packet delivery rate as well as throughput of the network. In this algorithm route failure is handled with respect to 

nodal mobility and link break between two nodes. Thus, it increases packet delivery rate and throughput of network.  It  is a loop 

free routing. Here end to end delay, packet loss rate decreases and throughput of the network increases. 

Next, Ant Colony Based QoS Routing Algorithm for Mobile Ad Hoc Networks [26] is an on-demand QoS routing algorithm 

proposed by P.Deepalakshmi et al. This algorithm is highly adaptive in nature and mainly reduces the end to end delay in high 

mobility cases. This is a good routing scheme when node mobility is high. Here in route discovery the minimum QoS 

requirements in terms of bandwidth, delay and hop count are considered. But the other QoS constraints i.e. other network layer 

or link layer metrics like energy, jitter, link stability etc. are not considered here.  

Next, an Ant Colony-based Multi Objective Quality of Service Routing for Mobile Ad hoc Networks [27] proposed by P. 

Deepalakshmi et al. is an ant-based multi-objective on-demand QoS routing algorithm for mobile ad hoc network. Here, Link 

failure is detected quickly as node uses updated view of the network with positive and negative feedback. As it is a multi-path 

routing algorithm, therefore, it supports node mobility in a better way. The main drawback of this approach is, at the time of 

route discovery, it only considers delay, throughput and jitter as the QoS metrics but other network layer or MAC layer metrics 

are not considered for achieving more stable route and high throughput.   

Next, S. Kanan et al. proposed Ant Colony Optimization for Routing in Mobile Ad-Hoc Networks [28] which is a multi 

agent ant based routing algorithm for MANET. This is a new technique increases the connectivity of the nodes during high node 

mobility and for this the QoS constraints like delay is decreased and packet delivery ratio (PDR) is increased. It mainly focuses 

on the node mobility by only supporting QoS requirements like delay, PDR etc. which is not sufficient for multimedia 

application. Other network and link layer metrics have to be considered. There are various other issues. This algorithm uses 

both proactive and reactive routing. Paths are monitored always, so the overhead is increased in routing. It does not take into 

account the heterogeneous MANET behavior, where the data rate of each link can be different, so flow control is necessary, 

which is not noticed here. Consequently, there is a lack of Congestion control. Moreover, in MAC layer as nodes communicate 

through the shared medium; hence, there is a chance of collision, contention and interference. These problems are not taken into 

account in this algorithm. Furthermore admission control is not tackled properly for better throughput and efficiency. 

S.B.Wankhade et al. proposed an on-demand routing algorithm, Route Failure Management Technique for Ant Based 

Routing in MANET [29]. This algorithm is inspired by the ant colony routing algorithm. Route failure management is the main 

key of this algorithm. Authors have shown that it has good maintenance scheme and it supports good packet delivery ratio (PDR) 

with less packet drop and delay. In this technique, at the time of route discovery, only delay, bandwidth, hop count, PDR are 

taken into account but other network layer metrics or link layer metrics like throughput, jitter,  node buffer size etc. are not 

taken into consideration. Here, in route updation phase, multiple routes are found and in maintenance phase, fuzzy logic is used 

to find Link Stability Coefficient. So, a small overhead is involved with route updation in some time interval. Furthermore, here 

flow control is not handled explicitly, so when source generates HANT it does not takes into account the data rate of the link in 

heterogeneous MANET. Packet collision and channel interference also are not considered. The computation of fuzzy logic in 

the node may cause premature death to the nodes due to the limited energy of the nodes. For real time and multimedia 

communication only improvement of packet delivery ratio is not sufficient, because end to end delay, processing delay at each 

node and also other QoS constraints affects the throughput. A detailed literature survey on ant based QoS aware routing and 

their comparative analysis in MANET can be found in our previous work [17].  

Next, Wedde et al. proposed a new routing scheme BeeAdHoc: an energy efficient routing algorithm for mobile ad hoc 

networks inspired by bee behavior [30]. This is an energy efficient routing algorithm and concept is taken from the foraging 

principles of honey bees. It is a reactive routing algorithm and mainly utilizes two types of agents- scouts and foragers for 

routing in MANET. This is a multipath routing algorithm which helps in effective load balancing and less congestion in the 

network. Moreover according to the authors this protocol consumes less energy compared to DSR, AODV and DSDV routing 

because it utilizes less control packets.  
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Another bee inspired routing protocol is QoSBeeManet: A new QoS multipath routing protocol for mobile ad-hoc networks 

[31] proposed by S. Bitam et al. This algorithm is based on autonomic bee communication principle. Stochastic broadcast of 

scout packet is used to reduce the network congestion. Here, source node evaluates all discovered path for fairly distribution of 

data packets through the path. Authors show that QoSBeeManet has improved average bandwidth and end-to-end delay 

compared to DSR and AODV routing protocol.  

 Sharvani GS et al. proposed Adaptive Routing Algorithm for MANETs: TERMITE [32]. It is an adaptive, distributed, 

mobile agent based algorithm which was inspired by recent ant colony metaphor. In this algorithm a group of mobile agents 

called artificial termites build paths between pair of nodes. Here, the networks concurrently and information is exchanged to 

update the routing table. It also provides better load balancing as it is a multipath routing. 

VI.  MOBILE AD-HOC NETWORK SECURITY 

MANET has no fixed infrastructure and centralized administration. So, node can join and leave network dynamically. As, 

nodes are interconnected through wireless links, it is more susceptible to various link attacks as compared to wired network. 

The basic requirements of a protocol to be secured are confidentiality, integrity, authenticity, availability [33, 34]. There are 

various solutions to achieve the above requirements for wired networks. But, unfortunately the security solutions for wired 

network does not work for MANET. Here, transmission take place in open medium and the mobile nodes dynamically 

establishes the path which makes MANETs more vulnerable to security attacks. So, there is wide variety of weaknesses and 

attacker targets these weaknesses.    

 The successful routing depends completely on the collaboration and trust between the mobile nodes. Various trust 

based protocols, zero knowledge based authentication protocols and other security protocols based on graph exits which are 

depicted in section. 

C. Vulnerabilities of MANET 

i. In MANETs, node can join and leave the network dynamically and move independently. This increase the probability of 

malicious node attack. 

ii. Nodes communicate with each other via wireless links. As the bandwidths of these links are less as compared to wired 

networks link attacks are easier in these types of networks. 

iii. Resource availability is very limited in this type of networks. Various new security schemes and architecture needed to 

cope with the malicious attacks which are not possible for the limited resources. Attackers take advantages of this weakness. 

iv. In MANETs, all routing protocols are designed based on cooperativeness of the nodes. So, any time a node can become 

malicious and can disrupt the network operation by changing the routing information. 

v. As there is no centralized infrastructure, detection and prevention of attacks and threats may not be possible due to lack of 

monitoring of the highly dynamic environment. This impedes trust management for nodes. 

vi. Scalability is a major issue for ad-hoc network security. As any number of nodes can join and leave dynamically in these 

types of network. Security mechanism of decentralized network may not be able to cope with the handle the malicious 

nodes of large network every time. 

vii. Sometimes anonymity of network may not be maintained in these types of network which can increase the vulnerability of 

network. 

 

D. Attackers and Attacks in MANET 

 

There are various types of attackers present in MANET. They are depicted in fig. 9 taken from [35]. 

 

The attacks [35] in MANET can be divided into two major types i.e. internal attack which is directly leads to the attacks on 

nodes present in the networks and links. This type of attacks broadcast wrong routing information to other nodes. It is also very 

difficult to detect because it is done by most trusted nodes in the network and also difficult to identify the malicious nodes. The 

other attacks are external attack. In this type of attack external nodes creates congestion, denial of services (DoS) and generates 

wrong routing information. The detailed classification of MANET attacks are given in fig. 10. 
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Fig.9. Attackers in MANET 

   

 

Fig.10. Attacks in MANET 

VII. RELATED WORKS ON SECURITY BASED ON GRAPHS 

 This section depicts some graph based security solution to protect the attacks in MANETs in a nutshell. In [36] authors 

proposed a scheme called graph based wormhole attack detection in MANET.  This protocol allows a node to check whether a 

presumed shortest path contains a wormhole tunnel or not. Checking depends on the fact that length of the paths reduced which 

passes through wormhole tunnel. Next, in [37] authors proposed a public key management scheme using the well known web-

of-trust or trust graph model for MANET. This work is based on binary tree formation of network‘s nodes. Authors also 

compare their scheme with other related works and their protocol maintains a fair balancing between security and performance 

of the network. In [38] authors proposed a novel method that has been focused on detection and prevention of Denial of Service 

(DoS) attack using trust based mechanism which is based on the graph theory. The trust value is obtained based on the 

behaviors and activity information of each node to secure the routing protocol because it has a better performance rather than 
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cryptography method. Result shows that the protocol is able to protest the network from DoS attack and a secured transmission 

can be done. Authors of [39] proposed an efficient trust based scheme for secure and Qos routing in MANET considering the 

fact that most of the mechanisms are effective for a particular kind of attacks, they are unable to take into account the QoS 

during MANET routing. The approach combines social and Qos trust, discovers path in the graph by selecting forwarding nodes 

based on packet forwarding behavior as well as capability in terms of QoS parameters like residual energy, channel quality, link 

quality etc.. In [40] authors proposed a mechanism to detect black hole attack in tactical MANETs using topology graph. This 

protocol triggers an alarm if the plausibility check fails or detects false routing information. The motivation of next mechanisms 

is to find trustworthy users in MANET without involving any third party. To cope with this various graph based zero knowledge 

proof [41] method exists. In [42] authors proposed several approaches that are formulated into zero knowledge proof system 

and there characteristics are examined. The approaches depends on the following NP-Complete and NP-Hard graph problems 

like- sub-graph isomorphism, independent set, longest path problem, Hamiltonian Cycle problem, graph 3-coloring, equitable 3-

coloring, satisfiability and graph partitioning.  

VIII. CONCLUSION AND FUTURE DIRECTION 

This chapter mainly considers the relevance of graph and swarm intelligence in MANET integrity and security. The various 

related works show that lots of works are going on to face the challenges of MANTE‘s dynamic topology and there are huge 

scopes to improve the mechanisms. The futures of MANETs are very appealing where anytime, anywhere and cheap 

communication can be done. Though there is a tradeoff between security and QoS in MANET, there can be more improvements 

to handle both of them simultaneously. For this, routing algorithms needs to be more powerful that can consider both the 

security aspects as well as the link quality aspects i.e. the robustness of the network. Besides this, security protocols should be 

designed to reduce the congestion, packet loss rate, communication overhead; energy consumption etc. in this type of 

decentralized, dynamic network topology and also to handle the exponential growing of mobile networks of this big data era.  
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