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Abstract_ Cloud is basically a term of virtualiaty in terms of services. In the entire world there 

are many problem related to cloud security, but here we are going to focused only on our phase 

and that is user and cloud tenant service provider. Hence distributed cloud environment, multi 

cloud is used. In the existing system, when client stores his data on single cloud server, the 

distributed storage and integrity checking are at risk. Provable data possession is a method for 

ensuring the integrity of data in storage outsourcing. The proposed ID-DPDP protocol able to 

provide client’s identity with his private key and provably secure under the hardness assumption 

of the standard CDH problem.. It will check clients data kept safely without downloading the 

whole data. This protocol eliminates certificate management, efficient and flexible. 

Keywords: Cloud Computing, Multi Cloud, Provable Data Possession, Data Integrity 

Checking  
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I. INTRODUCTION  

 The main objective of this work is 

the integrity checking protocol must be 

efficient in order to save the verifier’s cost. 

From the two points, we propose a novel 

remote data integrity checking model ID-

DPDP (identity-based distributed provable 

data possession) in multi-cloud storage. The 

formal system model and security model are 

given. Based on the bilinear pairings, a 

concrete ID-DPDP protocol is designed. In 

identity-based public key cryptography, this 

paper focuses on distributed provable data 

possession in multi-cloud storage. The 

protocol can be made efficient by 

eliminating the certificate management. We 

propose the new remote data integrity 

checking model: ID-DPDP. The system 

model and security model are formally 

proposed. Then, based on the bilinear 

pairings, the concrete ID-DPDP protocol is 

designed. In the random oracle model, our 

IDDPDP protocol is provably secure. On the 

other hand, our protocol is more flexible 

besides the high efficiency. Based on the 

client’s authorization, the proposed ID-

DPDP protocol can realize private 

verification, delegated verification and 

public verification. A. Motivation Cloud 

computing has become an important theme 

in the computer field. Essentially, it takes 

the information processing as a service, such 

as storage, computing. It relieves of the 

burden for storage management, universal 

data access with independent geographical 

locations. At the same time, it avoids of 

capital expenditure on hardware, software, 

and personnel maintenances, etc. Thus, 

cloud computing attracts more intention 

from the enterprise. The foundations of 

cloud computing lie in the outsourcing of 

computing tasks to the third party. It entails 

the security risks in terms of confidentiality, 

integrity and availability of data and service. 

The issue to convince the cloud clients that 

their data are kept intact is especially vital 

since the clients do not store these data 

locally. 

A. Motivation 

  Cloud computing has become an 

important theme in the computer field. 

Essentially, it takes the information 

processing as a service, such as storage, 

computing. It relieves of the burden for 

storage management, universal data access 

with independent geographical locations. At 

the same time, it avoids of capital 

expenditure on hardware, software, and 

personnel maintenances, etc. Thus, cloud 
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enterprise. The foundations of cloud 

computing lie in the outsourcing of 

computing tasks to the third party. It entails 

the security risks in terms of confidentiality, 

integrity and availability of data and service. 

The issue to convince the cloud clients that 

their data are kept intact is especially vital 

since the clients do not store these data 

locally. 

II.RELATED WORK  

 RDPC allows a client that has stored 

data at a public cloud server (PCS) to verify 

that the server possesses the original data 

without retrieving it. The model generates 

probabilistic proofs of possession by 

sampling random sets of blocks from the 

server, which drastically reduces I/O costs. 

The client maintains a constant amount of 

metadata to verify the proof. The 

challenge/response protocol transmits a 

small, constant amount of data, which 

minimizes network communication. In order 

to achieve secure RDPC implementations, 

Ateniese et al. proposed a provable data 

possession (PDP) paradigm [1] and designed 

two provably-secure PDP schemes based on 

the difficulty of large integer factoring. They 

refined the original paradigm and proposed a 

dynamic PDP scheme in [2] but their 

proposal does not support the insert 

operation. In order to solve this problem, 

Erway et al. proposed a full-dynamic PDP 

scheme by employing an authenticated flip 

table [3].Following Ateniese et al.’s 

pioneering work, researchers devoted great 

efforts to RDPC with extended models and 

new protocols [4], [5], [6], [7], [8], [9], [10], 

[11], [12]. One of the variations is the proof 

of retrievability (POR), in which a data 

storage server cannot only prove to a verifier 

that he is actually storing all of a client’s 

data, but also it can prove that the users can 

retrieve them at any time. This is stronger 

than the regular PDP notion. Shacham 

presented the first POR schemes [15] with 

provable security. The state of the art can be 

found in [16], [17] but few POR protocols 

are more efficient than their PDP 

counterparts. The challenge is to build POR 

systems that are both efficient and provably 

secure [14]. Note that one of benefits of 

cloud storage is to enable universal data 

access with independent geographical 

locations. This implies that the end devices 

may be mobile and limited in computation 

and storage. Regular RDPC protocols are 

more suitable for cloud users equipped with 

mobile end devices. Our IDRDPC 

architecture and protocol are based on the 

PDP model. 
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III. PROTOCOL ANALYSIS 

 The ID-DPDP system model and 

security definition are presented in this 

section. An ID-DPDP protocol comprises 

four different entities which are illustrated in 

Fig 3. Described as below: 

Client: an entity, which has massive data to 

be stored on the multi-cloud for maintenance 

and computation, can be either individual 

consumer or corporation. 

CS (Cloud Server): an entity, which is 

managed by cloud service provider, has 

significant storage space and computation 

resource to maintain the clients’ data. 

Combiner: an entity, which receives the 

storage request and distributes the block-tag 

pairs to the corresponding cloud servers. 

When receiving the challenge, it splits the 

challenge and distributes them to the 

different cloud servers. When receiving the 

responses from the cloud servers, it 

combines them and sends the combined 

response to the verifier. 

PKG (Private Key Generator): an entity, 

when receiving the identity, it outputs the 

corresponding private key. 

 

 

 

 

 

 

 

 

Fig.1. ID-DPDP Architecture. 

 This protocol comprises four 

procedures: Setup, Extract, TagGen, and 

Proof. The fig.3 can be described as follows: 

1. In the phase Extract, PKG creates the 

private key for the client.2. The client 

creates the block-tag pair and uploads it to 

combiner. The combiner distributes the 

block-tag pairs to the different cloud servers 

according to the storage metadata. 3. The 

verifier sends the challenge to combiner and 

the combiner distributes the challenge query 

to the corresponding cloud servers according 

to the storage metadata. 4. The cloud servers 

respond the challenge and the combiner 

aggregates these responses from the cloud 

servers. The combiner sends the aggregated 

response to the verifier. Finally, the verifier 

checks whether the aggregated response is 

valid. The concrete ID-DPDP construction 

mainly comes from the signature, provable 
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data possession and distributed computing. 

The signature relates the client’s identity 

with his private key. Distributed computing 

is used to store the client’s data on multi-

cloud servers. At the same time, distributed 

computing is also used to combine the 

multi-cloud servers’ responses to respond 

the verifier’s challenge. Based on the 

provable data possession protocol, the ID-

DPDP protocol is constructed by making use 

of the signature and distributed computing. 

IV. RESULTS AND DISCUSSION 

 The proposed method has been 

implemented using .NET Technology. 

Extensive experiment was conducted to 

check good organization of symmetric 

algorithms on mobile background for 

encryption and decryption of data before 

outsourcing data to cloud servers. 

Implementation reveals the performance of 

algorithms Identity based distributed for 

diverse number. of operations separately. 

Below are the output of algorithm 

performance which were found in study: 

Encryption memory 

The amount of main memory required to 

execute the encryption algorithm, where the 

input amount of data depends on the user 

input is known as the encryption memory. 

The encryption memory is also termed as 

the time complexity of algorithm. The 

figure 5 and the table 1 show the encryption 

memory. 

Table 1 Memory Consumption 

File Size (KB) Existing Technique Proposed Technique 

10 32681 30992 

50 33039 30638 

100 31028 31028 

500 31394 31394 

1000 31884 31884 

2000 32194 32197 

 

Decryption memory 

 For a cryptographic algorithm the 

amount of main memory required, to 

recover the original text from cipher is 

defined as decryption memory. That can 

also be termed as space complexity of 

decryption. The figure 6 and table 2 shows 

amount of memory consumed during data 

recovery. In the diagram X axis shows the 

different file size used for experimentation 

and Y axis reports amount of main memory 

consumed. 
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Table 2 Decryption memory used 

File Size (KB) Existing Technique Proposed Technique 

10 29847 29019 

50 30924 29383 

100 31947 29981 

500 32844 30284 

1000 36649 35472 

2000 37845 37918 
 

 

 

 

 

 

 

 

 

Figure 2: Decryption memory used 

Cloud Server Execution time 

Table 3 Execution time 

File Size (KB) Existing Technique Proposed Technique 

10 0.54 0.33 

50 3.38 2.04 

100 6.21 4.12 

500 28.42 18.14 
   

1000 46.52 34.93 

2000 112.53 68.25 

3000 158.45 105.39 

   
 
 
 

 

 

 

 

 

 

 

 

 

 

 

Figure 3. Execution time 

V.CONCLUSION AND FUTURE 
SCOPE 

 In multi-cloud storage, this study 
formalizes the identity based distributed 
system model and security form. At the 
same time, this procedure is provably 
secure under the assumption that the CDH 
problem is hard. Besides the removal of 
certificate organization, the proposed 
protocol shows flexibility and high 
efficiency. At the same time, the proposed 
algorithm can realize private verification, 
delegated verification and public 
verification based on the member’s 
authorization. When the proposed protocol 
is compared for efficiency in terms of time 
and memory, it proved to be advantages for 
small sized file as for as memory 
consumption is concerned. The proposed 
works faster. It is simple and requires no 
complex computations, and yet yields 
accurate estimation. The distributed cloud 
storage is indispensable. As part of future 
work would extend our work to explore 
more effective CPDP constructions. 
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Finally, it is still a challenging problem for 
the generation of tags with the length 
irrelevant to the size of data blocks. An 
explore such a issue to provide the support 
of variable-length block verification 
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