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Abstract-Frauds attacking the automatic teller machine 
have increased over the decade which has influenced us to 
use the biometrics for personal identification to procure high 
level of security and accuracy. This paper describes a system 
that replaces the ATM cards and PINs via the physiological 
biometric fingerprint and iris authentication. Moreover, the 
function of one time password (OTP) imparts privacy to the 
users and emancipates him/her from recalling PINs. 
Additionally the system affords protection to the ATM 
terminal from fire and thief attacks with the aid of making 
provisions of pump motor and a DC motor for rolling the 
shutter. In this system during enrollment the genuine user’s 
fingerprint and iris samples of are retained in the database. 
The technique of transaction starts by using capturing and 
matching fingerprints and iris patterns. The machine will 
automatically distinguish between actual reliable trait and 
fake samples. A GSM module linked to the STM32103 will 
message a 3-digit code generated by way of the system to the 
registered mobile number. After the valid OTP is entered the 
user can either withdraw or deposit money or test his/her 
balance. In any kind of fake get admission to attempts the 
account is blocked .In this paper the experimental effects are 
bought on the facts set of fingerprint and iris in real time the 
use of fingerprint module with minutiae matching algorithm 
and a GUI based totally of Circular Hough Transform 
respectively. 

I.INTRODUCATION 

A 24 x7 self banking provider has made the ATM the heart 
of banking. The surplus use of ATMs has now not only lead 
to a increase in their number but has also extended fraudulent 
attacks on the ATMs. This calls for the biometric systems to 
be built-in in the usual ATM. The writer in Built an ATM 
primarily based on fingerprint verification and incorporated 
the fingerprints of the users into the database of the 
respective banks to simulate it for ATM operations. Due to 
the lack of the fingerprint matching algorithm it proved to be 
inefficient. Proposed a system which carried out 

authentication by including each the fingerprint and GSM 
technology into the traditional PIN primarily based ATM 
system. In an algorithm was constructed primarily based on 
Short Message Service (SMS) verification to enhance the 
ATM authentication system. Authors in secured the system 
the use of fingerprint and iris, along with this the system used 
RFID reader module. Developed a RFID card as enter to the 
microcontroller for identification and a GSM module to ship 
messages involving three picks (yes, no, action) to the 
approved user’s mobile. Authors in proposed an efficient 
system which used the method of analyzing iris patterns for 
person identification. In a system using iris recognition and 
palm vein recognition technology was proposed in order to 
avoid crimes in the ATM transactions. Authors in proposed 
a gadget which incorporated facial recognition in the 
traditional ATM for authentication of users. In authors used 
Hough Transform for iris recognition in order to isolate the 
special facets particular structure within an image. In an 
Advanced Encryption Standard (AES) algorithm was once 
used in order to enhance the safety of the ATM transaction. 
The system performed facial recognition using Principal 
Component Analysis for facial recognition along with OTP 
for security of transaction.  

 This proposed machine utilizes trivialities 
matching set of rules for fingerprint recognition and circular 
Hough transform for iris recognition. 

II.SYSTEM DEVELOPMENT 

Overview 

In the proposed system we present a fraud detection method 
the use of two biometrics (fingerprint and iris) to detect 
various kinds of illegal get entry to tries all through the ATM 
transaction. The objective of the proposed machine is to 
decorate the security of the ATM transaction using biometric 
focus frameworks. In this system STM32f103 controlling is 
used for smart ATM access. The fingerprint module utilizes 

International Journal of Scientific Research and Review

Volume 7, Issue 10, 2018

ISSN NO: 2279-543X

Page No: 621



the minutiae based totally algorithm for fingerprint 
recognition it captures the fingerprint of the person and 
compares it with the fingerprint of the genuine person stored 
at some stage in enrollment. If the character is a valid 
consumer the controller will show a message “VALID 
PERSON” on the LCD. The USB web camera is used to 
capture the eye image of the user. A GUI prepared in Mat 
lab based totally on Circular Hough Transform is used for 
iris recognition. After iris authentication and matching if the 
person is a authentic person then the controller displays a 
message “IMAGE IDENTIFIED” on the LCD. During this 
manner there will be non-stop monitoring of the position and 
temperature and a message will be displayed on the LCD 
which includes ”POSITION:” and “TEMP:”.After the 
validation end result of the character is true a 3 digit code is 
messaged to the customer’s registered mobile variety which 
was saved in the database during enrollment. This process is 
done via the GSM module which is interfaced to the ARM 
board. Depending on whether the OTP entered are correct or 
wrong messages like” CORRECT CODE “or “REENTER 
CODE” is displayed on the LCD. After the entered code is 
found legitimate the banking method starts and a message 
“BAL, DEP, WTD” for getting into the option for the project 
to be performed is displayed on the LCD. After the project 
is performed finally a message “TRANSACTION 
COMPLETED” is displayed on the LCD. 

Fig.1. Block Diagram 

III. BIOMETRIC IDENTIFICATION TECHNIQUES 

A. Fingerprint Recognition 
The fingerprint Recognition is the technique is refer on 
the different patterns of human fingers, which is 
generally unique amongst any person. This is easy 
technique to identify of any person. The Fingerprint 
Recognition of technique is identified or verifies a 
match between any two human fingerprints. The 
process is shown in fig. 

 

 
Fig.2 Fingerprint Recognition 

 
B. Circular Hough Transform Based Iris Recognition 

The hough transform is a desired computer imaginative 
and prescient algorithm that may be used to decide the 
parameters of easy geometric items, inclusive of lines 
and circles, found in an image. The round hough 
transform may be employed to deduce the radius and 
centre coordinates of the student and iris regions. An 
automatic segmentation algorithm primarily based 
totally on the round hough transform is employed with 
the resource of wildes. firstly, an aspect map is generated 
by way of calculating the primary derivatives of depth 
values in an eye fixed photo and then threshold the end 
result. from the aspect map, votes are cast in hough 
residence for the parameters of circles passing via each 
side point. Those parameters are the centre coordinates x 
and y, and the radius r, which might be able to define any 
circle in step with the equation. A maximum factor 
within the hough house will correspond to the radius and 
centre coordinates of the circle high-quality defined by 
means of the facet points. wildes et al. and kong and 
zhang moreover make use of the parabolic hough notably 
exchange to discover the eyelids, approximating the 
higher and lower eyelids with parabolic arcs, which can 
be represented as to performing the preceding side 
detection step, wildes et al. bias the derivatives within 
the horizontal route for detecting the eyelids, and in the 
vertical route for detecting the outer round boundary of 
the iris. the motivation for that is that the eyelids are 
commonly horizontally aligned, and moreover the eyelid 
facet map will corrupt the round iris boundary side map 
if using all gradient records. taking best the vertical 
gradients for locating the iris boundary will lower impact 
of the eyelids whilst acting circular hough remodel, and 
not all of the part pixels defining the circle are required 
for successful localization. no longer completely does 
this make circle localization more accuracy, it also 
makes it greater green, when you consider that there are 
much less part points to strong votes in the hough space. 
The hough transform is used to find out the presence of 

a cicular shape of given image. 
The characteristic equation of a circular of radius r and 
center (a,b) is given below: 

(x-a)2+(y-b)2=r2 
Circular can be described  equations: 

x=a+rcos(θ) 
y=b+rsin(θ) 

The Iris Recognition process is shown in fig: 
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Fig.3 Iris Recognition 

 
IV. Using GSM Technology for OTP 

Generation 
 
 The Global System for Mobile 
Communication (GSM) is a digital cellular 
technology and which is work as transmit both 
data and voice information operating at suitable 
frequency band. This technology is Time Division 
Multiple technology and can carry 64kbps to 
120Mbps of data rate. 
 
GSM module working 
 
The SIM card is inset on the GSM modem. The 
GSM modem is receiving SMS from another 
mobile and that data to the serial communication 
through microcontroller. GSM modem is 
controlled by the GSM AT commands. 
 

V. EXTERIMENTAL RESULT 

Results for Thermistor  
 
The Thermistor (LM35) as is used in the system will always 
screen the temperature then display such on the 16 X 2 LCD. 
A threshold on 49oC is accept while programming, now the 
temperature inner the ATM terminal increased above that 
limit the permissible water pump motor turned regarding or 
the buzzing sound was heard, indicating a fire attack about 
the ATM 
terminal. 
 
Results for Tilt Sensor  
 
The MPU6050 Tilt Sensor is interfacing in the system and it 
work as free scale accelerometer. It is set in Shake mode. 
ASIC use the technique on switched capacitors after 
measure the g-cell capacitor or beside the difference between 
the pair capacitor the acceleration records is extracted. The 
ASIC also signal conditions and filters the signal providing 
the digital output that is proportional after acceleration. 
When we shook the tilt sensor the fan 12V DC motor turned 
on and a buzzing sound as heard.  
 

 

Fig.4 Hardware Implementation 

Results for Fingerprint module (R305) 

When a fingerprint used to be placed regarding the R305 
fingerprint recognition device it captured a 3D grayscale 
image afterward scanning the fingerprint then a 256×288 
pixels image was stored into bitmap format. Key minutiae 
were extracted the use of a minutiae based growth who 
converted it into a unique mathematical template that could 
keep compared to a 60 digit password. This template was 
once stored within the database after encryption. When 
the equal user’s new fingerprint image was captured a new 
template concerning so much question image used to be 
created in the same manners so that used to be committed 
during enrollment. This new template was compared 
including the templates into the database and a 
message “VALID PERSON” was displayed of the LCD but 
when another fake person went through the equal recess a 
message “PERSON NOT IDENTIFIED” was once 
displayed and the buzzer turned on. The minutiae matching 
algorithm within the module affords about 75- 
80% accuracy. 

Results for Iris Recognition 

The eye image of a person was once captured the use of a 
web PC digital camera or was once stored between 640×480 
pixels in bitmap format. The Hough Transform detected the 
iris then pupil boundaries. After capturing the question eye 
image a feature vector over the 
input pattern was obtained within the same manner as it was 
decided for the duration of enrollment. This feature vector 
was compared including these feature vectors current within 
the database if the person used to be a valid man or woman 
afterward after running the GUI 
based on Circular Hough Transform a message “MATCH” 
will remain displayed concerning the monitor, also a news “ 
NO MATCH FOUND” is displayed. Investigations exhibit 
that the iris recognition system used among this work 
provides about 95.6% accuracy. 
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Results for OTP  
 
After the valid biometric identification a message “ACCESS 
CODE” SMS was once obtained of the user’s registered 
mobile number simultaneously a message “ENTER THE 
CODE” was once displayed on the LCD. After the valid 
code was entered the system proceeded 
towards the banking process. But now the wrong code was 
entered an SMS “UNKNOWN PERSON TRYING TO 
ACCESS” was received on the user’s registered mobile 
number. 
 

 
 

Fig.5 Result of OTP 

Results for Banking Process 

The system is fed with a default amount 1000. It shows 
available amount when as withdrawal of money. 

 

 

VI. SOFTWARE IMPLEMENTATION 

The Software Implementation shown in fig. 

 

 

VII. CONCLUSION 

This project is developed over the basis about more need of 
safety of ATM banking system. Now-a-day’s ATM is 
getting much less secure along emerging methods to 
hack/crack ATM PIN then ATM card. The ATM user’s 
money transaction is secured by adding the biometric or 
OTP in imitation of the existing system along together with 
this ATM machine is secured via the use of the tilt sensor. 
Here we are also maintaining the sensors performance along 
including saving person time when smaller transaction is 
done by setting the limit of maximum money withdrawal. 
When extra money is being debited only afterwards we will 
test authentication the use of biometric. Along this ATM 
provision is also secured from the fraud attacks by way of 
the usage of the tilt sensor then buzzer, if everyone attempt 
after motion the ATM machine 
there will be buzzer alert. 
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