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Abstract: 

 The aim of the honeypot is analyzing, understanding, watching and tracking hacker’s behaviours in order 

to create more secure systems. Network Security has become a gambol in our whole world, as each chunk of the 

business world are going digital, as a result to bypass these things we are adopting various methods. However, 

while performing all these things, how many people know about security? Do they know the risk of being attacked, 

infecting by malicious software? Even some of the malicious software are spreading over network to create more 

threats by users. Now a day’s, Digitalization is playing an important role and integration of digital technologies 

into our everyday life. This paper precises various methods which are used to attack as well as various mechanisms 

against to defence them. 
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1. Introduction: 

 We would like to build a honeypot on a machine. One of us will try to find security flaws that exist on 

the system. After defining all those, we will try to attack the system. Once the hacker will be able to have access 

into the system, one of us will have the role of forensic examiner. Network security broach In our thesis, we 

explained honeypot systems in detail, and implemented low interaction, middle interaction and high interaction 

honeypots at laboratory. Our goal was to understand their strategy and how they are working in order to lure 

intruders towards the system. We discovered their security flaws in order to help researchers and organizations. 

Several companies are using honeypot systems to protect the whole organization’s network security, and 

researchers are making academic experiments on them at schools. As we all know network security is very 

significant for all computer systems because any unprotected machine in a network can be compromised in any 

minute.  towards protecting the websites servers or domains in various forms of attack. Network security has 

become foremost in every field of today’s world such as military, education, government, business and even in 

our day-to-day lives. We can better defend ourselves, by keeping track of all the knowledge about how the attacks 

are attained. By modifying the network architecture we can avert these kinds of attacks, many companies employ 

firewall and diverse polices to safeguard them. Security for the network has immense field which was expanded 

stage by stage and as per today’s criteria, it is still in evolutionary stage. Even a minute unobserved vulnerability 

in a network can have devastating effect, if companies records are emanated, it can lay the users data such as their 
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banking details, credit card, debit card information at threat, there are innumerable software’s such as intervention 

in detection which have been averting these attacks, but on most of the occasion it’s all because of a human 

oversight that these attacks transpire. Most of the attacks can be easily be averted, by re tendering many simply 

methods as outlined in this paper. 

 

2. Related Work: 

Latora(2011)1: Author has been introduce the concept of efficiency of a network as a measure of how 

efficiently it exchanges information. By using this simple measure, small-world networks are seen as systems that 

are both globally and locally efficient. This gives a clear physical meaning to the concept of "small world," and 

also a precise quantitative analysis of both weighted and unweight networks. Author has been study neural 

networks and man-made communication and transportation systems and we show that the underlying general 

principle of their construction is in fact a small-world principle of high efficiency. 

Eagle(2009)2: This paper compares observational data from mobile phones with standard self-report 

survey data. Author has been find that the information from these two data sources is overlapping but distinct. For 

example, self-reports of physical proximity deviate from mobile phone records depending on the regency and 

salience of the interactions. Author has been also demonstrate that it is possible to accurately infer 95% of 

friendships based on the observational data alone, where friend dyads demonstrate distinctive temporal and spatial 

patterns in their physical proximity and calling patterns. These behavioural patterns, in turn, allow the prediction 

of individual-level outcomes such as job satisfaction. 

Rubinov(2010)3: In this paper, Author has been discuss construction of brain networks from connectivity 

data and describe the most commonly used network measures of structural and functional connectivity. We 

describe measures that variously detect functional integration and segregation, quantify centrality of individual 

brain regions or pathways, characterize patterns of local anatomical circuitry, and test resilience of networks to 

insult. Author has been discuss the issues surrounding comparison of structural and functional network 

connectivity, as well as comparison of networks across subjects. 

Kumar(2012)4: In this paper author has been are proposing an integrated framework of malware 

collection and analysis using both of the technologies called server honeypots and client honeypots. As the server 

honeypots enable us to provide the deep understanding of the server side attacks whereas client honeypots enable 

us to provide the deep understandings of client side attacks. During our research on honeypot technologies, our 

main goal was to do the analysis of collected malwares from honeypots and for this we need the malwares samples 

from both the honeypots known as client and server honeypots. By using this integrated framework we are able 

to collect both types of attacks vectors. Here author are presenting malware collection and detection using both of 

the honeypot technologies known as client and server Honeypots. We introduce the design and implement of this 

system and give the results.  
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3. Existing System: 

 Network security broach towards protecting the websites servers or domains in various forms of attack. 

Network security has become foremost in every field of today’s world such as military, education, government, 

business and even in our day-to-day lives. We can better defend ourselves, by keeping track of all the knowledge 

about how the attacks are attained. By modifying the network architecture we can avert these kinds of attacks, 

many companies employ firewall and diverse polices to safeguard them. To understand the contemporary analysis 

being done, one should have knowledge of its background and should have working idea of the internet, its 

circumstances vulnerabilities and methods which are used to establish attacks on the system. Internet has become 

more and more extensive, in our present world internet is accessible everywhere in our house, in our work place, 

mobiles, cars everything is connected to the internet and if any unauthorized person is able to acquire access to 

this network they can not only spy on us but they can easily mishmash up our lives. 

 

4. Disadvantage: 

 Its circumstances vulnerabilities and methods which are used to establish attacks on the system. So data 

will not secure. Data going to another hand.  

 

5. Proposed System: 

 We explained honeypot systems in detail, and implemented low interaction, middle interaction and high 

interaction honeypots at laboratory. Our goal was to understand their strategy and how they are working in order 

to lure intruders towards the system. We discovered their security flaws in order to help researchers and 

organizations. Several companies are using honeypot systems to protect the whole organization’s network 

security, and researchers are making academic experiments on them at schools. As we all know network security 

is very significant for all computer systems because any unprotected machine in a network can be compromised 

in any minute. Our main goal for our thesis was to see if honeypots are easy to hack and check if they are really 

isolated from other networks like a organization’s network. When a honeypot is compromised, is it possible to 

reach other systems and compromise them too? After the system is compromised, is it possible to track the hacker 

by using necessary forensic science tools? How efficient are they? As we stated in results and analysis part, we 

easily hacked all the honeypots that we used for our thesis. 

As we stated in this paper, honeypot systems are still very new but are a great tool to identify cyber 

threats.  The problem nowadays is that a very good hacker will most likely be able to understand when he is 

attacking a honeypot. Low interaction honeypots will be able to identify mostly automated attack and will hardly 

be able to understand new hacker method. On the other hand, high interaction systems are here to entrap the hacker 

and make him give away his techniques and tools to the forensic team. 
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6. Advantage: 

 Honeypot systems are still very new but are a great tool to identify cyber threats.  The problem nowadays 

is that a very good hacker will most likely be able to understand when he is attacking a honeypot. Low interaction 

honeypots will be able to identify mostly automated attack and will hardly be able to understand new hacker 

method.  

 

 

Figure. Honeyspot Architecture from Siles R., (2007) 

Honeyspot is the well-known wireless honeypot project supported by Spanish Honeynet Project. The 

term comes from honeypot and hotspot. Basically, honeyspot was created to watch the hacker and his attacks 

towards the wireless network. Thus, the traffic that is through the honeyspot is considered as malicious. However, 

like any other honeypot structures, professional hackers may understand that it is not a real system. So, honeyspot 

should look as real as possible for the best results. Honeyspot team would like to know the attack type, intruder’s 

ideas, tools, logic, and his approaches. It is very beneficial to get as many information as possible to identify the 

attack and help to understand any other further attacks in the future. From all these information, honeyspot can 

answer the questions about the security flaws in WEP wireless connections and attacks targeted to it. IP address 

spoofing, web session hacking, MAC address spoofing can be identified. It can also answer the special approaches 

to hack wireless clients. Thanks to all these information, more secure systems can be created. 
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7. Conclusion: 

 In our thesis, we explained honeypot systems in detail, and implemented low interaction, middle 

interaction and high interaction honeypots at laboratory. Our goal was to understand their strategy and how they 

are working in order to lure intruders towards the system. We discovered their security flaws in order to help 

researchers and organizations. Several companies are using honeypot systems to protect the whole organization’s 

network security, and researchers are making academic experiments on them at schools. As we all know network 

security is very significant for all computer systems because any unprotected machine in a network can be 

compromised in any minute. One may lose all the secret and important data of a company, which can be a great 

loss, and it is also very dangerous that someone else knows your important personal information. Thus, we tried 

to find answers for honeypots’ security using all interaction honeypots possible.   

 As internet has become a herculean part of our daily life, so necessitate of network security has also 

extended exponentially from the previous decades. As much as the users are connecting to the internet it fascinates 

a lot of criminals attracts. Now a day’s according to the Digital India, each and everything is connected to internet 

from simple grocery shopping to the defence confidentially, so as an outcome there is herculean need of security 

to the network. Transaction over Billions of dollars is happening every hour over the internet, at any cost this has 

to be protected. Even a minute unobserved vulnerability in a network can have devastating effect, if companies 

records are emanated, it can lay the users data such as their banking details, credit card, debit card information at 

threat, there are innumerable software’s such as intervention in detection which have been averting these attacks, 

but on most of the occasion it’s all because of a human oversight that these attacks transpire. 

 As we stated in this paper, honeypot systems are still very new but are a great tool to identify cyber 

threats.  The problem nowadays is that a very good hacker will most likely be able to understand when he is 

attacking a honeypot. Low interaction honeypots will be able to identify mostly automated attack and will hardly 

be able to understand new hacker method. On the other hand, high interaction systems are here to entrap the hacker 

and make him give away his techniques and tools to the forensic team. The network administrator implementing 

this kind of honeypot should make sure that the system is completely isolated from the production network. This 

is the best defense if the hacker compromises the honeypot. 
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