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Abstract: Real time cloud image repositories such as Picasa, Flickr and Instagram are widely used for centralized and 
secure storage of private images. In this private cloud storage environment, the images are stored with encrypted form of 
data. There are many research improvements have been done in the image search. The keyword based search and 
semantic based search have usually used for obtaining their private images from the large image repository that 
concentrates on the searching over title, tag, annotations and descriptions. Here the image contents such as shape and 
color were used for the image search called Content based image retrieval (CBIR). The problem identified in the CBIR is 
if the image repository may stored in the secure private cloud, then it is impossible to get the image content and matches 
its similarity. The novel mechanism has been proposed to make content based image retrieval from the encrypted image 
cloud store. Thus the key management can be created and utilized to implement the proposed mechanism with 
authorization credential key and encryption key for the images. The proposed mechanism may get the experimental 
results using the implementation in VM cloud environment.  
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I. INTRODUCTION 

Cloud environment offers many services for the centralization and make ease of works to maintain cost 
effective such as storage as a service, infrastructure as a service, software as a service and platform as a service. It is 
mainly used for the implementation of storage as a service.  Not only it is used for business and commercial 
application oriented data storages in the cloud, it can be avail for the centralized storage for private images. The 
huge amount of images and snapshots through the mobile devices are being stored and as well as shared with the 
other users every day. In this application, the image data stored in the private can also be shared with the authorized 
users in the cloud environment. The main motivation for the implementation of image search is required for the 
reason of storing large amount of public and private images in the cloud environment. Usually the image search can 
be done using the keywords obtained from the users that focus the crawl from title, tags, annotations and description 
of the images. There are two major traditional types of image searches are used. They are keyword based search and 
semantic based search from the text contents of the image that given for indexing.  

Despite of using the keywords, the image contents [3] [4] such as shape, size and color are all used as key thing 
for the image search. It is ease to implement when the cloud environment is public and no need to manipulate the 
privacy. If we address the security policy in the cloud environment, then it leads to more complex to retrieve the 
image data from the cloud resources. There are lot of conventional natural solutions to support the secure content 
based image search and retrieval systems; it seems new challenges in terms of image data privacy control. The 
security policy may is on full control, when the image data can stored and shared.  

The traditional approaches are used to address the issues in privacy of image data decryption [9] while 
searching and retrieval based on the image contents. When it need to search based on the image contents, it decrypts 
the contents of the image at the server side then it matches the features of the image contents for retrieval after the 
image can be re-encrypted to store the image data. This makes client-overhead as image must be downloaded, 
decrypted, feature matched, securely re-encrypted and re uploaded. Many secure applications cannot match with 
these overhead, particularly mobile offloading applications with cloud environment over large scale datasets. In 
existing, Homomorphic encryption for CBIR services is computationally too expensive and remains largely 
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impractical.  As traditionally, two variations in the Homomorphic encryption has been done. They are fully-
Homomorphic encryption, partially Homomorphic encryption schemes and symmetric encryption schemes 
providing a good tradeoff between usability, privacy and security. However it gives eventually best solutions for 
CBIR, it too computationally complex for large scale datasets and most dynamically updated image repositories.  

To address these challenges above said, it is propose a novel framework using image encryption scheme in 
cloud environment for content based image search and retrieval. As usual it performs image encryption for the 
image search and retrieval. The main procedure for this proposed scheme [8] is to find the distinct features as 
encrypted key data for the image color codes, textures and patterns, and then these key features are separated and 
encrypted with different in-built cryptographic algorithms. As an example, the training samples can be collected as 
in the form of encrypted key features for the image colors, textures and patterns. Then the input query may be a 
color code, texture or pattern code given to propose the work. The input data may encrypt and matched with the key 
features to obtain the finest results. 

The enhanced work created and presented in this paper was introduced in existing works [3] [4]. Here the work 
has been extended with the new framework with some immediate benefits and image encryption schemes. This 
proposed work has been further evaluated through the Holidays dataset securely encrypted and uploaded in the 
cloud environment. The performance analysis of the search and retrieval process with the proposed architecture has 
been evaluated through the implementation. 

 

II. BACKGROUND KNOWLEDGE 
A. Content Based Image Retrieval (CBIR) 

It is also named as Query by Image Content (QBIC) [5] [6] [7] that allows the users to search and retrieve the 
digital images by their visual content features such as colors, shapes, size and texture or patterns. This technique is   
based on the application of computer vision techniques to the image search and retrieval problem in large scale 
image repositories and databases. Content based image retrieval techniques consist of search and retrieving the most 
visually related images for given input image content from large image repository. Some of the existing techniques 
for the implementation of the CBIR may vary depending on the application are Query By Example (QBE), Semantic 
retrieval, Relevance feedback and Iterative /machine learning such as classification based algorithms. 

B. CBIR in Cloud 

In this CBIR technique, [3][4] it is possible to retrieve the visually related visual contents from the centralized 
and heterogeneous data resources. Nowadays, the cloud environment may exploits for the usage of centralized 
storage and offloading applications. The heterogeneous cloud environment has used based on the user application 
for centralized storage. Even it may be public or private cloud, the image data storage can be in the form of 
encrypted. It is ease of accessing the data by the data owner but in need of image search and image retrieval through 
any other search mechanism it will make complex when it deals with the encrypted content of image repository. 
Thus the major problem to preserve the privacy in the content based image search and retrieval from the secure 
cloud storage.  

C. Image Encryption Schemes 

Images played a vital role in the all the fields of growing digital world. Not only in the personal 
environment, the official departments such as military, medical and economical areas, the confidentiality and 
integrity should be maintained when the digital images stored and searched in the centralized environments.  The 
different types of visual cryptographic and stegnographic techniques [11] [12] have implemented to achieve the 
digital image encryptions. These encryption techniques are categorized with three groups. They are Transposition 
techniques, Substitution techniques and visual transformation based algorithms. In transposition techniques, the 
position of the pixel values are shuffled within the images and it consists of low security. In substitution techniques, 
there is a alteration in the pixel values of the digital image. Both the combination of transposition and substitution is 
considered as visual transformation based algorithm. 
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III. RELATED WORK 

In existing some of the experimental techniques have been used for the implementation of the content based 
image retrieval from the large scale cloud repositories. However these techniques have been implemented and 
obtained high relevant image data, it is possible to privacy threats.  

Ferraira et.al. [1] [2] presented a secure and enhanced framework for privacy-preserving image data storage, 
search and retrieval in large image repositories. A novel Image Encryption scheme has proposed based on IES-CBIR 
technique for content based image retrieval properties. This will need to preserve the privacy when the encrypted 
image can be encrypted for both storage and searching. The proposed framework prototype of the proposed 
framework formally analyzed and perfectly proven its property of confidentiality and security and evaluated 
experimentally about its precision and performance. Their proposed results show that IES-CBIR is provably secure, 
allows more efficient operations than existing proposals, both in terms of time and space complexity, and enables 
more reliable practical application scenarios. Their proposed results of the IES-BIR framework is more secure that 
allows more proficient functionality than existing works. 

Yahiaoui I and Boujemaa N et.al [5] have proposed this content based image retrieval scheme in the botanical 
image data using gene expressions. Here they implement this retrieval using low-level feature extraction for visual 
appearance.  

C Arul Murugan and Karthiga K.P [9] have presented the survey based on Image Encryption Schemes and the 
categories are explained using standard image transformation techniques from traditional to recent trended 
techniques like AES and DES Encryption strategies and challenges. There are three main key issues in the cloud 
based systems, which storage volume, users’ privacy and computing capacity. Chunhe Song et.al. [10] have 
proposed a secure and effective e-healthcare system framework for cloud based image repository with images 
transmission and storage. In this framework, the high compression ratio method for encrypted images is formulated. 
The limitations and challenges of compressive sensing (CS) based encrypted image compression have analyzed and 
discussed.  

 

IV. CBIR SYSTEM MODEL AND IMPLEMENTATION 

The cloud based environment is used for the implementation of content based image retrieval through the 
features such as shape, color, size, texture and pattern. The real time applications for the entire system are in military 
and medical image repository applications. To preserve the privacy of cloud image data, the data encryption should 
be done through the image encryption schemes. Thus the image encryption can be done through the Key 
Management. In this proposed work, the image content features are matched from the data stored in the image index 
table instead of using the decrypted data for matching.  

The implementation of CBIR in cloud storage has illustrated as fig.1. In this system model, the content based 
image retrieval can be done through two phases. When image uploading, the content visual features can be extracted 
in the training phase and thus can be used for the image search and retrieval. The heterogeneous cloud storage can 
be deployed for the large scale of image repository.  The user can able to access the cloud storage through the 
authentication credentials using CP-ABE algorithm. The images are encrypted using visual cryptographic techniques 
and stored in the cloud environment. When user uploads the image, it extracts the color code features with their 
percentage of values occupied in the image are stored in the index table and also shapes available in the image can 
be extracted through the Hog feature extraction technique then it also added to the index table with reference to the 
image signature. The form of feature that used for easy search using the content details are selected and stored into 
the cloud environment. After the feature selection, the image can be encrypted and stored in the cloud storage. 

 At the time of search and retrieval, the contents of the images such as shape and color codes are used, 
which are trained in the time of uploading. The shape and color code features are given as input to the search 
platform; it selects the features and matched with the feature index table. Then the identified images are decrypted 
and sent to the user. 
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Fig.1 System architecture of CBIR System 

  

V. RESULTS AND DISCUSSION 

The proposed methodology has experimentally evaluated through the implementation of the content based 
image retrieval from the encrypted cloud environment. This can be evaluated through the Holiday dataset images 
with the 500 x 500 pixels as shown in fig.2.1.  

 

Fig 2.1 Holiday dataset Image Fig. 2.2 Color Feature Table 
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Fig.3.1 Histogram Analysis Fig.3.2 Shape Feature Extraction 

Thus the image features such as color code features based on QuadHistogram technique displayed in fig.2.2 and 
shapes features can be extracted through the hog feature extraction technique as shown in fig 3.2.   

 
VI. CONCLUSION 

Thus the novel framework has been developed using the intonation in the feature extraction methodology for 
privacy preserving. The color code and shape features have been extracted before uploading into the cloud 
repository. This technique should preserve the privacy of the encrypted images using the AES and DES techniques.  

In future, the other visual image contents such as size and texture are used for the implementation of content based 
image retrieval in encrypted cloud environment. 
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