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Abstract 
The present day is the world of modern and ubiquitous 

mobile applications that are used diligently to conserve 

energy and time. These applications make the everyday 

life of common man easy. Depending on these 

applications and technologies, an “Automatic Smart 

Eagle Eye Security System [8]” has been designed. An 

interesting market for “Smart Eagle Eye Security 

System” is developed aimed at busy families and persons 

who are physically disabled. Users can control the 

electrical appliances present in home or office through 

smart phone. Application will also yield a secure 

notification and alarm for Burglary, door knocked and 

human identified. This project targets at having a control 

over everything that happens at home or offices with the 

finger touch. An arduino [1] controller is programmed so 

as to control and also monitor home appliances and 

security through Wi-Fi technology [7] and then transmit 

the signal received from sensor to the user’s Smartphone. 

For the system to function Arduino Uno has to be 

powered up by 12V DC adaptor and then all AC power 

loads is to be connected to the electricity. In this paper 

work, the novel prototype of intelligent home automation 

system is deployed and then tested on hardware so that 

the user is able to control specific number of home 

appliances and sensors with the help of android mobile 

app technology [4]. 

Index terms- Home security, Sensors, Mobile App, power 

saving. 

 

I INTRODUCTION 

 

Wireless Home security and Home automation 

form the dual concepts of this work. The presently 

developed prototype of the system transmits alerts to the 

owner over mobile app technology making use of the 

Internet in case any kind of human movement is sensed 

close to the entrance of his home and an alarm is raised as 

per the user’s choice. The provisioning for transmitting 

the alert messages to the respective security personnel 

during critical conditions is also in-built with the system. 

On the other side, in case the owner recognizes that the 

person who is making an entry into his home is not an 

intruder but an unexpected guest of his then, rather than 

triggering the security alarm, the user/owner can make a 

setup like opening the door, switching on different 

appliances within the house that are also connected and 

controlled by the arduino controller in the system for 

welcoming his guest. The same can be performed when 

the user himself enters the room and through the system 

he can make provisions from his doorstep so that as soon 

as he comes into his home, he can make himself 

comfortable without having to manually switch on the 

electrical appliances or his favorites T.V. channel for 

instance. This way, by making use the same set of sensors 

the dual issues of home security and home automation [2] 

can be resolved on a complementary basis. Also, the 

alerts and the status of the IoT [3] system can be made 

available to the user from any location even where 

Internet connectivity may not be easily available (as it is 

not required for the mobile phone to be connected to 

internet, just the board is necessary to access Wi-Fi). The 

available infra-red (IR) or Blue-tooth remote controls 

existing in the market are generally specific to appliance 

and the same cannot be utilized in place of another. 

Electrical appliances that are connected through 

Bluetooth using Blue-tooth enabled smart phones cannot 

be controlled from a distance [5]. 

 

Therefore the functions like being able to switch on an 

air-conditioner when returning to the house cannot be 

performed with such systems. On the contrary, this 

project yields a cost efficient and easy solution for 

wireless home automation and home security systems . 

The hardship encountered by the present home 

security/surveillance systems in rendering information 

corresponding to the situation to then users when being 

far away from home is attempted to be resolved in this 

work. This proposed technique introduces the design and 

implementation of user friendly mobile app technology 

for controlling and monitoring the home security in the 

form of smart home automation system that uses Wi-Fi 

technology and sensor technologies. The design of this 

proposed technique depends on Arduino uno, Wi-Fi 

module ESP8266, Vibration Sensor, PIR Sensor, Relays, 

LCD, Buzzer and android app application. ESP8266 is 

connected to Arduino uno board and home appliances 

(ex.: CFL and fan) having interfaces with Arduino board 

through two module relays. Android application is 

utilized for converting the command to text command and 

ESP8266 Wi-Fi module is employed for carrying out 

wireless communication between smartphone and 

Arduino uno board. Vibration and PIR sensor that is 

connected to Arduino board is employed for detecting the 

motion and will transmit to the user mobile The Proposed 

technique has the capability of remotely controlling the 

home appliances and monitoring the sensor. 

 

The next section discusses about the literature review on 

the subject. Section III presents the methodology of the 

system. Section IV studies the result and analysis. At last, 

in section V, the conclusion, limitation and impending 

work in future are discussed. 

 

II LITERATURE REVIEW 

 

 Suman Thakur, Security is getting to be a 

primary challenge every place. Every individual desires 

to have his home, company; bank etc to be secure and 
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thus Home security is becoming a necessity in the recent 

times, since the probabilities of intrusion are rising every 

day. Hardware design of this system has been done with 

microcontroller AT Mega 328, PIR (Passive Infra Red) 

motion sensor in the form of the primary sensor for 

motion detection, camera for acquiring images, GSM 

module for transmitting and receiving SMS and buzzer 

for alarm. For software this system makes use of Arduino 

IDE for Arduino and Putty for testing the connection 

programming in GSM module [10]. This Home Security 

System can help in monitoring the home area, which is 

surrounded by PIR sensor and for sending SMS, save the 

images captured by camera, and make people to be 

alerted by turning on the buzzer if trespassing the area in 

the surrounding is found by PIR sensor. The Modular 

Home Security System has been tested and is a success in 

detecting human movement.  

 

 

Ravi Kishore Kodali,Internet of Things (IoT) 

conceptualizes the idea of distantly connecting and 

monitoring the actual world objects (things) via the 

Internet. When it is about the house of a person, this 

concept can be suitably incorporated so as to make it 

intelligent, safe and automated. This IoT project 

highlights on developing a smart wireless home security 

system that transmits alerts to the owner by making use of 

Internet in during any intrusion and generates an alert, if 

option is set. Also, the same can also be used for home 

automation by exploiting the same set of sensors. The 

balance achieved by selecting this system over identical 

types of existing systems is that the alarms and the status 

transmitted by the wifi connected microcontroller 

controlled system can be received on the user’s phone 

from any distance with no regard to whether his mobile 

phone is connected to the internet or not. The 

microcontroller utilized in the current prototype includes 

the TI-CC3200 Launchpad board that is inclusive of an 

embedded micro-controller and an onboard Wi-Fi shield, 

using which all the electrical gadgets present inside the 

house can be controlled and managed. 
 

Sadeque Reza Khan,The smart mobile terminal operator 

platform Android is becoming more popular in the entire 

world due to its extensive array of applications and 

widespread usage in several spheres of everyday life. 

With due importance to the fact of raising the demand for 

home security and automation, an Android based control 

system is introduced in this research work where the 

newly introduced system can safeguard the security of the 

house’s main entrance in addition to the car door lock. 

One primary feature of the developed system is that it can 

manage all the appliances present in a room. The mobile 

to security system or home automation system interface is 

established via Bluetooth. The hardware portion is 

designed using the PIC microcontroller. 

 

Jer-Vui Lee, In this research work, a multilevel home 

security system (MHSS) has been designed, evolved, 

tested and then validated. MHSS is fundamentally a 

multilevel security system that comprises of various 

sensor nodes in the form of the input elements whereas 

the output elements act according to the signal obtained 

from the input elements. The sensor nodes are composed 

of a thief alarm, presence detection circuit and the break-

in camera. A UART is used in the form of the 

communication tool between the hardware and the 

computer. A graphic user interface (GUI) is designed and 

configured that facilitates in the function of acquiring the 

images and sending the emails. The captured images are 

sent to the house owners and the police forces. The task is 

carried out so as to tackle the thieves’ intrusion.  
 

Prity KumariThe present day is the world of modern and 

omnipresent mobile applications that are used diligently 

to conserve energy and time. These applications make 

the everyday life of common man easy. Depending on 

these applications and technologies, an “Automatic 

Smart Home Security System” has been designed. An 

interesting market for “Smart Home Security System” is 

developed aimed at busy families and persons who are 

physically disabled. Users can control the electrical 

appliances present in home or office through smart 

phone. Application will also yield a secure notification 

and alert for Burglary, fire dangers and LPG leakage. 

The objective of this work is controlling everything that 

happens at home or offices with the touch of the fingers. 

 

M. Ebrahim Abidi,This research work introduces a 

remote development of voice control and home security 

for smart home automation system with Arduino mega, 

GSM SIM900A, Bluetooth module, and HC-SR04 

ultrasonic sensor. A microcontroller is programmed so as 

to control to a maximum of four home appliances with 

the help of Bluetooth technology and then transmit the 

received signal from the sensor to user’s Smartphone. 

Recently, there have been several advertisements and 

research projects about smart homes but many of these 

products use remote control that have button over the 

touch screen. Also, there is also a requirement to provide 

a support system for individuals particularly to the old, 

disabled, and maximize their home security. Therefore, a 

design of a wireless remote control for home gadgets is 

proposed that can be managed with voice. This novel 

system is expected to identify human voice with voice 

reader android application to switch on and off home 

appliance. One more significant feature designed in this 

project is about the detection of movement, with 

ultrasonic sensor, in which the signal is transformed to 

message and then forwarded to the mobile user through 

the GSM module. The accuracy of the system is observed 

to be greater than 95% and the electrical loads have been 

controlled successfully utilizing the voice command for 

controlling their house.  

 

VirajMali,Home security is necessary for the owner’s 

convenience and safety. The system  at the entry point 

should be secured and this is the chief objective behind 

the design of this system .The aim of this research work 

to design an economic way of home security system with 

sensors such as motion sensor, PIR sensor etc. This 

system also studies about the OTP (One Time Password) 

generation that will be utilized in the form of entry 

password for the user. Data acquired from all these 

sensors is constantly received and then processed by 

Arduino Uno board that functions as a microcontroller 

unit. If there are unpredictable conditions, the Arduino 
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will trigger an alarm and thereafter alert messages will be 

transmitted to user’s mobile over GSM. This way, the 

system guarantees home safety and also security. 

 

A Bluetooth based remote home automation framework 

can be deployed at a reduced cost and its installation can 

be easily done at home [6]. The Bluetooth invention has 

the capability of sending information serially up to 

3Mbps within a physical range of 10m to 100m [6]. It is 

chosen as a wireless communication tool between a 

mobile, microcontroller and the Hidden Markov Model 

(HMM) that is helpful in identifying the human voices 

[7]. This system is developed in order to be used for all 

groups of people and especially be utilized to aid and 

render support for the requirements of the old and 

physical disabled persons [7]. Implementation of home 

devices remote control system by human voice helps 

people with special needs, especially the elders and 

disabled to move independently [7]. 

 

III PROPOSED METHODOLOGY 

 
 The objective of this work is the design and 

implementation of an inexpensive and open source home 

automation and security system, which has the capability 

of controlling and automating many of the home 

appliances. This application acts as a simple and 

manageable web interface for the user to run Smart Home 

Security System. In this research work, technologies such 

as Android mobile phone with Wi-Fi are integrated in 

order to run the “Smart Home Security System". User 

Interfaces that use Android have been developed since the 

Android operating systems occupy a major segment of 

the mobile market. It offers technical benefits of 

scalability, flexibility, accessibility, security and its 

convenience of use for users. The objective to choose the 

Android as the platform is due to the fact of people’s 

familiarity with the several applications that are installed 

in Android mobile phone. Android renders an interactive 

graphical user interface that gives an application the 

simplicity to be used by the customers. In this research 

work, bulbs etc. are used for graphical execution for 

getting a better understanding to the users. Users can 

switch ON/OFF any appliances such tube lights etc. 

according to their wish via mobile application. They can 

also check on the status of home appliances even in their 

absence at home. This application exhibits scalability to 

add or remove any appliances according to the 

requirement of the user. 

 

 This system has embedded more security features such 

as human detection and door knocking alerts at home to 

the user by sending simple text message onto the user’s 

mobile phone when the user is not present at home or at 

night. In case there is a human detection and door knock, 

this system will sense it and then send the signals 

instantly to the server of PC. Server will then send the 

message to user Android mobile application that is 

connected with server of PC via Wi-Fi. This is 

accomplished by sensors, PIR sensor helps in detecting 

the human movement and vibration sensor detects any 

movement that occurs at the doors or windows. 

Moreover, features such as alarm is also embedded for 

sensing during untoward condition greater than the 

threshold value. Server will take necessary action by 

sending message to user via Android application. In order 

to keep phone safe from theft, this work behaves in the 

same manner. Wi-Fi technology is selected for this 

research work as it will maintain the Home Automation 

Security System active and the user can be in touch with 

server even when user is not available at home. This 

system maintains the log information also about the units 

consumed by different home appliances that can aid the 

user in getting the information regarding the power 

consumption of individual device. 

 

FEATURES  

 

 The overall paper comprises of two important 

parts i.e. Hardware and Software. User controls the home 

appliances by making use of Android mobile phone 

applications. User sends commands through Android 

mobile application whose signals are sent to the server of 

PC using Wi-Fi connectivity. The server is configured to 

deal with both hardware and software modules. 

Microcontroller that uses serial communication ports 

interacts with server. According to the command of the 

user, a certain appliance is operated (ON/OFF). Server 

maintains the record of every log information that are 

rendered to users when demanded. If there is human 

detection or door knock, the notifications will be sent to 

the user’s Android mobile phone regarding it, and thus 

required actions could be taken and damages can be 

prevented. Making use of Wi-Fi technology, the server 

and user's Android application are connected. In case of 

no one being present in the room, the appliances will 

automatically be switched OFF by app, thereby 

conserving electricity. 

 

 
Fig 1. Structure of proposed system 
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WORKING OF PIR AND VIBRATION SENSOR 

 

Human Beings emit thermal energy in the 

wavelength around9-10 micro-meter every day. 

Pyroelectric or Passive Infrared Sensor (PIR) [6], [7] is 

basically an electronic device that is developed in order to 

detect this IR wavelength if a human being is present 

nearby. For a broad range for detection, a simple lens is 

brought into use. Sensors may also be calibrated in such a 

manner that domestic pets can be ignored by deciding on 

a higher sensitivity threshold, or by being assured that the 

floor of the room stays out of focus. In this work, 

Arduino is connected with Vibration sensor and LED. If 

there is no vibration detected, Vibration sensor output 

becomes 0 (low voltage), else its output is 1(high 

voltage). When Arduino gets 0 (no vibration) from 

vibration sensor it will switch on green LED and switch 

off Red LED. When Arduino obtains 1 from vibration 

sensor, it will switch on Red LED and switch off green 

LED. 

 

WORKING OF PROTOTYPE 

 

The prototype can be utilized in two means: 

1) As a smart security system 

2) As a smart home automation system 

 

As a smart security system 

 

PIR motion sensors are deployed at the entrances 

of a building. These sensors as described before help in 

detecting the motion of humans. This signal that detects 

their presence acts as the input trigger for the micro-

controller. The owner, who may or may not be available 

in that building, will be getting a text on his mobile phone 

mentioning that ’There is an Intruder in the House’. To 

switch ON the lights and the alarm at house so as to warn 

intruder, the owner can press ’1’ from his mobile keypad. 

Also in case the owner gets to know that his building is 

invaded, he can send an SMS [8] to the respective 

authority in police department in the future 

implementation work; describing his condition. The 

module will switch OFF the alarm and lights after a 

predetermined time delay. The call will again be triggered 

as soon as the module detects any unpredicted movement 

and the owner will get the call again and the process goes 

on.(To guarantee the safety from other entrances too, 

motion sensor has to be installed at those places and they 

will be controlled by one single micro-controller). 

Vibration motion sensors are installed at the doors or 

windows of a building. These sensors as described before 

help in detecting the motion of doors or windows during 

unexpected times. This signal that detects their presence 

acts as the input trigger for the micro-controller. Then the 

above described procedure is adopted in this scenario 

also. 

As a smart home automation system 

 

This application of the module can be studied 

with an example. Assume that the owner is expecting a 

guest at his home but he is not present there. So, when the 

guests reach his house the owner will get a message. And 

now the owner can press digits except 1 (such as 3 for 

lights, 4 for fan, 5 for A.C., and so on) or can even 

disable the security system. In a similar manner, in case 

the user or somebody goes out of the house, the user will 

still get a message and this time he can turn Off the 

appliances or can enable the security system again by 

pressing the right digits known only to him. As the 

appliances are connected to mains supply by a relay they 

can be controlled easily with a micro-controller. 

 

IV RESULTS AND DISCUSSION 

 

The testing of the MHSS has been done at a 

model of the house yard. The circuitry is assembled with 

the model for the simulation of the actual multilevel 

security system. The hardware is partitioned into three 

modules that include the input modules, interfacing 

module and output module as explained in section 3. The 

input module comprises of PIR and vibration sensing 

node. The interfacing module consists of a UART and a 

PC. The output modules have a series of responding 

components that are with respect to the input got from the 

input modules like mobile app, light bulbs, LCD and a 

buzzer. The operational procedure of MHSS has been 

validated by software simulation on MIT app inventor 

unit. The simulation is performed as the preparation prior 

to the real time process being executed. Every button is 

connected to individual input pins that provides diverse 

outputs if one of them is clicked. Pressing of every 

individual button simulates the triggering of the sensors 

nodes.  

 

 

 

 

 
    

    Fig 2. Proposed system flow chart 
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Fig 3. Hardware Setup 

 

 

 
   

         Fig 5. Hardware Output During Door Knocking 

 
 

Fig 4. Hardware Output During Human Detected 

 
 

 
 

Fig 6. Hardware Output During Lamp L1 ON  
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Fig 7. Hardware Output During Lamp L1 OFF 

 

V CONCLUSION AND FUTURE WORK 

 

In this paper work, a security interface and home 

automation system is introduced making use of an 

Android mobile device. This paper work suggests an 

economic, secure, broadly available, remote controlled 

solution for home automation system. The technique 

studied in the project is novel and has attained the 

objective of controlling the home appliances remotely 

making use of the Wi-fi technology for connecting the 

system components, meeting user demands and needs. In 

accordance with the present condition, Android platform 

is selected such that it can be beneficial to most of the 

human being. The technology is convenient to use and 

chosen for people with no technical expertise. This 

technology also is of much help to handicapped and aged 

people. The newly introduced system is better from the 

scalability and flexibility perspective compared to the 

commercially available home automation systems. With 

the aim of increasing the home security, vibration and 

PIR sensor are utilized for detecting the motion and send 

message to the user phone through ESP8266. The 

objective of the system was to control home appliances 

like LED, fan and CFL making use of mobile app 

technology and it is achieved with success. In the future, 

MHSS will have an image processing tool at the house 

entrance. The user’s face will be utilized as the passkey to 

open locked door and unlock other security system such 

as alarm systems. As the application of smart phone has 

become prevalent and also affordable throughout the 

entire world, it will be well utilized in the form of a tool 

for the remote controlling and monitoring of MHSS by 

the user. 

 

 

 
 

Fig 8. Android (Mobile App) Output Screen 
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