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Abstract: Steganography is an art and science of secret communication, concealing the 

existence of a communication. Modern cover types can take many forms such as text 

documents, audio tracks, digital images, and video streams. Extensive research has been 

done on image Steganography in the previous decade due to their popularity on the 

internet. Nowadays, video files are drawing much more attention. They are transmitted 

more and more frequent on internet websites such as Facebook and YouTube imposing a 

larger practical significance on video Steganography. Information hiding in video has a 

variety of techniques, each of which has its strengths and weaknesses. This paper, 

proposed an enhancement technique using factorization method to scramble pixels of 

cover frames of cover video file. Then the frame of secret encrypted data is inserted in 

the scrambled cover frame of cover video file using Advanced LSB technique. This 

method of hiding the secret video in the cover video gives a improved security concept of 
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securing the secret data from unauthorized accesses. Peak Signal to- Noise Ratio (PSNR) 

is used to measure the quality of stegano-video. This new approach of video 

Steganography shows a very high imperceptibility to human vision and hence is quite 

efficient than image Steganography.  

Keywords: Steganography, Advanced LSB. 

 

1. INTRODUCTION  

Cryptography provides for secure communication in the presence of malicious third-

parties known as adversaries. More generally cryptography is about constructing and 

analyzing protocols that prevents third parties or the public from reading private 

messages. Encryption (a major component of cryptography) uses an algorithm and a key 

to transform an input (i.e., plaintext) into an encrypted output (i.e., cipher text). A given 

algorithm will always transform the same plaintext into the same cipher text if the same 

key is used. Algorithms are considered secure if an attacker cannot determine any 

properties of the plaintext or key, given the cipher text. An attacker should not be able to 

determine anything about a key given a large number of plaintext/cipher text 

combinations which used the key. Refer to textual data in ASCII format. Plain text is the 

most portable format because it is supported by nearly every application on every 

machine. It is quite limited, however, because it cannot contain any formatting 

commands. In cryptography, plain text refers to any message that is not encrypted. 

Contrast with cipher text. Plain text is also called as clear text. 

 

In cryptography, cipher text is data that has been encrypted. Cipher text is unreadable 

until it has been converted into plaintext (decrypted) with a key. The term cipher is 

sometimes used as a synonym for cipher text but it more properly means the method of 

encryption rather than the result. A private key is a tiny bit of code that is paired with a 
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public key to set off algorithms for text encryption and decryption. It is created as part of 

public key cryptography during asymmetric-key encryption and used to decrypt and 

transform a message to a readable format. Public and private keys are paired for secure 

communication, such as email. A private key is also known as a secret key. Each 

computer has a secret key (code) that it can use to encrypt a packet of information before 

it is sent over the network to another computer. Symmetric-key requires that you know 

which computers will be talking to each other so you can install the key on each one. 

Public and private keys are paired for secure communication, such as email. Symmetric-

key encryption is essentially the same as a secret code that each of the two computers 

must know in order to decode the information. The code provides the key to decoding the 

message. Symmetric key systems are simpler and faster but their main drawback is that 

the two part is must some how exchange the key in a secure way. 

 

Asymmetric cryptography, also known as public key cryptography, uses public and 

private keys  to encrypt and decrypt data. The keys are simply large numbers that have 

been paired together but are not identical (asymmetric). One key in the pair can be shared 

with everyone; it is called the public key. The other key in the pair is kept secret; it is 

called the private key. Either of the keys  can be used to encrypt a message; the opposite 

key from the one used to encrypt  the message is used for decryption. Many protocols 

like SSH, Open PGP, S/MIME, and SSL/TLS rely on asymmetric cryptography for 

encryption and digital signature functions. It is also used in software programs, such as 

browsers, which need to establish a secure connection over an insecure like the internet 

or need to validate a digital signature. Encryption strength is directly tied to key size and 

doubling key length delivers an exponential increase in strength, although it does impair 

performance. For asymmetric encryption to deliver confidentiality, integrity, authenticity 

and non-reputability A key distribution center (KDC) in cryptography is a system that is 

responsible for providing keys to the users in a network that shares sensitive or private 
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data. Each time a connection is established between two computers in a network, they 

both request the KDC to generate a unique password which can be used by the end 

system users for verification. KDC often operates in systems with in which some users 

may have permission to use certain services at sometimes and not at others. The purpose 

of cryptography is to protect data transmitted in the likely presence of an adversary.  a 

cryptographic transformation of data is a procedure by which plaintext data is disguised, 

or encrypted, resulting in an altered text, called cipher text, that does not reveal the 

original input.  

 

2. RELATED WORKS 

To maintain the secrecy over confidential data, different methods of hiding have been 

evolved. Steganography is one of the emergent area where maintaining the privacy of 

secret data is of utmost importance. This Spiral LSB technique over traditional methods 

is that it reduces the time complexity i.e. constant time embedding [1]. This approach is 

robust. Operations are performed on consideration of pixel positions rather than the pixel 

values. Peak signal-to-noise ratio value is low that cause high noise in the cover video. 

The embedding of information, in most cases, will cause the carrier to lose part of the 

data, so the carrier cannot be completely recovered after extracting. In some special 

applications, such as in the fields of medicine, military, and law, false positives would be 

caused even by slight distortion of a digital image.  

 

Therefore, any irreversible loss of carrier data is not allowed. Reversible Data Hiding 

(RDH) can recover the original data completely without any loss of information [2]. The 

RDH algorithms are based on digital images hidden in spatial domain or compressed 

domain. The reference frame can be obtained using the raw video coding. It can be 

reconstructed in lossless format using the secret key. Security of the algorithm depends 

on the secret key. Only when the correct secret key is obtained can the message be 
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retrieved, and the video be recovered. Computational cost can be adjusted according to 

actual needs to balance capacity and invisibility. In order to construct the stego-video that 

can be clarifies the embedding key. The secret message is preprocessed by applying 

Hamming and Bose, Chaudhuri, and Hocquenghem (BCH) codes for encoding the secret 

data [3].  

 

First, motion-based MOT algorithm is implemented on host videos to distinguish the 

regions of interest in the moving objects. Motion Based Multiple Object Tracking 

(MBMOT) Detection and tracking of moving objects within the computer vision field has 

recently gained significant attention. The modification of high frequency coefficients 

does not have an impact on the video quality. Then, the data hiding process is performed 

by concealing the secret message into the DWT and DCT coefficients of all motion 

regions in the video depending on foreground masks. Secret keys are transmitted to the 

receiver side by embedding them into the non-motion area of the first frame. The 

technique has a high payload and low perceptibility of secret information hidden in the 

cover image as compared to the existing Least Significant Bit (LSB) based algorithms[4].  

 

LSB technique is adaptive edge-based hiding technique with spatial LSB domain 

systems. The data embedding capacity of this technique is relatively high, but its security 

is low. HVS is unable to identify changes in low level colors. This idea is used for 

embedding information in the pixels of cover image. A threshold is set on the pixel 

values of the cover image and 4bits, 3bits, 2bits and 1bit of the secret information is 

embedded based on the threshold. Main drawbacks of this technique are low payload and 

open to visual and statistical attacks. The Advanced Reversible Data Hiding (RDH) work 

focuses on both data encryption and image encryption which makes it more secure and 

free of errors [5].  
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All previous methods embed data without encrypting the data which may subject to 

errors on the data extraction or image recovery. The proposed work provides a novel 

RDH scheme in which both data and image can be encrypted and extracted reversibly 

without any errors. AES is based on a design principle known as a substitution 

permutation network, combination of both substitution and combination, and is fast in 

both software and hardware. Peak signal-to-noise ratio is significantly reduced and 

Original secret data obtained after Huffman decoding takes more time to obtain the 

original data. 

 

The section 3 emphasis the implementation of proposed system, section 4 explains the 

working of the data hiding using blowfish. Rest of the paper contains the conclusion and 

future work  in section 5 . 

 

3. PROPOSED SYSTEM 

Typical characteristics of modular components include portability, which allows them to 

be used in variety of system, and interoperability, which allows them to function with the 

components of others systems. The term was first used in architecture. In this proposed 

system consist of following working steps    

A. Encryption using Blow fish cryptography method  

B. Fragmentation of video  

C. Embedding data into the video   

D. Separation of frame and encrypted data  

E. Decryption of data 
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Figure 1.  Architecture diagram 

 

A. Encryption using Blowfish Cryptography Method 

In this module the secret message which is known as the plaintext can be encrypted by 

using the blow fish cryptography method.  It takes a variable-length key, from 32 bits to 

448 bits, making it ideal for both domestic and exportable.   

 

B. Fragmentation of Video 

The information hiding in the video is not possible without fragmenting the frames. The 

encrypted data can be holding the video which is transmit over the internet and received 

by the receiver. The video will be converted into frames by using the prime factorization 

method. Prime factorization is nothing but the video can have 10 secs each second it has 

3 frames can be separated by the factorization method. 
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C. Embedding the Data into Video 

The cover image used is a color image. Before embedding the data, it uses 8-bit secret 

key and XOR with all the bytes of the message to be embedded. Message is recovered by 

XOR operation by the same key. Every pixel value in this image is analyzed and the 

following checking process is employed.   

1. If the value of the pixel say gi, is in the range 240 <=gi<=255 then we embed 4 bits 

of secret data into the 4 LSB ‘s of the pixel. This can be done by  observing the first 4 

Most Significant Bits (MSB ‘s). If they are all 1‘s then the remaining 4 LSB ‘s can be 

used for embedding data.   

2. If the value of gi (First 3 MSB ‘s are all 1‘s), is in the range 224 <=gi<=239 then 

we embed 3 bits of secret data into the 3 LSB ‘s of the pixel.   

3. If the value of gi (First 2 MSB ‘s are all 1‘s), is in the range 192 <=gi<=223 then 

we embed 2 bits of secret data into the 2 LSB ‘s of the pixel.  

4. And in all other cases for the values in the range 0 <=gi <=192 we embed 1 bit of 

secret data in to 1 LSB of the pixel. Similarly, we can retrieve the secret data from the 

values of the stego image by again checking the first  four MSB ‘s of the pixel value 

and retrieve the embedded data. These above steps have been carried out to get 

efficient results.  

 

D. Separation of Frame and Encryption data  

In this process, after transmitting the original video file through the internet like Gmail 

which is carrying the secret encrypted cipher text is successfully transmitted. On the 

receiver side the video file is downloaded and then downloaded video file will be open 

using application software then the video is converting into frames using the prime 

factorization method and encrypted data is extracted by using Advanced least significant 

bit algorithm. 
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E. Decryption of Data 

The final process to get an effective output is decryption of encrypted  data. This process 

is done by implementing the blowfish cryptography method which is known as the block 

cipher symmetric encryption and decryption 

 

4. CONCLUSION AND FUTURE WORK  

The proposed symmetric encryption method is specially made to achieve the data 

confidentiality and data integrity. Blow fish cryptography method enhances the data 

confidentiality. The primary factor uses blow fish symmetric encryption is it can run on 

less then 5k memory.  This unique approach not only slows attackers down, but 

potentially buries the correct key in a haystack of false hopes. Then there are emerging 

methods like quantum key distribution, which shares keys embedded in photons over 

fiber optic, that might have viability now and many years into the future as well. Whether 

it’s protecting your email communications or stored data, some type of encryption should 

be included in your lineup of security tools. Successful attacks on victims like Target 

show that it’s not 100 percent bulletproof, but without it, you’re offering up convenient 

access to your data. On the other side, to get an error free stegano image the method can 

be used as name as advanced LSB technique. Cyber-attacks are constantly evolving, so 

security specialists must stay busy in the lab concocting new schemes to keep them at 

bay.  

 

In future work hopeful that a new method called Honey Encryption will deter hackers by 

serving up fake data for every incorrect guess of the key code.  
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