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Abstract—Nowadays cloud computing plays a major role in
todays IT applications. As it shares the resources in the public
domain, it suffers from various privacy preserving and security
threats on data retrieval from cloud storage. The cloud service
providers are facing the lacuna of complication and high cost to
implement privacy preserving to obtain promising solutions. In
this paper, an efficient method for secure privacy preserving in
cloud is proposed.The two important processes are preserving
privacy and retrieving files. Initially the file to be shared is
encrypted using vigenere encryption algorithm before uploading
it. In order to improve the privacy of the suggested technique,
the privacy map is introduced. For creating the privacy map the
efficient classification algorithm is recommended. Here Modified
Artificial Neural Network (MANN) is used to generate the privacy
map of the proposed method. The traditional neural network is
modified by means of optimization technique. Here the weight
value of the neural network is optimized with the help of
Particle Swarm Optimization (PSO). Based on that we create
the privacy map of the suggested technique, while retrieving files
initially the authorization of the person is verified by providing
basic information then the OTP of the respective files to be
viewed is verified Since the user can retrieve the files only
after authorization, verification and decryption of the files is
highly secured and privacy is preserved. The performance of the
proposed method is evaluated in terms of time and accuracy.
The proposed method is implemented in Java with cloudSim
simulator.

Index Terms—Cloud computing, privacy preserving, artificial
neural network, particle swarm optimization, vigenere encryption

I. INTRODUCTION

The growth of data and their shared and distributed sources
create the need for cooperative and profitable analysis. This
becomes increasingly high across organizations. Associated
to this, there are the concerns of privacy breaches of the
shared data which might have important legal and strategic
consequences for organizations [1]. Such privacy concerns
often limit trajectory data holders enthusiasm in providing data
for further research and applications [2]. In these days, data
mining techniques have been viewed as a threat to the sensitive
content of personal information. This kind of privacy issue has
led to research for privacy preserving data mining techniques
[3]. When personal information about people is used in the
linking of databases across organizations, then the privacy of

this information needs to be carefully protected [4]. So it is
more appropriate to protect every party’s data privacy in a
distributed way. Hence, privacy preserving machine learning
models have been introduced. Privacy Preserved Data Mining
(PPDM) is a new type which has entered the market and
which claims to take care of this particular issue [5]. The goal
of privacy preserving data mining is to develop data mining
methods without increasing the risk of misuse of the data used
to generate those methods [6].

Most of the traditional PPDM algorithms preserve the
privacy of data by transforming the original data in such a way
that the utility of the data is not lost. The ability to analyze
private data without violating the privacy of the individuals
has contributed to the popularity of PPDM. Redaction is a
privacy-preserving method that aims to avoid or to mitigate
the disclosure of raw confidential data, such as textual doc-
uments in contrast with specific privacy protection methods
focusing only on relational databases [7]. They are utilized in
many software applications such as defect prediction, defect
classification and clustering models. For example, a group of
privacy preserving techniques produces synthetic data from an
original data set, and instead of the original data set it releases
the synthetic data set that maintains some characteristics of
the original data set [8]. Recently, many privacy preserving
methods based on machine learning techniques have been
proposed to assist network experts to analyze the security
risks and detect attacks against their systems [9]. New privacy
models and data anonymization methods have been iteratively
proposed, broken, and patched with the discovery of new types
of privacy attacks [10].

The main goal of the all these privacy preserving machine
learning models is to hide sensitive defect rules in inter
and intra network communication from unauthorized users
[11]. Even though number of privacy-preserving data mining
protocols has been proposed such as those for association rule
mining, clustering, naive Bayes classifier, etc., they suffer from
limitations. Researchers cite a large number of methods, most
of which use some form of transformation on the original data
to ensure privacy preservation, called key interchange mapping
methods, but these methods are quite complex and memory
intensive, thus leading to limited usage of these methods
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[12]. Designing privacy-friendly measurement collection ar-
chitecture and an associated set of procedures involves several
layers: the secure transport of the data over the communication
network, the secure storage of collected measurements and
suitable procedures for accessing the data [13]. Hence so far,
there have been two main approaches for privacy-preserving
data mining which are as follows. One is the randomization
approach. Another is the cryptographic approach [14]. On
the basis of this different fuzzy methods have been used for
classification, regression, feature selection and data mining
model which are applied on several databases by different
researchers. But there is very few awareness about privacy
preserving sub-feature selection using fuzzy model [15].

Privacy Preserving Data mining methods preserve the pri-
vacy of data by transforming the original data in such a
way that the utility of the data is not lost. However the
present privacy preserving methods has limitations which are
explained as follows:

1) Poor performance and lack of accuracy in [16] while us-
ing bisecting k-means clustering for privacy preserving.

2) Time complexity issues occur in [17] when using ex-
treme learning machine algorithms for privacy preserv-
ing.

3) In [18] modifying the values of privacy preserving
controlling parameters affects the robustness of privacy-
preserving model-based schemes.

4) In [19] privacy preserving is made possible using
Privacy-preserving kriging interpolation on partitioned
data method but usage of this method for privacy
preserving strategy causes some additional computation
costs.

5) Traditional privacy preserving classifiers suffers from
lack of flexibility and poor efficiency.

All these limitations motivated us to move on to the proposed
method and the proposed method rectified all those limitations.

The following are the contributions of this paper:
1) Privacy map is generated by proposing a MANN archi-

tecture and the algorithm for MANN classification is
designed

2) The weights of the MANN is optimized using PSO and
the fitness value for PSO is proposed

II. RELATED WORK

Bilge, et al. [16] proposed a novel privacy-preserving col-
laborative filtering plan in view of bisecting k-means clus-
tering in which they applied two preprocessing strategies.
They managed the primary preprocessing plan with reliability
issue by developing a binary decision tree via a bisecting k-
means clustering method while the second delivered clones
of clients by embeddings pseudo-self-expectations into initial
client profiles to enhance precision of scalability enhanced
structure. The nature of accumulations was taken care of by
changing appraisals into feature oriented profiles. In examining
their plan by concerning privacy and supplementary costs, they
performed investigations on benchmark information sets to

assess that regarding exactness and online execution. Privacy
is a standout amongst the most vital social and political
issues in our data society, described by a developing scope
of empowering and supporting advances and administrations.
Among these are interchanges, media, biometrics, enormous
information, distributed computing, information mining, web,
interpersonal organizations and audiovideo observation.

Ribaric, et al. [17] showed a survey of the ideas of privacy
and the linkage among privacy, privacy protection and the
strategies and advancements planned particularly for privacy
preservation in multimedia substance. They reviewed the de-
identification proof methodologies for non-biometric identi-
fiers, viz., content, haircut, dressing style, tags, and in addition
for the physiological, viz., face, unique mark, iris, ear, behav-
ioral, viz., voice, step, motion and delicate biometric, viz.,
body outline, sex, age, race, tattoo identifiers in multimedia
archives.

Rahulamathavan, et al. [18] concentrated on a privacy-
preserving (PP) information classification procedure where
the server couldn’t take in any learning about customers’
information tests while the server side classifier was kept
mystery from the customers from the classification procedure.
All the more particularly, to the best of their insight, they
proposed the main known customer server information classifi-
cation protocol utilizing support vector machine. The proposed
protocol performed PP classification for both two-class and
multi-class issues. The protocol misused properties of Pailler
homomorphic encryption and secured two-party calculation.
At the center of their protocol contained an effective, novel
protocol for safely acquiring the indication of Pailler encoded
numbers. Neural network frameworks are more fit for learning
from complex information, and they utilized to obtain pat-
terns and data which are generally covered up in numerous
applications. Saving the privacy of delicate information and
people’s data is a noteworthy test in a large portion of these
applications.

Samet, et al. [19] introduced a new privacy-preserving pro-
tocols for both the BP and ELM algorithms when information
was on a level plane and vertically partitioned among a few
gatherings. Those new protocols, which preserved the privacy
of both the info information and the built learning model, could
be connected to internet approaching records or potentially
clump learning. Besides, the last model was safely shared
among all gatherings, who could utilize that mutually to
anticipate the comparing yield for their objective information.

Bilge, et al. [20] explored robustness of four understood
privacy-preserving model-based recommendation techniques
against six shilling assaults. They first applied conceal infor-
mation based profile infusion assaults to privacy-preserving
k-means, discrete wavelet transform, singular value decom-
position and item-based prediction algorithms. They then
performed thorough analyses utilizing genuine information to
assess their robustness against profile infusion assaults. Next,
they contrasted non-private model-based techniques with their
privacy-preserving correspondences with respect to robustness.
In addition, common privacy-preserving memory and model-
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based expectation strategies were contrasted with deference to
robustness against shilling assaults. Their exact examination
demonstrated that couple of model-based plans with privacy
was exceptionally robust.

Tugrul, et al. [21] conveyed a protocol to evaluate kriging-
based expectations utilizing partitioned information from two
gatherings while preserving their secrecy. Their protocol addi-
tionally secured a customer’s privacy. The proposed strategy
helped two servers made models in light of split information
without unveiling private information and gave expectations to
their customers while preserving the customer’s classification.
They examined the plan with respect to privacy, execution and
exactness. Their hypothetical examination demonstrated that
that accomplished privacy. In spite of the fact that that caused
some extra costs, they were not basic to general execution.
Their genuine information based observational results demon-
strated that their strategy could offer exact forecasts regard-
less of the possibility that there were exactness misfortunes
because of privacy measures.

Cihan, et al. [22] indicated a privacy-preserving plan to give
suggestions on horizontally partitioned information among
different gatherings. Keeping in mind the end goal to enhance
online execution, the gatherings bunched their appropriated
information disconnected without incredibly endangering their
mystery. They then evaluated expectations utilizing k- near-
est neighbor approach while preserving their privacy. They
showed that the proposed technique preserved information
proprietors’ security and could recommend expectations in-
geniously. By playing out a few trials utilizing genuine infor-
mation sets, they dissected their plan with respect to precision.
Their exact results demonstrated that that was still conceivable
to assess honest forecasts skillfully while retaining information
proprietors’ privacy in view of horizontally distributed data.

III. PRIVACY PRESERVING IN CLOUD USING MANN
CLASSIFICATION

Cloud computing keeps data and its applications using
internet and central remote servers. This is the new computing
paradigm with the implications for greater flexibility and
availability with minimum cost. Because of this, it has been
receiving a good attention from many people with different
work areas. When using the storage services offered by Cloud
service providers it is very important to secure information
that enters the cloud and protecting the privacy associated
with it. Existing privacy preserving methods in cloud suffers
from various complexity issues. In order to overcome those
issues, our proposed method is utilized. In our proposed
method, initially the input files to be shared is encrypted using
Vigenere encryption algorithm and then stored in cloud. Then
for the purpose of viewing the uploaded files privacy map
technique is used. In privacy map concept, for the new user
to view the files the information provided by the user is fed
to classification algorithms. Based on the classification result
the new user is allowed to view the files otherwise the request
is rejected.Hence the secured privacy preserving technique is

adopted in cloud using our proposed method. The schematic
representation of the proposed method is depicted in Fig. 1.

Our proposed method has two sections which are uploading
section and retrieving section. The process involved in these
sections is described as follows:

A. Uploading section

In this section, initially the input files to be uploaded
is secured using Vigenere encryption algorithm. Hence the
input files get encrypted and after encryption the encrypted
data is stored in cloud. The detailed explanation of Vigenere
encryption algorithm is described as follows:

1) Vigenere Encryption Algorithm: This algorithm is
mainly used for providing security to the input files. Vigenere
cipher, being poly-alphabetic cipher was one of the most
popular ciphers in the past because of its simplicity and
resistance to the frequency analysis test of letters that can
crack simple ciphers like Caesar cipher. The Vigenere cipher
consists of several Caesar ciphers in sequence with different
shift values. In Caesar cipher each letter is shifted along some
places. For example for a shift of A will become F, B will
map to G and so on.

2) Vigenere square: The Vigenere square uses sequence of
different shift values and uses a table called Vigenere table.
The table is a 26 * 26 matrix in which the English alphabets
are written 26 times in different rows representing the different
possible shifts. The table is used and substitution is made
according to the varying shift values derived from the key.
The Vigenere can also be viewed algebraically. If the letters
AZ are taken to be the numbers 025 then Vigenere encryption,
C and Vigenere decryption, D using the key, K can be written
as:

Ci = Pi +Ki mod 26 (1)

Di = Ci −Ki mod 26 (2)

Where, P = P0, . . . , Pm indicates the message, C =
C0, . . . , Cm indicates the cipher text, and K = K0, . . . ,Km

indicates the key used. Hence by using this encryption method
the input files gets encrypted. The encrypted file is then stored
in cloud.

B. Retrieving section

This section is mainly used for retrieving the files stored in
cloud. The step by step process involved in retrieving section
is as follows,

1) Privacy Map: The request send by the user for viewing
the files is permitted for viewing or canceling using the privacy
map. The privacy map is dynamically assigned by the file
owner to his/her privilege group members for file sharing
on the basis of information provided by the user. The file
owner could add or delete a member at will in the pool of
group members in the cloud storage. In our proposed method
the privacy map is set up using the modified artificial neural
network (MANN) classification algorithm and its depiction is
as follows,
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Fig. 1. Block Schematic of Proposed Approach

2) MANN Classification Algorithm: In our proposed tech-
nique, we use the MANN for generating the privacy map.
Here the traditional neural networks are modified by means of
Particle Swarm Optimization (PSO) algorithm. PSO algorithm
is employed to optimize the weights in neural network. For
training purpose back propagation algorithm is used in our
suggested technique. In artificial neural network consists of
a series of nodes (neurons) which have multiple connections
with other nodes. Each connection has a weight associated
with it which can be varied in strength, in analogy with
neurobiology synapses. The principal with it which a neural
network operates is relatively simple. Each neuron in the input
layer holds a value, so that the input layer holds the input
vector. Each of these neurons connects to every neuron in
the next layer of neurons. ANN structure consists of input
layer, output layer and hidden layers between these two layers.
The number of these layers is dependent on the problem we
are trying to solve, that is basically on the user. The overall
structure of artificial neural network is depicted in Fig. 2.

The following is the MANN Function Steps:
1) Fix the weight values for every neurons except the

neurons in the input layer.
2) Develop the neural network with the input user data as

the input units, hidden units and the output unit.
3) The computation of the proposed bias function for the

input layer is computed as in (3).

I = ξ+

HU−1∑
n=0

w(n)I1(n) +w(n)I2(n) + . . .+w(n)Im(n) (3)

The block schematic of the proposed MANN classifier is
depicted in Fig. 3. In our proposed MANN, the weights

Fig. 2. Block Schematic of Proposed ANN Structure

are optimized with the help of PSO algorithm. The step by
step procedure of particle swarm optimization is illustrated as
follows:

3) Particle Swarm Optimization: PSO is a population-based
optimization algorithm. It is initialized with a group of arbi-
trary particles and searches for optima by further generations.
Each of these particles are flown through the search space
enclosing its position altered based on its distance from its own
personal best position and the distance from the best particle
of the swarm. The presentation of each particle, i.e. how close
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Fig. 3. Block Schematic of Proposed MANN Classifier

the particles are from the global optimum, is calculated by
means of a fitness function which relies on the optimization
problem. According to PSO, there are two dissimilar kinds
of versions are employed. The first is individual best and the
second is global best. The individual best is the best individual
selection algorithm by evaluating each individual position of
the particle to its own best position. The global best selection
algorithm, which obtains the global knowledge by making the
movement of the particles comprises the position of the best
particle from the whole swarm. Each particle, i , flies in a
n-dimensional search space.
cpi- It symbolizes the current position of the particle in the
search space.
lbi- It points out the location of the best solution of the particle
in the search space.
cvi- It points out the direction for which the particle will travel
(the current velocity).

The step by step procedure of PSO is described as follows:
Step 1: Initialize a population of i weight with each weights
current position cpi and current velocity cvi on a problem
space of dimension n.
Step 2: Calculate the fitness function for each weight using
(6).

fitness = min

n∑
i=1

MSE (4)

Step 3: Make comparison among the weights fitness value,
cpfit and weights pbest fitness value lbfit. If the current fitness
value of weight is better than the weights pbest fitness value,
then set the pbest value into current position.

pbest =

{
lbi = cpi, if cpfit > lbfit
lbfit = cpfit, Otherwise

(5)

Step 4: Inspect all of the weights pbest fitness value, lbfit
with value of gbest. If the current value, pbest is better than

the gbest value means, then set the gbest value into current
weights array index and value.

gbest = best(pbest) (6)

Step 5: Revise the velocity and position of the weights
specified as in equations (9) and (10).

cvnewi = cvi+Φ1×r1×(pbesti−cpi)+Φ2×r2×(gbesti−cpi)
(7)

cpnewi = cpi + cvnewi (8)

Where,
i - Weight.
Φ1,Φ2 - Learning rates governing the weight towards its best
position.
r1, r2 - Random numbers that are uniformly distributed in the
range [0, 1].
cvi - indicates the current velocity.
Step 6: Repeat step 2, until a better fitness or maximum
number of iterations are met. Based on the above procedure
we select the optimal weights and then these optimal weights
are preceded for further steps in artificial neural network,

The activation function for the output layer is estimated as

Active(I) =
1

1 + e−I
(9)

Recognize the learning error as offered beneath.

Output(Ou) = LE =
1

2

Hu−1∑
n=0

(Dn −An)2 (10)

Where, LE - learning error rate, Dn - Desired outputs, An

- Actual outputs. Hence by using the PSO algorithm the
weight gets optimized. Then the optimal weight is fed to the
neural network for further process. Finally one score value
is generated based on the neural network on the basis of
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Fig. 4. Number of Generations Versus Fitness Value

information provided by the user for viewing the files. The
final step in retrieving section is request recognition; if the
score value generated using the classification algorithm is more
than the threshold value then the user is allowed to download
the files and if the criteria are vice-versa then the request for
downloading the files is cancelled.After downloading the file,
the cloud provider then sends an OTP to the requester with
a message of reference and OTP number; he/she needs to
obtain the reply OTP which matches with the reference number
within the acceptable time to prove the privilege. If it goes
wrong, then viewing is denied, else, it is granted and a message
is shown to the requester. Once the OTP and reference number
is verified then the cloud provider will notify the respective
file owner, after receiving the notification the owner send the
respective key to the privilege user for decryption. Hence the
secured privacy preserving technique is adopted in cloud using
our proposed method.

C. Results and Discussion

This section gives a detailed view of the results that are
obtained using our proposed MANN classification. Here Vi-
genere encryption algorithm is used for providing security to
the input files to be stored in cloud. The privacy map is set
up using the MANN classification algorithm. The proposed
method is implemented in JAVA platform. The experimental
result and the performance of the proposed method are clearly
explained in the following subsections.

1) Optimizing Weights of ANN: The weights of the ANN
is optimized using PSO and the algorithm is executed for 100
generations and the results are depicted in Fig. 4. It is observed
that as the file size increases, the weights get converged early
compared to small size files. In all the cases, the optimized
weights are obtained after 50th generations.

2) Evaluation Measures: By using the evaluation metrics
such as encryption and decryption time, uploading and down-
loading time, execution time, accuracy and classification time
the performance of the classifier is evaluated.
Encryption Time: Encryption is the process of encoding
messages or information in such a way that only authorized
parties can access it. The duration taken for this purpose is
known as Encryption Time (ET).

TABLE I
PERFORMANCE OF PROPOSED TIME CALCULATION

FS (kb) ET (ms) DT (ms) UT (ms) DT (ms) OET (ms)

10 2314 1954 3265 3125 10369
20 3456 3169 3984 3659 11369
30 4125 3867 4598 4156 12487
40 4365 4198 5136 4896 13652

Decryption Time: Decryption is the process of transforming
data that has been rendered unreadable through encryption
back to its unencrypted form. The duration taken for this
purpose is known as decryption time.
Uploading Time: Uploading means data is being sent from
your computer to the Internet. The duration taken for this
purpose is defined as uploading time.
Downloading Time: Downloading means your computer is
receiving data from the Internet. The duration taken for this
purpose is defined as downloading time.
Execution Time: Runtime or execution time is the time during
which a program is running (executing).
Accuracy: Accuracy is calculated using the measures of
sensitivity and specificity and is denoted as in (11).

Accuracy =
TP + TN

TP + TN + FP + FN
× 100 (11)

Classification Time: The time consumed by the classification
algorithm to set up the privacy map is referred as classification
time.
True Positive Rate (TPR): It is defined as the ratio of true
positive to the sum of true positive and false negative. It is
indicated as follows,

TPR =
TP

TP + FN
× 100 (12)

3) Performance Analysis: Our proposed method is pro-
viding better security performance using the privacy map
method. Further the usage of MANN together with PSO helps
in achieving improved performance of the proposed method.
In this section, the performance of the proposed method is
evaluated using various evaluation metrics.

It is clear from Table 1, that for the File Size (FS) of 10kb,
the Encryption Time (ET) taken using the proposed method
is 2314ms and the Decryption Time (DT) taken is 1954ms.
Similarly the Uploading time (UT) and Downloading Time
(DT) taken for the FS 10kb is 3265ms and 3125ms respec-
tively. The Overall Execution Time (OET) taken using the
proposed method for 10kb file size is 10369ms. The encryption
time and decryption time taken using the proposed method for
the file size of 20kb is 3456ms and 3169ms. The uploading
and downloading time taken for the proposed is 3984ms and
3659ms respectively for the file size of 20kb. 11369ms is the
overall execution time consumed using the proposed method
for 20kb file size. 4125ms and 3867ms is the encryption and
decryption time taken using the proposed method for the file
size of 30kb. Similarly 4598ms and 4156ms is the uploading
and downloading time taken using the proposed method for
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Fig. 5. Comparison of Classification Time with Base Classifiers

Fig. 6. Comparison of Accuracy with Base Classifiers

the file size of 30kb. 12487ms is the overall execution time
taken using the proposed method for the file size of 30kb.
For the file size of 40kb the encryption and decryption time
taken is 4365ms and 4198ms. Similarly for the same file size
the uploading and downloading time taken is 5136ms and
4896ms respectively. 13652ms is the execution time taken
using the proposed method for the file size of 40kb. Hence
from the above illustration it is clear that our proposed method
has better encryption, decryption, uploading, downloading and
execution time with respect to varying file sizes.

D. Comparison analysis

For comparison analysis the classification time, accuracy
comparison, true positive rate and encryption time of the
proposed method is compared with the existing methods.
For proposed method MANN classification algorithm and Vi-
genere encryption algorithm is used. The existing method uses
KNN and improved nave bayes algorithm [23]. The results are
plotted in the form of graph from Fig. 5 to Fig. 8. From Fig.
5, it is clear that the classification time consumed using the
existing KNN classifier is 1313ms. Existing improved nave
bayes classifier contains the classification time of 780ms. From
this it is clear that the existing classifiers consumes more
classification time while using the proposed MANN classifier
the classification time taken is almost 730ms. Hence our
proposed classifier takes less time for classification purpose
than the existing classifiers. Fig. 6 illustrates that the accuracy
value obtained utilizing the existing KNN classifier is 40.22%.

Fig. 7. Comparison of TPR with Base Classifiers

Fig. 8. Comparison of Encryption Time with Base Classifiers

Existing improved nave bayes classifier contains the accuracy
value of 72.41%. The accuracy values obtained utilizing the
existing classifier is very low. The proposed MANN classifier
contains the accuracy value of 75.58%. Hence the accuracy
value obtained utilizing the proposed classifier is higher than
the accuracy value obtained utilizing the existing classifiers.
Fig. 7 demonstrates that the existing KNN classifier achieves
the TPR value of 40.8% and 68.4% is the TPR value obtained
utilizing the existing improved nave bayes classifier while
the TPR value obtained using the proposed method is 72.3%
which is much better than the existing methods.

Fig. 8 that the encryption time taken utilizing the existing
KNN method is 12630ms and the encryption time taken using
the existing improved nave bayes method is 11257ms while the
encryption time taken using the proposed method is 10453ms.
From this it is clear that the proposed method has better
encryption time than the existing methods. Hence from the
above discussion it is clear that the proposed method has better
classification time, accuracy, TPR value and better encryption
time than the existing methods.

IV. CONCLUSION

Secured privacy preserving technique in cloud is proposed
in this paper. In order to improve the privacy the proposed
technique, an efficient encryption and privacy map technique is
utilized. The suggested technique is implemented in JAVA with
Cloud Sim platform. The performance of the recommended
technique is evaluated in terms of execution time, encryption
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and decryption time, uploading and downloading time and ac-
curacy. From the experimental result the suggested technique
attains the minimum execution time and maximum classi-
fication accuracy when compared to the existing technique.
The overall execution time of the recommended technique is
11969.25ms. The proposed classifier achieves the classification
accuracy of 75.58%. Our proposed method also has less
encryption time when compared to the existing technique. In
future various encryption and classification algorithms are used
to secure the data.
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