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Abstract- Recently android operating system used by number of users 

worldwide. Android operating system has number of challenges in terms 

of security despite the efforts taken by the android application developers 

to provide a secure environment for apps. The need for efficient message 

and file sharing techniques for android smart-phones in Wi-Fi/Internet 

environment has increased. Message passing and file sharing is another 

important feature and applications in mobiles. Messaging is possible over 

the internet and off the internet through SMS service. In this paper message 

passing and file sharing techniques by using Wi-Fi/Internet through QR 

code for hiding purpose. In which the encrypted message (encrypted by 

AES algorithm) is pass through QR Code to avoid the visibility of 

encrypted message. QR code is able to read data in different languages. It 

required very small space to store huge data. QR code is compact in size 

and it can restore the damage data. File sharing approach endorse the 

concept to reduce the use of mobile data or time saving while sharing of 

text or other file over the internet. 

Keywords: QR Code; Android; AES; Public Cryptography; Wi-Fi; 

Internet. 

 

I. INTRODUCTION 

Nowadays android phone users increases. Today all the boom of the android 

phones, the users are using more and more applications in almost all sectors such as 

health, entertainment, office, college, banking etc. An android device activation are 

hitting near about 1.5 million per day and unfortunately, privacy leakage issues in 

android devices are also increasing in same flow. Android system provides sharing of 
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data and services between apps using inter-app communication system [1]. An android 

smartphone is a cellular telephone with an integrated computer and other features not 

originally associated with telephones, such as an operating system, web browsing and 

the ability to run software applications. So in today’s digital world security of user’s 

data is very important. Everyday millions of user’s exchange lots of information by 

using android application. There are many news we read in newspapers of privacy 

breaches and identity theft over the internet and off the internet. As observed the current 

encryption/decryption software’s or applications over the android platform doing the 

encryption and decryption task are all very complicated in their functionality. The 

method of encryption/decryption and key generation of current system for a new user 

to understand is complex in nature. The proposed system is quiet simple to use. It is not 

complex in its functionalities. It is easy for a new user to use it. The approach is to send 

secure message passing using QR-code with less data size. QR-code is used as medium 

for security. To avoid the visibility of encrypted message which is encrypted by AES 

algorithm we used QR-code. The second thing is that sharing of text and other file over 

the internet by all android smart-phones by making its URL and put that URL in QR-

code. So that, the file sharing is securely transfer from one side to another side. 

 

II. LITERATURE SURVEY 

The Android operating system was first released in September 2008. Android is a 

mobile operating system developed by Google, based on the Linux kernel and designed 

primarily for touch screen mobile devices such as smart-phones and tablets. Android's 

user interface is mainly based on direct manipulation, using touch gestures that loosely 

correspond to real-world actions, such as swiping, tapping and pinching, to manipulate 

on-screen objects, along with a virtual keyboard for text input. Android has the largest 

installed base of all operating systems (OS) of any kind. Android has been the best-

selling OS on tablets since 2013, and on smart-phones it is dominant by any metric. 

Mobile security or mobile phone security has become increasingly important in mobile 

computing [2].  

For compositional analysis of Android inter-app permission leakage vulnerabilities, 

COVERT (Novel approach) is used. Its description is modular to enable incremental 

analysis of applications as they are installed, updated, and removed. For formal 
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verification, it statically analyzes the reverse engineered source code of each individual 

app and extracts relevant security specifications in a suitable format [1].  

To find a number of vulnerabilities in SMS implementations that are used by the 

majority of the feature phones on the market despite the closeness of these phones 

operating systems [3].  

The taxonomy of user data found on smart-phone. Their respective android permissions 

and discussed ways to disclose their data. It identify privacy threats of user data, 

crawled apps from Google Play and it assessing the privacy risk of Android users [4].  

A PC Leaks Validator, a tool which is used automatically generate correspond 

malicious apps to validate the results of PC Leaks. It first builds a precise control-flow 

graph for the analyzed apps. It performs static taint analysis with a well-defined set of 

source and sink methods to identify potential active component leaks. Also, its potential 

passive component leak [5]. 

In Android smart-phones, threats to the existing security enforcements and related 

issues, malware growth timeline between 2010 and 2014, and stealth techniques 

employed by the malware authors, in addition to the existing detection methods. It 

provides a platform to the researchers and practitioners toward proposing the next-

generation android security, analysis, and malware detection techniques [6].  

QR-Code have become widely popular because of their reading speed, accuracy, and 

superior functionality characteristics and their convenience universally recognized, the 

market began to call for codes capable of storing more information, more character 

types, and that could be printed in a smaller space [9].  

Quick Response codes are 2-dimensional barcodes that visually encode bits of 

information represented as black square dots placed on a white square grid. Because 

QR codes are a way to transmit information [10]. 

The AES algorithm is used for encryption and decryption techniques which operates on 

a 128-bit block of data [11]. 

Instant messaging (IM) is a fast growing communications medium popular with both 

home and corporate users. Though IM is an effective and easy means of network-based 

communication [12]. 

Message passing and file sharing is done by using encryption and decryption technique 

from sender to receiver in android smart-phones [13]. 
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2.1. PURPOSE OF USING QR-CODE: 

 

 QR-Code are very easy to use. In fact, every sane individual can gather 

information from a QR-Code if he knows how to use a scanning device. QR codes 

consume very small space to store huge amount of data. QR codes are compact and 

very easier to scan. QR codes can read data in many different languages. The data needs 

not to be only English numbers or letters. Even if the data is in a different language, 

QR codes work smoothly and don’t create problems for the users. QR codes can restore 

almost all data if they are damaged. The scanner can still read the data even if the code 

is damaged. You can scan QR codes in any direction you want as compared to 

traditional barcodes which can be read only in one direction. This feature actually 

makes QR codes super useful for all types of businesses, products, and documents. QR 

codes can further classify information contained in them in specific areas within the 

code. This makes it easier for the user to only read the required information. He can 

either read the information on one side or information stored on the other side. It provide 

a safer, advanced, reliable and quick option to store your important data and protect it 

from miscreants [14]. QR Codes especially attractive for marketing is their low cost 

and universal applicability. Targeted to mobile users, QR Codes help to reach your 

audience at any time and place. Apart from a smartphone, no special equipment is 

required, and there are no intermediaries between you and the user [15]. A QR code is 

able to store and convey data including web link URLs (Uniform Resource Locators), 

plain text, email addresses, contact information and so on [16]. A QR code generator 

encrypts the given message into QR codes which could not be read or understood by 

human beings. But the message hidden in these QR codes can be easily decoded by any 

smart phone with built in camera. In order keep the message secret and to protect it 

from unauthorized access [17]. 

In existing system the message passing and file sharing can be done by using 

android smart-phones only by using encryption and decryption techniques only. Due to 

this privacy security for secure message passing and file sharing issue plays an 

important role because hackers can hack this by applying his own logic on encrypted 

message and the private data can be leaked. So it is necessary to provide more security 

for message passing and file sharing by all android smart-phones over the internet. 
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III. PROPOSED WORK         

     The proposed system implementing the principle for secure message passing and 

file sharing by all android smart-phones. Message are transmitted in an encrypted 

format by using AES algorithm and then message goes through QR-code for more 

security. QR-code can be used as medium for security to avoid the visibility of 

encrypted message. Sharing of file i.e. text and other can be done by all android smart-

phones in a less size to reduce the use of mobile data or less time required to share the 

file in a secure manner over the internet. 

 

 

                                                                                                          Key 

 

 

 

 

 

 

               

                                                              

                                                               Key                                                      

                                                                                                                                    

 

          

 

                                                                               

                                            

                                       Fig.1. System Diagram for Message Passing 

 

 For File Sharing Technique: 

 

      The system is time saving for file sharing by making its URL through server. The 

existing system does not have such function for file sharing by making its URL and it 
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can be securely received at receiver side in QR-Code. After scanning the QR-Code 

receiver get the original file which is shared by the sender.     

 

The Diagram for sending file from Sender Side and Receiving side are as follows: 

 

         Key                                             
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 Fig.2. File Sharing from Sender Side            Fig.3. File Receiving at Receiver Side 

 

3.1. AES ALGORITHM:  

 

AES represents an algorithm for advanced encryption standard consist of 

different operations required in the steps of encryption and decryption. The plaintext 

input and cipher text output for the AES algorithms are blocks of 128 bits. The cipher 

key input is a sequence of 128, 192 or 256 bits. Speed and resource requirement are the 

mainly considered to select the architecture for the application [7]. 

 

3.2. SYSTEM WORKING:  

The system work as to implement the secure Message passing and File sharing 

scheme for android smart- phones. Sending sensitive messages over the Internet is very 

dangerous. So, our project helps him to interact in a safe and secure manner in order to 

keep their private information confidential. This would enable the user to be satisfied 

that there would be no fear of loss of crucial information. 
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                           Fig.4. User fill required data for registration 

As shown in fig.4, new user must register on app to use it. For registration user 

enter their name, mobile number, email id and password. User must enter their valid 

Email Id and mobile number for secure message passing and file sharing. Then user 

registration process done on application.  

 

 

 

  

 

     

 

   

                               Fig.5. Enter Email ID and Password 

After completing the registration process, user have to Sign In into application. 

Fig.5 shows, Sign In page in which user enter their register Email Id and Password. 

Then click on Sign In button for message passing and file sharing through this 

application.   
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Fig.6.To use various functions of app       Fig.7. Message passing from sender side                                                  

Fig.6 shows various types of functional button to perform operations such as 

Receive Message, Share File etc. Message passing from sender side shown in fig.7. 

Here “Hello” message is send from sender side. 

 

 

 

 

 

 

 

Fig.8. Encrypted “Hello” Message in QR-Code 

For Message passing from sender side the user data which are in a message 

format then the key is applied on a message. Message can be encrypted by AES 

algorithm then encrypted message kept in a QR-Code. Here in fig 8, it shows encrypted 

“Hello” Message in QR-Code. After that message is sent to the receiver. 
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Fig.9. “Hello” Message received at receiver side 

Server send this message to the receiver and receiver can receive it in QR-code 

format. After that receiver get encrypted message which is decrypted by AES algorithm 

and it shows original message at receiver side which is send by sender. Here fig.9 shows 

the “Hello” message is received at receiver side. 

  

                              

Fig.10. Image file share from sender side 

Fig 10 shows, for file sharing at sender side in which the sender firstly select 

the file which he want to share and then make URL of the file through the server and 

file send to the receiver side.  
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Fig.11. File Receive at receiver      Fig.12. URL of File           Fig.13. Image file 

side in QR-Code format                                                       received at receiver side 

 

The file receiving technique as shown in fig 11, fig.12 and fig.13 in which firstly 

the QR-Code scan. From URL we get the original file at receiver side which is send by 

the sender.  

3.3. RESULT ANALYSIS: 

In working system, the message passing and file sharing technique is done by 

using the android application to send sensitive data securely over the internet. In present 

system, we uses AES algorithm to encrypt and decrypt the message and file sharing. 

The secure message passing and file sharing by using QR-Code is more secure than the 

traditional system is because of  a human looking at the code is unable to determine its 

content. 

In the previous system the QR-Code technique is not used for message passing 

and file sharing. Due to which there is risk of privacy breaches and identity theft over 

the internet and off the internet. Hacker may hack the personal or commercial 

information by applying their own logic. Previously existing system required more 

space to install the application in android smart-phones. For file sharing required more 

mobile data to send, receive and download the data. 
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In present system, if sender send the image file of size 63.15 KB it takes 1.90 

milliseconds to reach at receiver side while some of the system takes 2.50 milliseconds 

for sharing the same image file so the present system required less time for file sharing. 

For message passing and file sharing the QR-Code technique is used for hiding of data. 

Due to which the risk of leakage of data is reduces. Encryption technique is done by 

using AES algorithm and then it put in QR-Code which act as wall for data security 

then send it to the server. Server act as intermediate between sender and receiver. 

Receiver side receive data from server which are in QR-Code. After scanning the QR-

Code get data which are in encrypted form decrypted by using AES algorithm and get 

original data at receiver side. So hackers may not hack personal or commercial data 

easily. In android smart-phones, present required less space to install the application 

and also required less time to send and receive data.         

IV.CONCLUSION 

Secure Message passing and file sharing technique is important to provide more 

security on an android smart-phones. QR-Code message passing is more secure because 

in general, we believe that QR codes have great potential in business media. QR codes 

are tricky because you cannot weed out the bad from the good by simply looking at the 

code. In our system we uses the AES algorithm to encrypt and decrypt the data. The 

secure message passing and file sharing by using QR-Code is more secure than the 

traditional system is because of a providing the high security to message passing and 

file sharing in android smart-phones. 
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