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Abstract— E- Healthcare system monitors the health condition and gives medical treatment through our web application. They 

collect the real time personal information (PHI) and patient’s physical problem and transmitted it to the healthcare provider for 

the authorized physicians to decide corresponding treatment.  

To securely share the PHR information in cloud computing, a patient divides his PHR information M into two parts: personal 

information that may contain the patient’s name, social security number, telephone number, home address, etc. The medical 

record which does not contain sensitive personal information, such as medical test results, treatment protocols, and operation 

notes.. Also we propose The Clinical Document Architecture (CDA). Our CDA document integration system integrates multiple 

CDA documents per patient into a single CDA document and physicians and patients can browse the clinical data in 

chronological order and historical wise. Therefore, both cipher text storage and time costs of encryption are saved. 

Information Flow Control (IFC), in addition, offers system-wide, end-to-end, flow control based on the properties of the data. The 

system discusses the potential of cloud-deployed IFC for enforcing owners’ data flow policy with regard to protection and 

sharing, as well as safeguarding against malicious or buggy software. In addition, the audit log associated with IFC provides 

transparency and offers system-wide visibility over data flows. 

 

I. INTRODUCTION 
 

This system includes guidance designed to support decision makers evaluating and comparing cloud computing 

distributions in critical areas from various cloud providers, considering different requirements from many actors 

including hospitals, insurance companies and governments.  Cloud deployment models (private, public, and hybrid) 

will also weigh heavily in strategic decisions.  

 

The Benefits of Cloud Computing for Healthcare section discusses specific IT trends in the healthcare industry that 

are addressed most effectively, both technically and economically, by cloud computing as opposed to traditional IT 

environment.  

 

The Knowledge Discovery in Databases (KDD), refers to the unique extraction of non-explicit, new and potentially 

useful information in databases. Data mining is actually part of the knowledge discovery process. Data mining should 

be applicable to all kinds of information storage systems. Indeed, the challenges presented by different types of data 

vary significantly. Data mining can be used in various databases such as spatial databases, multimedia databases, 

time-series databases and textual databases, and even flat files. 

 

Over the last years, cloud computing has become an important theme in the computer field. Essentially, it takes the 

information processing as a service, such as storage, computing. It relieves of the burden for storage management, 

universal data access with independent geographical locations. At the same time, it avoids of capital expenditure on 

hardware, software, and personnel maintenances, etc. Thus, cloud computing at- tracts more intention from the 

enterprise. The foundations of cloud computing lie in the outsourcing of computing tasks to the third party. It entails 

the security risks in terms of confidentiality, integrity and availability of data and service. The issue to convince the 

cloud clients that their data are kept intact is especially vital since the clients do not store these data locally. Remote 

data integrity checking is the best way to solve this issue. Also, the integrity checking protocol should be efficient in 

order to make it suitable for capacity-limited end devices.  

 

With the burgeoning of network technology and mobile terminal, online data sharing has become a new “pet”, such as 

Facebook, MySpace, and Badoo. Meanwhile, cloud computing is one of the most promising application platforms to 

solve the explosive expanding of data sharing. In cloud computing, to protect data from leaking, users need to encrypt 

their data before being shared. Access control is paramount as it is the first line of defence that prevents unauthorized 

access to the shared data.  
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First, only relative values are required for the cost parameters and thus exact values need not determined. Second, 

sensitivity analysis of the model has shown that the optimum values are not critically affected by reasonable changes 

in the parameter values. In order to overcome the existing difficulties, the proposed inherits more reliability with the 

use of dynamic programming and also is applicable at all stages of the system and points out the trade necessary 

between the stakeholders. 
 

II. RELATED WORK 
 

Distributed healthcare cloud systems have been increasingly adopted worldwide for useful and high-quality medical 

aid. In e-healthcare networks, the electronic health information are shared among the patients in corresponding social 

communities affected from the similar disease for mutual support and across e-healthcare providers having their own 

cloud servers for medical equipment. 

 

This system discusses a new cloud based security management approach based on formatting the FISMA standard to 

equip it with the cloud model enabling cloud providers and customers to be security certified. The framework is based 

on developing coordination between cloud providers, service providers and service customers in maintaining the 

security of the cloud computing platform and the hosted services. The system has introduced a collaboration-based 

security management format for the cloud based model. 

 

Cloud service provider is the management of cloud servers and provides multiple services for client. The shared files 

usually have non-linear structure. That is a group of files are grouped into a number of hierarchy subgroups located at 

different access levels.  

III.  ALGORITHMS USED  
 

The files in the same hierarchical structure could be encrypted by an integrated access structure, the storage cost of 

ciphertext and time cost of encryption could be saved.  

In this paper, efficient privacy-preserving fully heteromorphic data aggregation is proposed, which serves the basis for 

our proposed PPDM.  

 

To encrypt patient data integrity, privacy preserving methodologies are implemented to protect the PHI. And then to 

share data to the admin, we propose the layered model of access structure to solve the problem of multiple 

hierarchical files sharing. The files are encrypted with one integrated access structure which would reduce the 

encryption cost and increase the storage space.  

Also we propose The Clinical Document Architecture (CDA).  

Our CDA document integration system integrates multiple CDA documents per patient into a single CDA document 

and physicians and patients can browse the clinical data in chronological order and historical wise.  
 

IV.  IMPLEMENTATION 
 

Indirectly authorized admins and unauthorized admins cannot correctly distinguish the identities of the user from each 

other. Only the admins directly authorized by the users can only access the user’s personal health information and 

sensitive information's and authenticate their identities simultaneously. The various admins indirectly authorized by 

user cannot authenticate the user’s identities but recover the personal health information. Unauthorized persons can 

obtain neither. 

 

A user divides his information M into two parts: personal information m1 that may contain the user name, social 

security number, telephone number, home address, etc. The official record m2 which does not contain personal 

information, but sensitive information's. The system proposes the layered model of access structure to solve the 

problem of multiple hierarchical files sharing. The files are encrypted with one integrated access structure. we also 

formally prove the security of FH-CP-ABE scheme that can successfully resist chosen plaintext attacks. 

An attending physician needs to access both the patient’s name and his medical record in order to make a diagnosis, 

and medical researcher only needs to access some medical test results for academic purpose in the related area, where 

a doctor must be a medical researcher, and the converse is not necessarily true. Suppose that the patient sets the access 

structure of m1 as: T1 {(“Cardiology” AND “Researcher”) AND “Attending Physician”}. Similarly, m2 is termed as: 

T2 {“Cardiology” AND “Researcher”} the information needs to be encrypted twice if m1 and m2 are encrypted with 

access structures T1 and T2, respectively. The two structures could be integrated into one structure T. the computation 

complexity of encryption and storage overhead of ciphertext can be reduced greatly. 
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Third Party Auditor: 

In this module, Auditor (TPA) views all List of Files Uploaded by User. Auditor directly views all user data without 

key. TPA has privileges to encrypt the user’s data and save it on cloud. Also auditor can view data which is uploaded 

by various users. TPA can encrypt data and send it to Cloud service provider (CSP) for storage and auditor can view 

encrypted data of every user.  

 

 

The architecture is shown as shown:  

 

 
  

The process flow of the system is as shown as below: 

 

 

Login

Patient Details

CDA Generation
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V. CONCLUSION 
 

In this system, a secure and optimized privacy-preserving non-static medical text mining extraction scheme File 

Hierarchy in cloud-assisted m-healthcare systems is proposed. An efficient privacy-preserving is completely 

homomorphic data aggregation from one-way trapdoor function is established which serves the basis for our proposed 

system. The non-informal security proof and extensive performance evaluation shows the system achieves a higher 

security level (i.e. information-theoretic security for input privacy and CCA2 security for output privacy) in the honest 

but curious model with optimized efficiency advantage over the state-of- the-art in terms of both computational and 

communication overhead.  

 

The purpose of all these works aims to provide user a pleasuring experience and great user interaction. Technology 

changes the life, so learning new technique constantly is quite necessary and important. 
 

VI.  FUTURE WORK 

 
Future work might include improving security by implementing advanced user authentication techniques and 

deploying the platform in real healthcare environment for evaluating the system in terms of user acceptability and 

performance.  

 

The privacy and security related issues can still be considered for the future work in order for the more secure and 

easy, efficient integration and use of the upcoming components and current technology. It will also be expand to 

process online interaction through the video conferencing between doctor and patient. 
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