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Abstract—The aim of our project is ARM11 processor 

based improving smart home security using fingerprint 

sensor and image processing method. The platform’s 

software architecture pattern enables the development of 

various applications without knowing low-level details of 

the platform. This is achieved  through unifying the access 

interface and  mechanism of handling service requests 

through a layered approach based on object virtualization 

and automatic service delivery. 

I.  INTRODUCTION 

 
A smart home security system connects to your home Wi-

Fi network so you can monitor and control your devices using 
your smartphone and an app. Entry-level systems typically 
include a couple of door and window sensors, a motion 
detector, and a hub that communicates with these devices using 
one or more wireless protocols such as Wi-Fi, or a proprietary 
mesh network. You can add extra door, motion, and window 
sensors to provide coverage for your entire house and build a 
comprehensive system that includes door locks, garage door 
openers, indoor and outdoor surveillance cameras, lights, 
sirens, smoke/CO detectors, water sensors, and more. Any 
smart security system worth its salt offers components that 
work together in a seamless environment and can be 
manipulated using customized rules. For example, you can 
create rules to have the lights turn on when motion is detected, 
have your doors unlock when a smoke alarm goes off, and have 
a camera begin recording when a sensor is triggered. Some 
systems store recorded video locally on an SD card or a solid 
state drive, while others offer cloud storage. 

II. FACE DETECTION METHODS  

In an image annotation system first we need to detect the 
face in an image. Face detection methods are as follows.They 
are divided into four categories.[2]These categories may 
overlap, so an algorithm could belong to two or more 
categories. This classification can be made as follows: 
Knowledge-based methods or Ruled-based methods, Feature-
invariant methods, Template matching methods, Appearance-
based methods.  

A. Knowledge - Based Methods 

These are rule-based methods.[1] They are based on our 
knowledge of faces, and translate them into a set of rules. It’s 
easy to guess some simple rules. For example, a face usually 
has two symmetric eyes, and the eye area is darker than the 
cheeks. Nose is at the centre of face. Mouth is at the bottom of 
face area. 

The big problem with these methods is that it is difficult to 
form appropriate set of rules. There could be high false 
positives rate if the rules were too general. On the other hand, 
there could be high false negatives rate if the rules were too 
detailed. A solution is to build hierarchical knowledge-based 
methods to overcome these problems. However, this approach 
alone is very limited. It’s unable to find many faces in a 
complex image. 

B. Feature-Invariant Methods 

To overcome the limitations knowledge based methods for 

face detection. Feature-invariant methods are introduced.The 

method is divided in several steps. Firstly, it tries to find eye-

analogue pixels, so it removes unwanted pixels from the 

image. After performing the segmentation process, they 

consider each eye-analogue segment as a candidate of one of 

the eyes. Then, a set of rule is executed to determinate the 

potential pair of eyes. Once the eyes are selected, the 

algorithm calculates the face area as a rectangle. The four 

vertexes of the face are determined by a set of 

functions.[1]Finally, they apply a cost function to make the 

final selection. They report a success rate of 94%, even in 

photographs with many faces. These methods are efficient 

with simple inputs. But, there is problem to detect eye pixels if 

a man is wearing glasses? In that case there are other features 

used for face detection. For example, there are algorithms that 

detect face-like textures or the color of human skin. 

 
Both conditions are used to detect skin colour pixels. 

However, these methods also have limitations. Skin colour can 

vary significantly if light conditions change. All over the 

world we have people with very dark skin colour and some 

may have very bright skin colour. 
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C. Template Matching Method 

These methods define a face as a function. We try to find a 

standard template of all the faces. Two templates are discussed 

here. First, a face can be divided into eyes, face contour, nose 

and mouth. Also a face model can be built by edges. But these 

methods are limited to faces that are frontal and unclouded. 

Other templates use the relation between face regions in terms 

of brightness and darkness. These standard patterns are 

compared to the input images to detect faces.[1] 

This approach is simple to implement, but it’s inadequate 

for face detection. It cannot achieve good results with 

variations in pose, scale and shape. 

D. Appearance-Based Methods 

The templates in appearance-based methods are learned 

from the examples in the images. In general, appearancebased 

methods rely on techniques from statistical analysis and 

machine learning to find the relevant characteristics of face 

images. Some appearance-based methods work in a 

probabilistic network. An image or feature vector is a random 

variable with some probability of belonging to a face or not. 

Another approach is to define a function between face and 

non-face classes. These methods are also used in feature 

extraction for face recognition.[1] 

Above methods can be summarized in the following Table I. 

 
A width and color based geometric active deformable model is 

proposed for road network extraction from remote sensing 

images with minimal human interception.[23] Orientation and 

width of road are computed from a single manual seed point, 

from which the propagation starts both right and left hand 

directions of the starting point, which extracts the 

interconnected road network from the aerial or high spatial 

resolution satellite image automatically.[25] Here the 

propagation (like water flow in canal with defined boundary) 

is restricted with color and width of the road. Road extraction 

is done for linear, curvilinear (U shape and S shape) roads 

first, irrespective of width and color[22]. Then, this algorithm 

is improved to extract road with junctions in a shape of L, T 

and X along with center line. Roads with small break or 

disconnected roads are also extracts by a modified version of 

this same algorithm.[26] This methodology is tested and 

evaluated with various remote sensing images. The 

experimental results show that the proposed method is 

efficient and extracting roads accurately with less computation 

time.[24] However, in complex urban areas, the identification 

accuracy declines due to the various sizes of obstacles, over 

bridges, multilane etc. 

III. FINGER PRINT AUTHENTICATION 

Finger print is one of the most widely used biometric trait. 

Fingerprint biometric is the most proven technique to identify 

the individual. The fingerprint is basically consisting of 

features like ridges and valleys on the finger. The use of 

minutiae feature for single fingerprint classification has been 

introduced in [13]. A system on fingerprint classification is 

discussed in [13] [4] [14]. A evaluation rough-set based approach for 

binarization of fingerprint image is presented. Based on the rough set 

theory maximization of rough entropy and minimization of roughness 

of the image lead Image binarization is obtained. Otsu’s 

algorithm of binarization which is regarded as most popular 

has also been applied on the same set of images. The result of 

the proposed method is compared with the conventional 

Otsu’s thresholding method for binarization. [4] In paper [15] 

proposes two methods for fingerprint image 

enhancement. The first one is carried out using local 

histogram equalization, Wiener filtering, and image 

binarization, also using a unique anisotropic filter for direct 

greyscale enhancement. The binarization process is applied by 

adaptive thresholding based on the local intensity mean. Local 

histogram equalization for contrast expansion and Wiener 

filtering are used for noise reduction 

In a fast fingerprint image enhancement algorithm which can 

adaptively improve the clarity and valley structures of input 

fingerprint image based on the estimated local ridge. This 

paper evaluated the performance of the image enhancement 

algorithm using the goodness index of the extracted minutiae 

and accuracy of an online fingerprint verification system. To 

quantitatively assess the performance of our fingerprint 

enhancement algorithm they have used the goodness index 

(GI) of the extracted minutiae .Gabor filters have both 

frequency-selective and orientation- selective properties and 

have optimal joint resolution in both spatial and frequency 

domains. 

A critical step in studying the statistics of fingerprint minutiae 

is to consistently extract minutiae from the fingerprint images. 

As quality of fingerprint images are rarely perfect as it may 

be ruined and corrupted due to changes in skin and impression 

conditions and aging. Thus, image enhancement techniques 

are used prior to minutiae extraction to obtain a more reliable 

estimation of minutiae locations [5]. 

An effective fingerprint matching algorithm based on error 

propagation consist, Ridge information and Hough 

transformation are adopted to find a number of pairs of 
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matching minutiae. The initial correspondences, which are 

used to estimate the common reason of two fingerprints and 

the alignment parameters. Then the correspondence and its 

surrounding matched minutiae pairs established using 

Matched Set. The matching process is depends upon a error 

propagation. [11] In paper [12] presented the study of fingerprint 

verification based on local ridge discontinuities features (minutiae) 

only using grey scale images, in which They extract minutiae using 

two algorithms those following ridge lines and then recording 

ridge endings and bifurcations. Moreover they use a third 

algorithm are used for a minutiae verification processing a 

local area using a neural network (multilayer perception). 

Fingerprint distortion is filtered using a minutiae whole 

representation based on regular invariant moments. Here they 

propose a new method of matching for the problem of 

different numbers of minutiae extracted from the algorithms that use 

fuzzy operator to bypass. Sequential method and 

reactive agent is used in verification process of fingerprint 

matching. 

One of the open issues in fingerprint verification is the lack of 

robustness against image-quality degradation. If quality of 

image captured is poor that creates problem of unauthentic 

and lost features, which degrades the performance of the 

overall system. Therefore, in fingerprint recognition system it 

is important to estimate the quality and validity of the 

captured fingerprint images from sensors [6]. 

In paper [8] introduces a novel fingerprint matching 

algorithm using both ridge feature and the usual minutiae 

feature to increase the recognition performance against non 

linear deformation in fingerprints [8,9]. Ridge count, ridge 

type, ridge length, rcd are the elements of the ridge features. 

They are representing the topology information in entire ridge 

pattern existing between two minutiae. Before extracting 

features, Gabor filter are used to enhance the fingerprint 

image. For extracting ridge features, ridge based coordinate 

system is defined in skeletonised image. 

Fingerprint matching is based on finding the Euclidean 

distance between the corresponding Finger Codes [7]. A 

global and local details in fingerprint is captured using a 

bank of Gabor filters . The fingerprint matching is based on 

the Euclidian distance between the two corresponding finger 

codes and hence is extremely fast. Fingerprints with scale, 

translation, and rotation invariant are mostly available then 

filter based feature extraction is desirable. AAD features and 

NIST 9 database are used to matching the fingerprints. 

In this paper [10] introduce a novel algorithm based on global 

comprehensive similarity with three steps. In first step a 

minutia-simplex that contains a pair of minutiae as well as 

their associated textures, with its transformation-variant and 

invariant relative features, which is used for the broad 

similarity measurement and parameter estimation. To 

represent features among minutiae usually the ridge-based 

nearest neighbourhood is used. The Euclidean space-based 

and ridge-based relative features among minutiae support each 

other in the image representation of a fingerprint. 

IV.MULTI-MODAL BIOMETRIC SYSTEM 

Multi-modal biometric is a system that combines the 

results obtained from more than one biometric feature for the 

purpose of personal identification.[16] Multi-modal biometric 

systems are more reliable because many independent 

biometric modalities are used. By the use of multiple number 

of biometric modalities may result highly accurate and secure 

biometric identification system, as unimodal biometric system 

may not provide accurate identification due to non-

universality.[21]For example, since few percentages of people 

can have worn, cut or unrecognizable prints, finger-print 

biometric may produce erroneous results. In Multi-modal 

biometric Systems, failure of any one technology may not 

affect seriously the individual identification as other 

technologies can be successfully employed. Hence the 

spoofing can be minimized drastically; thus improving the 

efficiency of the overall system. The reduction in failure to 

enroll (FTE) rate in multi-modal evaluation is very significant 

and which is one of major advantages of this system. A 

common biometric system mainly involves the following 

major modules [17] - sensor module, feature extraction 

module, matching module and decision making module. Each 

of these modules is described below.  

A. Sensor Module 

The template is designed so that author affiliations are not 
repeated each time for multiple authors of the same affiliation. 
Please keep your affiliations as succinct as possible (for 
example, do not differentiate among departments of the same 
organization).  

B. Feature Extraction Module 

At feature extraction module the quality of the acquired 

biometric data from the sensor is assessed initially for further 

processing. Thus generating a synoptic but indicative digital 

representation of the underlying traits or modalities. After 

extracting the features it is given as input to the matching 

module for further comparison. 

C. Matching Modules 

The extracted features when compared with the templates 

in the database generate a match score. This match score may 

be controlled by the quality of the given biometric data. The 

matching module also condensed a decision making module in 

which the generated match score is used to validate the 

claimed identity. 

D. Decision Making Module 

Decision making module identifies whether the user is a 

genuine user or an impostor based on the match scores.These 

are used to either validate the identity of a person or provides 

a ranking of the enrolled identities for identifying an 

individual. The two major mode of operation in multi-modal 

biometric systems are serial mode and parallel mode. In serial 

mode of operation, multiple sources of information is not 

acquired simultaneously, that is the user goes through stage by 

stage authentication process. Thus the recognition time is 

improved in serial mode as decision is made before getting all 

the traits. But in the case of parallel mode of operation, 

recognition is performed by acquiring multiple sources of 

information simultaneously [19].This will reduce the 

efficiency of the system and in turn cause inconvenience to the 

user.  

Thus both modes of operations have its own 

advantages and disadvantages. Study reveals that combined 
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use of both modes may result a system which provides high 

efficiency and user convenience. A simple block diagram for 

multi-modal biometric system is shown in Fig-1 

 

 
By employing the information available in any of the 

modules like sensor level, feature extraction level, matching 

level and Decision making level, fusion can be developed in 

multi-modal biometric system like sensor level fusion, feature 

level fusion, matching score level fusion and decision level 

fusion. The different biometric identifier used in the 

multimodal biometric system, their information from the 

individual identifier is taken together and can be fused at 

different levels of fusion such as fusion at sensor level, fusion 

at feature level, fusion at matching score level and the fusion 

at decision level [18]. 

 

Fig-2 shows the fusion at Sensor level which involves 

combining raw data from various sensors and this fusion can 

be appropriate for multi-sample and multi-sensor systems. 

In this method, the multiple modalities must be compatible 

with feature level in the raw data and must be known in 

advance or estimated accurately. Feature level fusion shown in 

Fig- 3 refers to combining the different feature sets extracted 

from multiple biometric modalities into a single feature vector. 

If the features extracted from multiple biometrics are 

independent of each other and involve the same type of 

measurement scale, it is reasonable to concatenate the two 

vectors into a single new vector. The new fused feature vector 

will have higher dimensionality and thus increase the 

discriminating power in feature space. Feature reduction 

techniques or feature selection schemes may then be employed 

to extract a small number of significant features from a larger 

set of features. In some cases when feature sets are not 

compatible, concatenation is not possible, for example with 

incompatible fingerprint minutiae and eigen-face coefficients. 

 
Matching score level fusion shown in Fig-4 refers to 

the combination of similarity scores provided by a matching 

module for each input features and template biometric 

feature vectors in the database. This method is also named 

as measurement level fusion or confidence level fusion. The 

matched score output generated by biometrics matchers 

provide the required information about the input pattern 

after the raw data and the feature vector representations. 

Matching score fusion can be classified by the two different 

approaches which are based on how the match score is 

processed either by classifying the feature vector or by 

combining the feature vector [20]. Normalization of the 

match score is a significant factor to be considered in this 

fusion, because of the dissimilar match score generated by 

the multiple modalities. Several researchers have proposed 

various normalization techniques in the literature. 

 
In decision level fusion as shown in Fig-5, the 

information integration occurs when each biometric system 

makes an independent decision about the identity of the user 

or verifies the claimed identity. This fusion level is the 

simplest form of fusion because this uses only the final 

output of the individual modalities. For decision level 

fusion different methods like 'AND' and 'OR' rules, Majority 

voting, weighted majority voting, Bayesian decision fusion, 

the Dempster-Shafer Theory of Evidence and Behavior 

Knowledge Space are proposed in the literature. 
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V.CONCLUSION 
The proposed system successfully and 

simultaneously monitor and control your devices using your 

smartphone and an app by connecting to your home wifi 

network. Entry-level systems typically include a couple of 

door and window sensors, a motion detector, and a hub that 

communicates with these devices using one or more wireless 

protocols such as Wi-Fi, or a proprietary mesh network. You 

can add extra door, motion, and window sensors to provide 

coverage for your entire house and build a comprehensive 

system that includes door locks, garage door openers, indoor 

and outdoor surveillance cameras, lights, sirens, smoke/CO 

detectors, water sensors, and more. Any smart security system 

worth its salt offers components that work together in a 

seamless environment and can be manipulated using 

customized rules. For example, you can create rules to have 

the lights turn on when motion is detected, have your doors 

unlock when a smoke alarm goes off, and have a camera begin 

recording when a sensor is triggered. Some systems store 

recorded video locally on an SD card or a solid state drive, 

while others offer cloud storage.  
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