
  

Abstract— Each day over 60 records are stolen per second 

which counts to total 5 million records in a day. Nowadays every 

data is accessed over cloud rather than using computer’s hard 

drive so it’s important to provide a secure environment for the 

cloud, approximately 9740567987 data is lost from last 5 years so 

it’s highly important to provide a secure encrypted cloud 

environment to reduce the data breach which is provided 

through generating secure key for each data. 

 

Index Terms—Cloud computing, Security, block Key, Cipher. 

 

I. INTRODUCTION 

 

  Cloud computing is a term used to describe the concept of 

distributed computing. The cloud is a cluster of computers 

sharing resources. The Cloud computing creates an illusion 

that resources are present in the system but actually they are 

located at the cloud servers that are sharing the resources. Like 

in a Chromebook It seems everything is running in the laptop 

but it is actually a combination of multiple arrays which are 

sharing their data over the internet through n number of 

resources 

 

When a website is visited that features a little padlock in the 

corner of the browsers the data is kept safe whether it is credit 

card numbers or other sensitive work documents. Various 

types of encryption standards ensure that they are kept out of 

the prying hands of intruders while they zip around on the 

Internet but aside from the reassuring the user. The procedures 

used for encrypting data can be massively complex but the 

fundamental idea behind all encryption is really quite simple 

whenever the encrypted data is transferred the computer turns 

that data into an unintelligible mess or cipher text that can 

only be decrypted back into a simple readable format by 

unlocking it with the shared key for decryption that tells the 

computer how to decode the received message. This basic 

concept has actually been used to send secret messages since 

long before the invention of computers ciphers. Various 

ciphering method were used to encrypt and decrypt the text, 

Thomas Jefferson invented a wheeze cipher that was nothing 

more than wooden disks around an axle and then the Germans 

famously used a typewriter like device called the Enigma 

machine to encrypt military messages during World War two 

although the allies were able to crack that code but now in 

web era modern computers use an encryption standard known 

 
 

as public key encryption. Suppose while sending  an email, the 

receiving computer will generate a key known as public key it 

is generated by the computer by choosing a very large random 

number of methods and running it through some complex 

mathematical calculation. Once the computer receives the 

public key it uses it to lock the email using an encryption 

algorithm and send it on its way to the other pc. Since anyone 

can request for the public key and it can be used to decrypt the 

message so data encrypting would have no use. So, the 

recipients' computer unlocks the message with a private key 

that is stored on that system alone making it difficult for 

anyone else to view the documents that is send. The public 

key encryption isn't just used for email it's actually the basis of 

modern cryptography. 

 

A. Methodology 

 

• The system is actually a combination of multiple 

systems consisting of SQL server, Apache webserver 

and Block ciphers for providing encryption of the 

system. 

• The SQL server helps to store the user information 

and access to the group in its database. 

• Apache webserver hosts the webpage that will work 

as the front end and the interface of the project. 

• Block ciphers provides the encryption of the files and 

hence increases the security of the system.  

• Cipher block chaining is used to increases the 

complexity by XORing the output of the first block 

with the input of second block before encrypting. 

 

B. Literature survey 

 

Data sharing is commonly used by a large amount of people in 

order to get their work done just by sitting at a place over the 

internet. But data privacy has been an issue when a large or 

even a small amount of data is shared over the internet or 

cloud. 

Data protection is normally used by several groups in order to 

decrease the issues of data theft. 

• The paper titled ' Security and privacy issues in cloud 

computing' written by Mohammed Ubaidullah Bhukari and 

Qahtan Shallal states the most popular threats in the cloud 

computing recognized by the Cloud security alliance (CSA) 

[1]. 
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• From the paper 'A research on cloud computing security' 

written by Ni Zhang ,Di Liu and Yunyoung Zhang, an 

ecosystem of the cloud security was formed. The various ways 

of cloud security are analyzed for the customers and operators 

[2]. 

 

•  “The research of data security issues in cloud computing” 

written by Lin Yang and Yuan Lu states that the data security 

issues are resulting in restrictions on various cloud computing 

application so data encryption, authentication, access control 

and integrity of data should be surveyed for data security [3]. 

 

• After analyzing  the paper 'The security issues and 

Solutions in cloud computing' written by Shoufue xue  we 

found out the difficulties faced by the customers in order to 

adopt to cloud computing so data security issues , application 

and virtualization are analyzed [4]. 

 

•   ' An analysis of cloud computing security issues' written 

by A Behl states a complete analysis of the data theft and 

consequences leading to the data theft due to which data 

security is an important factor in today’s world [5]. 

 

• With the paper ' Security and Privacy in cloud computing' 

written by Zahir Tari we came to know about the various 

significant solutions which has been devised for security and 

privacy of cloud computing [6]. 

 

• The paper titled ' Improving Operational efficiency of 

application via cloud computing ' written by Eric Baeur states 

that in order to improve the delivery of data and service faster 

we have to improve the Operational efficiency of data at the 

bottom line [7]. 

II. EXISTING SYSTEM 

In present scenario, each user have a private key and can 

access data but unfortunately revoked user also can access 

data. Revoked user means who have changed their 

membership. Therefore, secure communication channel is a 

strong assumption but difficult to use. 

Cloud storage is not efficiently utilized. Replica of data is 

possible. In existing system, the possibility of secure data 

sharing in group is very less and there is a chance that the 

group members can become a problem.  Any user in particular 

group can do the activities like upload/download a file.  

Nowadays the important issue in cloud is security of the cloud 

system. The main problem is providing a secure data sharing 

within groups over the cloud. So, a block cipher based 

encryption is implemented which will help to improve the 

security of the transmitted data. 

 

 

III. CHALLENGES 

1) Existing cloud storage applications doesn’t give complete 

data security. 

2) Replica of data is possible. 

3) Extra storage consumption resulting in the extra storage 

cost for data application in the cloud  

 

 

IV. PROPOSED SYSTEM 

User can obtain their key from the group admin securely. User 

send request to group manager for accessing the group, at that 

time the system provide individual secure key to user without 

activation. Then group manager see the requests and activate 

the keys after confirming it. After user's private key gets 

activation, then only user can access the group. The group 

manager creates the new encryption key for the specific group 

and transmits in an encrypted format using key agreement 

algorithm. 

In the proposed system, group manager performs the below 

tasks when any one has left the group or any new member has 

joined the group 

• Update the whole user name list. 

• Generate a secure key and encrypt the key without 

activation and send to the updated user list. 

• Update the rights in the cloud server. 

 

 

 

V. SECURITY 

A. Block ciphers 

Block Cipher is generally an encryption method which 

encrypts whole data at one time rather than encrypting data 

one bit at a time like a stream cipher. The main work of block 

cipher is to convert plain text into a cipher text of the same 

length 

There are various types of block cipher 

• Digital encryption standard(DES) 

• Triple DES 

• Advance encryption standard(AES) 

• IDEA 

• Two fish 

• Serpent 
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B. Cipher Block Chaining 

Cipher block chaining is an operation for performing block 

cipher encryption. Cipher block chaining can perform 

encryption as well as decryption. CBC takes plain text and 

Initialization vector (IV) and XOR it and then it is encrypted 

using a key which all together generates a new cipher text. 

This process is carried out until generating a complicated 

cipher text so that attacker may not apply brute force on it and 

access the data. The decryption process is all together a vice 

versa of the encryption process. In this cipher text is decrypted 

with the key and then it XOR with Initialization vector and the 

plain text is obtained. The process will be performed until the 

original plain text is obtained. 

Encryption 

 

Decryption 

. 

 

 

 Modules 
 

1. Authority User Verification 

2. Key distribution & Access control 

3. Collusion Attack 

4. Secure Data Sharing 

 

1       Authority user verification 

 

At first Initial stage all users must create own username and 

password. After the Registration the user can login to their 

own space. The application verifies the username and 

password which is either matched or not with the user 

registration form which is already created by the user while 

user registration process. If the valid user did not remember 

the username or password correctly the user can generate own 

password by using this application. 

 

2 Key distribution & Access control 

 

Group manager is the head of the process any access of data 

will be only provided with the permission of the group 

manager. Any new user generation or user revocation will be 

only provided by group manager 

Group members (users) are users which will upload or 

download their own data in the system to save the data we use 

this Key Agreement Algorithm for key generation and 

encryption .This algorithm is based on the date/time stamp + 

group combination + Group Manger Private Key. Group 

manager will use this new key and encrypt the file and upload 

to the cloud. 

 

3 Collusion Attack 

 

The user leaving a group are termed as revoked users. The 

user who has left the group will not able to access any kind of 

data even if he tries to access through third party Thus the 

proposed system detects the revoked users and protects the 

data confidentiality and privacy. 

 

4 Secure data Sharing 

 

Secure data sharing is performed using private keys 

generated and transmitted using secure communication 

channels. In this the user can easily access the key from the 

group manager which is authenticated and certified 

 

Performance Analysis 

 

 

 
 

       

 

 

Conclusion 

 

 This ensures the secure cloud environment for the user to 

work as no data can be harmed easily or accessed easily by the 

third party. Hence, increasing the security of the cloud 

environment.  

 

International Journal of Scientific Research and Review

Volume 7, Issue 4, 2018

ISSN NO: 2279-543X

ISSN NO: 2279-543X
132



Reference 

 

1) Mohammad Ubaidullah Bokhari ,  Qahtan Makki 

Shallal ,  Yahya Kord Tamandani “Security and privacy issues 

in cloud computing” Date of conference: 16-18 March 2016 

Published on: 31 March 2016 

http://ieeexplore.ieee.org/document/7724393/ 

 

2) Ni Zhang , Di Liu ,  Yunyong Zhang “ A research on 

cloud computing security” Date of conference: 16-17 

November 2013 Published on: 13 January 2014 

http://ieeexplore.ieee.org/document/6710007/ 

 

3) Chaoqun Yu ,  Lin Yang , Yuan Liu ,  Xiangyang Luo 

“Research on data security issues of cloud computing” Date of 

conference: 8-10 Nov 2014 Published on: 14 May 2015 

http://ieeexplore.ieee.org/document/7106867/  

 

 

4) Pengfei You , Yuxing Peng , Weidong Liu , Shoufu Xue 

“Security Issues and Solutions in Cloud Computing” 

Date of conference: 18-21 June 2012 Published on: 6 

August 2012  

http://ieeexplore.ieee.org/document/6258207/ 

 

4) A. Behl , K. Behl  “An analysis of cloud computing security 

issues “ Date of conference: 30 oct-2 Nov 2012 Published on: 
11 January 2013 

http://ieeexplore.ieee.org/document/6409059/ 

 

5) Zahir Tari “Security and Privacy in Cloud Computing” 

Date of publication:1 0 July 2014 

 http://ieeexplore.ieee.org/document/6848730/ 

 

7) Eric Bauer “Improving Operational Efficiency of 

Applications via Cloud Computing” Date of publication: 28 

March 2018 

http://ieeexplore.ieee.org/document/8327493/ 

 

8) Ahmed Albugmi , Gary Wills, Madini O. Alassafi , Robert 

Walters “Data Security in Cloud Computing” Date of 

conference :17-19 August 2016 

http://ieeexplore.ieee.org/document/7605062/ 

 

9) Fan Yan , Yang Jian-Wen , Cheng Lin “Computer Network 

Security and Technology Research” Date of conference: 13-14 
June 2015 Published on :14 September 2015 
http://ieeexplore.ieee.org/document/7263569/ 
 
 

 

 

 

 
 

International Journal of Scientific Research and Review

Volume 7, Issue 4, 2018

ISSN NO: 2279-543X

ISSN NO: 2279-543X
133


