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Abstract— In many perseverance applications, cluster study techniques have been widely inculcated, in fields such as forensics, healthcare, 
analysis of data, etc. Today’s major attraction is, huge usage of data in this big data century has led to clustering of data into datasets and giving 
them to cloud. This has become a major trend amongst the large data groups. Although cloud platforms help in improving economic as well as 
performance persona of the system, there arises major concerns and challenges in deploying or outsourcing the data sets into the cloud as the 
data set can contain sensitive data. In this paper, a K-means clustering technique which helps in preserving the privacy of large sets of data is 
proposed, that can be easily adapted in outsourcing the data sets to public cloud. Secure integration between the data sets has been made possible 
by using map reduce technique. DNA algorithm is used for encrypting the data sets before sending them to cloud servers. 
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I. INTRODUCTION 

 
      One of the major task and trending method that has been used along with processing of data and data analytics is clustering. 
Often used very much, it has gained trust of many disciplines such as image processing, pattern recognition, healthcare, sports, 
etc. Along with the major usage, big data or large data has been gaining equal popularity and the big data analysis has obligatorily 
given rise to clustering questions in calculation terms of materialistic data. In order to manage huge scale data groups, cloud server 
that are public in nature, play a major role in improving performance, increasing economy and thus, helping in storing of large 
data sets. As public cloud servers are very much open to the outside world, there arises many privacy issues that is the security 
concerns, for storing large sets of data, as they, may contain some sensitive information. So, before letting the data out to cloud, 
it has to be made very secure and thus making it impossible for third parties in gaining access to the documents. Many real world 
examples such as health documents, sport records, financial statuses of a company and so on needs secure clustering over their 
large data sets. 
      In [1]-[6], where multiparty security models are used in order to investigate problems that arise with clustering, where for 
clustering many owners of distributed sets interact without sharing any of their private information. The existing multi party 
techniques often make use of very strong cryptography algorithms and which are very much expensive too. This technique is 
suitable only for small scale data sets and for large scale data sets it’s not efficient. Another research [7] [8] which predicts at 
attaining more efficient data preserving transformation. Also here, it may not give greater efficiency and absolute accuracy. 
Reference [9] is practically efficient only for small data sets; limiting to less than 5000 and more data objects. Another way to 
achieve security in clustering is KNN (K nearest neighbours) classification which are not used as they are limited with many 
conditions like analysis attacks, less accurate, etc. KNN is single round task, whereas K-means runs on loop, along with the loop 
process the data sets are updated in cloud. 
       Clustering efficiency, accuracy and economy that are the three major factors, are taken into consideration, in the decision of 
giving clustered data to the cloud. To the best of the knowledge that was attained through the survey, there are no DNA encrypted 
grouping scheme so far. In this work, an efficient yet productive clustering is proposed along with security for large data groups. 
DNA algorithm is made use of, to efficiently make data sets encrypted. Here, DNA patterns are taken and all the possible 
combinations are calculated and they are assigned to clustered data. Along with the algorithm, map reduce technique is used in 
order to further improve the performance of clustering in public cloud platform. 
      The following are the descriptive side of the proposed system: in Section II, system architecture and process flow are explained. 
In Section III, K-means clustering, map reduce technique and DNA algorithm are explained in brief. In Section IV, related work 
has been explained, and in last Section V, conclusion is made. 
 

II. MODELS OF PROJECT 

A. System architecture 

Basically system architecture is all about in brief about how system works. The following diagram shows the overall system 
architecture. 
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Fig. 1. System architecture 

 

B. Process flow 

Process flow of system is the diagrammatic representation of how the proposed system works. The following figure shows 
the process flow of proposed system. According to the figure below, we can see that, the input taken by the system is the document 
that is set of information.  

 
Fig. 2. Process flow 

 
The document holds all owner permissions. Then the keywords are extracted; keywords are the word that is used to indicate 

the document that is helpful in future for extracting the particular document. After this, individually those documents denoting 
keywords are given for k-means classification where clusters are formed. Blocks are made to form in order to check the duplication 
of files easily using ma reduce technique which is well known for its efficient functioning of a system. Then the blocks are given 
for DNA process where each of the block is secured using encryption process. Once the block is secured, it is outsourced to cloud 
system. 

International Journal of Scientific Research and Review

Volume 7, Issue 6, 2018

ISSN NO: 2279-543X

http://dynamicpublisher.org/863



III. PRELIMS AND DETAILS OF PROPOSED SYSTEM 

A. K-means clustering technique 

K-means technique of clustering is one of the most prominent and most used form of clustering. It basically originated from 
signal processing and is a method of quantization of vector and is popular for clustering. Clustering is a part of data mining as 
there will be huge number of data sets acquired as a result of data mining technique and each should be maintained well. K-means 
has three main terms: the Euclidean distance (distance between two points in metric space). Input parameter as number of clusters 
termed as “k” hence the name K-means clustering technique, and merging to local points. K-means technique aims at partitioning 
of data sets into k number of clusters, where each data set belongs to the cluster with nearest distance. It has a very close connection 
with the k-nearest neighbour technique, which is most popular in machine learning. The following figures illustrate the algorithm 
of k-means: 

 
                                                                                    Fig. 3                         Fig. 4 

(Source: en.wikipedia.org/wiki/K-means_clustering) 
1. As a first stage, k means are taken into consideration, in the above figure there are 3 means (coloured) which are most randomly 
chosen. 
                         ie; k=3. 
2. Partitions (Voronoi diagram) are made for each cluster to come in. Clusters are created in such a way that they are in association 
with the nearest mean. 

 
                                                                                 Fig. 5                              Fig. 6 

(Source: en.wikipedia.org/wiki/K-means_clustering) 
 

3. As we can see in figure 3, centroids are formed for each cluster. Each centroid becomes a new mean value. 
4. 2 and 3 steps are repeated till the merging intensity is reached. 
 

B. Map Reduce procedure 

Map reduce is one of the newest technology and is basically a programming model. Its process is to support for implementation 
of processing and generation of large scale data sets with the help of an algorithm (in this paper, algorithm is K-means). The flow 
of map reduce system is as follows: 
1. Taking the input data for reading. It is read by the map reduce system. 
2. Input data is split using distributed file system concept. 
3. Map function is activated where key,value pairs are generated and merged using merging function. 
4. Reduce function is called where it helps in storing the key value pairs into the distributed file system. 

 
Fig. 7. Map Reduce framework 

(Source: gppd-wiki.inf.ufrgs.br/index.php/MapReduce) 
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Both of the map and reduce are two individual functions, which take key value pairs as input and outputs the new formatted data. 
Map reduce mainly aims at attaining fault tolerance and effective redundancy which helps in easy run of any proposed systems.  
 

C. DNA algorithm 

DNA, deoxyribo nuclic acid, is one of the major thing noticed in any living organism. Using the patterns of DNA, many DNA 
based algorithms have been proposed. In paper [10], a secure yet a unique and non-static DNA based encryption and decryption 
schemes have been proposed. It also provides an analysis of its performance. This DNA cryptography uses Central Dogma of 
Molecular Biology (CDMB) concept for encryption and decryption. This algorithm has been inculcated in this project as to 
provide more security for the datasets. In this algorithm, a DNA encryption and a DNA decryption function is designed for proving 
proper security for the data blocks (as a result of map reduce process). During Encryption process, the input is the string of the 
file. Each letter of the whole string is converted to a binary sequence of 8 bits. And complimentary functions are applied and a 
hexadecimal value is obtained. This hexadecimal value is given to decryption process. During the decryption, the hexadecimal 
value is directed for undergoing reverse compliment function, where the hex value is converted to binary bits and then though 
two bit classification, the main letter is obtained. This process may take time for processing but it is more secure than compared 
to others and is suitable for medical personnel also.  
 

D. Secure preserving cluster methodology 

According to the research, during recent times many security attaining or preserving techniques have arose for inculcating the 
clustering methods to the public cloud environment. One of the research where, distance maintaining as well as preserving of 
privacy has been taken into consideration for data security, keeping in the mind about the distance calculation strategy. Another 
research has been made, where homomorphic type of encryption standard has been used, homomorphic encryption standard and 
indexes preserving orders have been made. But many fail to give proper security and data outsourcing to cloud. In this paper in 
order to provide security for the files that are outsourced into cloud, an algorithm has been adopted called as DNA algorithm. 
Using the DNA sequences, different codes are generated and using those codes the files are authenticated. These codes will be 
stored in database which is accessible only by the owner. As a result of which the codes are not easily tackled by the third parties. 
Main motto of this paper is to attain maximum stability in performance as well as provide strong security for the data sets. Many 
researches have been made for this as well. But most of the designs that have been proposed only take care of performance as 
well as increase the computation speed. And none take care of securing the data sets before giving them to public cloud systems. 
Map reduce technique is used to divide the files into blocks and are outsourced to the cloud. Hence attaining the dynamic file 
storage methodology of this paper. 
 

E. Trained data sets and weightage calculation 

According to the proposed system, a trained data set is maintained which consists of data, that are stored in different clusters 
that are formed (in this project, number of clusters is manually initialized). Medical issues of different organs of human body has 
been taken into consideration as to be trained data sets. These trained data sets help in easy accessing of issues through mapping 
of input files to trained data sets. And is also used to determine as to which category certain uploaded file belongs. Each word in 
the document is compared with the selected trained data set and if the weightage of similarity index exceeds 7 words, then it is 
declared as it can be included under that trained data. Hence the file contents is added to the trained data set and in the database 
one can check how many instances of words are present in the trained data set. In this project, MySQL database has been 
considered for checking instances and various factors regarding the clusters and user information as well. And the user can upload 
any one among them at once. When the same file is being uploaded, an error pops up saying file already exists in the database. 
Here the cloud is also checking for duplication of files. This reduces the excess use of cloud system by repeated files. Weightage 
calculation is made over the blocks that are formed as a result of map reduce technique.  
 

IV. CONCLUSIONS 

 
In this paper, a Map reduce adopted K-means methodology is implemented for easy assignment of data sets to the public cloud 
systems. It may be said as a lightweight algorithm, which has made the system to be more compatible for all the devices and 
hence also increasing the speed of computation. Map reduce technique is implemented for huge data or the big data, so that it 
becomes hassle free adaptable for various cloud environments. DNA algorithm in addition adds to security of the data sets. Overall, 
providing well preserving proper security for the data sets containing sensible information and outsourcing it to cloud has become 
the main concern for the proposal of this paper. 
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