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 Abstract: Cloud computing is the inability to computer society to bring the big hierarchical system on server. The 

system is very efficient and powerful. Cloud allows the facility of free hand data storage and retrieval but the 

security concern is much sought tropic in cloud domain. As once the data increases chance of violence of data 

integrity also increases. Cloud computing provides individuals and enterprises massive computing power and 

scalable storage capacities to support a variety of big data applications in domains like health care and scientific 

research, therefore more and more data owners are involved to outsource their data on cloud servers for great 

convenience in data management and mining. However, data sets like health records in electronic documents 

usually contain sensitive information, which brings about privacy concerns if the documents are released or shared 

to partially untrusted third-parties in cloud. A practical and widely used technique for data privacy preservation is 

to encrypt data before outsourcing to the cloud servers, which however reduces the data utility and makes many 

traditional data analytic operators like keyword-based top-k document retrieval obsolete. In our proposed system 

we add additional level of security by adding One Time Password (OTP) where the data gets uploaded with 

encryption and the overall system is authenticated on registered mobile number with user consent based on OTP. 
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1. Introduction 
 

Adoption of cloud computing is clearly a strategic direction for many companies. The convergence of 

inexpensive computing, pervasive mobility, and virtualization technologies has created a platform for 

more agile and cost-effective business applications and IT infrastructure. The cloud is forcing the novel 

and thoughtful application of security controls, creating a demand for best practices in the security 

program and governance regimes. Cloud Security and Privacy provides a guide to assist those who are 

wrestling with building security in the cloud. This book is a great starting point for the cloud computing 

journey. Cloud Security and Privacy provides broad coverage of terms and definitions to help both IT and 

information security professionals. The book lays out the basic foundation to allow IT and information 

security personnel to work together effectively on planning and implementation of cloud computing 

services. For learning about cloud computing security and privacy issues, this book is a must-read. There 

have been many attempts to understand cloud computing and to illustrate the security issues involved 

with such technologies. This is one of the first books to explore in detail the definition of cloud 

computing and to outline solutions available today to address the key risks of adopting such technologies. 

 

2. Existing system 
 

• Pairing-based Attribute-based encryption ABE  

• The existing pairing-based ABE schemes, the number of pairing operations to decrypt a cipher text is 

linear to the complexity of the access policy.  

• It would be a significant challenge for users to complete the decryption independently on resource-

constrained devices, e.g., mobile phones. 

• In order to reduce the number of pairing operations for users when executing the decryption algorithm, 

considered outsourcing the heavy computation of decryption to a third-party service, which helps to 

implement “thin clients.” 
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3.  Drawbacks 

 

• Higher Computational Time 

• Slower Processing 

• Less Security 

• Inefficiency to implement in real-time 

 

4. Proposed system 

 
Blowfish Algorithm for secure cloud data, We propose a system based on blowfish algorithm which 

makes efficient system with higher and real-time security. Whenever we upload the file and encrypt / 

decrypt it in transaction the file gets OTP authentication as double level of security to the cloud data. 

 

5. Advantages 

 
• Highest Secure System with Second Layer of Authentication. 

• Efficient encryption and decryption using Blowfish Algorithm 

• Real-time Approach. 

• Highest Encryption Authentication Duo 
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