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ABSTRACT 

This paper presents a self-contained 

adaptive system for detecting and bypassing 

permanent errors in parallel ffts. The proposed 

system reroutes data on erroneous links to a set 

of spare ffts without interrupting the data flow. 

To detect permanent errors at runtime, a novel 

in-line test (ILT) method using spare ffts and a 

test pattern generator is proposed. In addition, 

an improved syndrome storing-based detection 

(SSD) method is presented and compared to the 

ILT method. Each detection method (ILT and 

SSD) is integrated individually into the 

noninterrupting adaptive system, and a case 

study is performed to compare them with 

Hamming and Bose–Chaudhuri–Hocquenghem 

(BCH) code implementations. 

 

INDEX TERMS- Adaptive systems, digital 

systems, fault tolerance, forward error 

correction (FEC), reliability, self-testing. 

 

 

INTRODUCTION 

The CMOS technology scaling that enables 

the integration of more and more transistors on a 

single device. This increased complexity makes 

the circuits more vulnerable to errors. At the same 

time, the scaling means that transistors operate 

with lower voltages and are more susceptible to 

errors caused by noise and manufacturing 

variations. The number of faults in multiple FFT 

links is expected to increase as technology scales 

further into the nanoscale regime. While most 

faults are temporary, about 20% of all errors are 

caused by permanent or intermittent faults. Many 

permanent faults are a result of manufacturing 

defects, which can be detected during manufacture 

testing; however, these errors can also occur at 

runtime (e.g., from electro migration or aging). 

Error control coding (ECC) techniques such as 

hamming codes, Parseval checks are commonly 

used to address reliability issues in multiple FFT 

designs, but these techniques generally target 

transient errors rather than permanent errors. A 

single permanent fault can drastically reduce or 

even eliminate the correction capabilities of the 

commonly used codes. 

In order to maintain coding strength in the 

presence of permanent errors, spare FFTs can be 

used to replace permanently erroneous wires. The 

introduction of spare FFT requires the following:  

 1) Reconfiguration control and logic for 

bypassing erroneous FFTs and 

 2) A protocol for synchronizing information 

between input and output.  

This paper presents a system that uses 

spare FFTs to replace permanently erroneous wires 

without interrupting the data flow. To detect these 

permanent errors, we propose a novel in-line test 
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(ILT) method to test each adjacent pair of FFTs in 

a link for opens and shorts. These tests can be run 

periodically to ensure that each link’s ECC 

capability is not being crippled by permanent 

errors. By testing every FFT in the link, the ILT 

method also recovers resources from intermittent 

errors that were incorrectly flagged as permanent 

or permanent errors which occur in FFTs. In 

addition to the ILT method, we describe a storing-

based error detection (SBED) method, which is 

based on evaluation of consecutive output of the 

FFT. For the corresponding test input set from 

ILT, SBED stores the value of its respective output 

and compares to identify the permanent fault. 

Once it is identified as permanent then the function 

of the reconfiguration unit is to route the data 

around spare FFT. The number of spare FFT to be 

inserted into the system depends on the probability 

of a permanent error in a FFT, the number of 

FFTs, and the desired probability for correct 

operation of the FFT. Assuming that the 

permanent errors are independent, the detection 

and reconfiguration can be done in all cases of the 

FFT operation. 

 

RELATED WORK 

ECC research applied to ffts typically only 

considers transient errors; protection against 

permanent or intermittent errors is rarely 

discussed. Some methods of protecting against 

transient errors can also be used to protect against 

permanent and intermittent errors; unfortunately, 

this can severely limit the code’s ability to protect 

against transient errors. 

A. Coding-Based Error Recovery 

  In general, two recovery techniques are 

used when an error on a fft has been detected. In 

automatic repeat query (ARQ), a retransmission is 

requested, while in forward error correction (FEC), 

check bits transmitted together with the data are 

used to correct errors without the need for 

retransmission. Hybrid approaches combine the 

best properties of ARQ and FEC. 

 

More importantly, the ARQ method fails in 

the presence of permanent errors. FEC codes can 

detect and correct permanent errors, but each 

permanent error will reduce the code’s capability 

to tolerate transient or intermittent errors. FEC 

codes that can detect and correct multiple errors 

(e.g., Bose–Chaudhuri– Hocquenghem (BCH) 

codes) have large power and area overhead costs, 

motivating the need for a different type of solution 

to handle permanent errors. 

 

B. Spare Resources for Handling Permanent 

Errors 

The use of spare modules to replace 

erroneous ones is a long-known fault-tolerant 

approach. Runtime reconfiguratin in which spare 

ffts and the SBED method were applied to a self-

timed system using ARQ. That prior work had a 

few significant limitations; for example, the 

system could tolerate only one permanent error per 

code interleaving section, and the data flow had to 

be stopped for the reconfiguration. 

 

 

PROPOSED METHODOLOGY 

 Permanent-error correction in parallel ffts 

using spare fft is a two-step process. First, the 

permanent error must be detected; then, the link 

must be reconfigured to avoid transmitting over 

the faulty wire. The proposed adaptive link 

framework is shown in Fig. 1 and consists of a 

transmitter, a link, and a receiver. The incoming -

bit-wide data word is encoded in the transmitter to 

a codeword of width , which is transmitted through 

the link and decoded in the receiver. The decoder 

is responsible for correcting any errors and outputs 

the original –bit data word. A number of spare ffts 

are available. The error detection and 

reconfiguration central control unit detects 
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permanent errors and initiates reconfiguration. The 

inputs to this unit depend on which detection 

method is used. 

 

 

 
 

FIG. 1 

 

 

For the SSD method, the syndrome and 

error vector from the decoder are needed. For the 

ILT method, test outputs from the spare wires 

under test are needed. The ILT method requires a 

test pattern generator (TPG) block and test inputs 

to produce test signals. We apply our techniques to 

permanent and intermittent errors in the link; the 

logic units are assumed to function correctly. Two 

methods are presented here, namely, the proposed 

ILT method and the improved SBED method. 

 

By testing every FFT in the link, the ILT 

method also recovers resources from intermittent 

errors that were incorrectly flagged as permanent 

or permanent errors which occur in FFTs. In 

addition to the ILT method, we describe a storing-

based error detection (SBED) method, which is 

based on evaluation of consecutive output of the 

FFT. For the corresponding test input set from 

ILT, SBED stores the value of its respective output 

and compares to identify the permanent fault. 

Once it is identified as permanent then the function 

of the reconfiguration unit is to route the data 

around spare FFT. The number of spare FFT to be 

inserted into the system depends on the probability 

of a permanent error in a FFT, the number of 

FFTs, and the desired probability for correct 

operation of the FFT. Assuming that the 

permanent errors are independent, the detection 

and reconfiguration can be done in all cases of the 

FFT operation. 

The structure of the complete SSD circuit 

using an example where SSD circuits are 

combined with a coding scheme using four 

Hamming codes is tested . The system requires 

four syndrome detectors. There may be 

simultaneous permanent errors in multiple 

sections, and a priority encoder is used for 

arbitration. Aside from the error extraction, the 

error detection part of the circuit is similar to the 

one presented. The error location calculation has 

been completely redesigned. 

 

IMPLEMENTATION RESULTS 

An erroneous  fft can result in a constant 

power consumption  if it leaves the input of some 

repeater stages floating, resulting in a low-

resistance path between vdd and ground. This can 

be overcome by using a separate power gating 

circuit for each fft, the control for which could 

easily be generated from the reconfiguration 

control signals. 

Spare ffts can be efficiently used for 

shielding if their input is connected to vdd or 

ground. This can be particularly beneficial if some 

ffts are slower than others (resulting in timing 

errors). The detection of slower ffts could be done 

with an enhancement to the presented ILT system. 

Currently, the system grounds all unused spare 

ffts. 

The total latency introduced by the 

proposed error protection circuitry is three clock 

cycles when compared to a link without any 

protection. The additional cycles are needed for 

the Hamming encoding and decoding. SSD always 

requires an ECC to be used on the link; however, 

ILT can be used on links without any ECC and, 

thus, without additional clock cycles. This couldbe 
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useful, for example, in NoCs where end-to-end 

transient error protection is used or in media 

applications where small periods of data 

corruption are acceptable. 

 

 

Fig.2. Comparison of error correction 

capability of the designed systems. (a) No 

permanent errors. (b) One permanent error. (c) 

Two permanent errors. (d)Three permanent 

errors. 

 

CONCLUSION AND FUTURE SCOPE 

 A complete reconfigurable system utilizing 

spare ffts to replace erroneous wires and enabling 

reconfiguration without interfering with data 

transmission has been presented. Two methods for 

error detection have been evaluated, namely, 

rotating ILT and SSD. the presented case study 

shows that Hamming and BCH error tolerances 

decrease significantly in the presence of permanent 

errors, while the error tolerance of the adaptive 

systems is less affected. 

 The combination of the two presented 

detection methods could achieve additional 

benefits beyond those discussed in this paper. If 

the SSD method were the primary detection 

method, ILT properties could be used to further 

test wires declared erroneos. The SSD method 

could also be used to trigger an ILT test round, 

thus minimizing the overhead of unnecessary test 

rounds. The combination of these two schemes 

will be examined in future work. 
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